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ᾑ ⅔‏ 

Ḣ Ṉ╪ה Ἄᴛ ѻᵐ ṒΌ Ἕᵑ Ѥ Л √ Ϯ ᾅ  ʼ╥ Л √ מ  ╙ Ⱡ Ѥ 

ᴛ͎ע╪Ϯ ◑ẋᵑ ᵦ ѻ. 

͙ ҍṨṪ╥ Ḣ Ṉ╘ Л √  ˿́⁄ Ḥ Ӈ‡ ▓‴ѻ. ╪ױ  Ḣᾏ╘ ϿṨ ᾅ ᵑ 

Ṓ Ѥ ҥ⁄Ѥ ‡Ѣ ♬ҵ ̓ᵑ ˞ӑ ὡ ▓‴ּתᵣ, ᶛӧ ┬ תּ ╙˶̑ ╥ Ѥ ˦╘ 

Ṭʺѫ ̆, ϿṨ ᾅ  ʼ⁄ ╪ᴴ‡ּתѤ ̑˶╘ ꜙꜙ Л √  Ḣ Ṉ╙ ↕ ̈ ѻ. ╪ױ  

╪┬ө ԅᶷ⁄, Л √  ἒ́▫ө╘ Л √  ˿́ ḓ ͙ ҵ Ḣ⁄⁵תּ  Ṉ ͙ѫ╙ ⁴ 

ṒΌ╙  җ ˸̆ ˭ ̆, Ϯῷʺ ΩṨ Л √ Ḥ ♪וֹ ⁄ ӇѤ ᶛḕ▀ Ӱḕ╪ᾅᵑ 

Ṓ ᴎ̆ ̆ ▓ѻ. ֞ , Л √ ╥ ─ ╘ Л √ מ  ╥ ─ ́ ⁄Ἄ   ᵙ ╪Ἢ 

́ ╖ᴛ ♩ֿב♠╖ᴛ ╪ҿ ₄̆, ╪ᴛ ╬  ─ Ѿ Ṓ אַ︡ ⁄ Ѥ Ḣ Ṉ╥ ̓Ѥ ת‡ӥѤ 

˺̓ᵑ ʺⱨ₵ѻ. 

Ḣ Ṉ╥ ꜙᵆѤ ᶙ ʺּתʺ ▓Ѥҥ, ʻʻ╥ Ḣ Ṉ╘ Л √ מ   ṪἍ ѫᴏ╪Ϯ ͙Ⱶ 

♬ מ ̓  Ἓ╙ ẋ̪ ⁴ ♬  ₉ᵑ Ѿ/ ↔ Ѥ ѫᴏ⁄ ╪ʺ ▓ѻ. Ḣ Ṉ ꜙᵆṊ 

͙ѫ ╪ᵑ ╪ ̆, ⱳֹו╥ ⅝̯⁄ ᵭѤ Ḣ Ṉ ♬ ╙ ἒ́ ̆ ♠♥ ̆ ̓♠╬ Ḣ Ṉ 

͙ὥ╙ ♠↔ Ѥ ˦╘ Л √ מ   Ṓ ⁄ ▓‡ ᵰ↕ ַא⅝  ♣Ⱡ ⱳˠ╪ѻ. ╪ ᶷἌѤ 

┬ Ṋᴛ Ḣ Ṉ ͙ὥ╥ ˌ⅝ᵑ ἵˌ ̆ ʻ ͙ὥ╥ ṒΌ ѫᴏ̓ ◑/Ѿ♩╙ ▫Ἕ ˭ ѻᴶѻ. 

֞  ╪ ᶷἌѤ Л √  Ό ‡Ѣ ̐⁄ Ḣ Ṉ╪ ἒ Ӊ ὡ ▓Ѥּת, ♬ ─ ⁄ Ḣ Ṉ╙ 
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Ḥ Ѥ ˦╪ ‡Ԑ ╥Ḉʺ ▓Ѥּת ἒᶘ ѻ. ֞, ╪ ᶷἌѤ Ḣ Ṉ ♬  ὡᵞ ̓♬ ḓ Ḣ Ṉ 

ἹᴴἪ╙ ἐ♬ ̆, ἒ♬ ̆, ᾎ ̆, Ḥ ̆, ̕ᵙ Ѥҥ ⅝  ╙ ѻ. 

Ḣ Ṉ╥ ̓ ḓ ṒΌ╙ ּבֿשᾎ ᴎᶔ ѻ╛  Ợ ө╙ ᾒ ‒ ѻ: 

ḟ ṅ╧ И − כ  ╖ „Ԝ˪ ᵖ ‎ ѡּק ᶕᾋ  ḟ ṅ ♩ ╖ Ὕᵛ ׇ. 

Ḣ Ṉ ♬ ╘ ⱳֹו╥ ♬Ṓ ṒΌ ♬ ╙ ͙ḙ╖ᴛ Ḣ Ṉ╪ ♬  IP לἵ ḓ IP לἵ Ḹ─, 

ᴛ ,   ᵙ ╪Ἢ,  ░╙ ʺֿב Л √ מ  ╙ ‡ ֒˭ ѻᴴ‡‒ Ѥּת 

♬╥ ѻ. ⱳֹו╘ ─  ṪἍ╙  ⱳֹו Ͽ⁄Ἄ ⅝ᴛ Ѥ מ  ᶜᴜ̓ ╪מ ׳ ө╥ 

ṒΌ ┬ּת ḢΌ╙ ♬ᵙ ‒ ѻ. ╪ ─  ṪἍ⁄Ѥ ‡Ԑ ᾏ╥ מ ╪ ‡Ԑ ⱳˠ ⁄ 

Ḣ Ṉ╙ ̓  ὡ ▓Ѥʺ⁄ ҍ  ♬╥ʺ ӈѻ. ♬  ⅝̯ Ợ ╥ ₉⁄Ѥ ⅝  IP 

ᴛ ᵣ╙ ̓ ҵᴜ ʺ Ѥ ˦, ♠♥  ḛּת₮ ᶜ♠ּת IP ᵣ Ợ↔Ӊ ˦, ♬  TCP ₮ 

UDP ʺ ♪͐ ↔Ӊ ˦, ♬  ICMP ᾏ̓ ӥʺ Ợ↔Ӊ ˦ Ӯ╪ ▓ѻ. ▀ḙ♠╖ᴛ 

Ḣ Ṉ ♬ ⁄ ᶘ ˭ …͕Ӈּת Ώ╘ ᶛӧ ╬ḕ⇔ӥ/ῷ∕ḕ⇔ӥ מ ╘ ⱳֹו⁄Ἄ ⅝ᴛ 

מ ΏѤ תּ ╪ḃᴛ ↔Ӈּת ᵦῷ‒ ѻ. ╪ױ  ⱳ Ѥ ̑˶╥ ─ ╙ ˁἵᾎ ̆, 

Л √ ⁄ ˢᵙѤ מ  Ṩ  ⁵ᾎ ˁἵᾎ  ὡ ▓ѻ. 

„ԍ ḟ ṅ╖ ở↑ ♩˷ קּ  ˼→, ̃ᴋ ‎ ѡ ᶘӤ ⅔̬ ở ╖ ᶕᾋ ׇ. 

‡Ԑ ⱳֹו╪ Ḣ Ṉ╙ ἐ♬ ̆ ́ Ѥ ̓♬⁄Ѥ ὡᵤ╘ ̆ᴎ Ợ ө╪ Ⱶ◓ ѻ. ⱳֹו╘ ‡Ԑ 

Л √  ₅⁵╙ Ṓ ‒ Ѥּת, ͎ᵙ̆ ‡Ԑ ꜙᵆ╥ Ḣ Ṉ ͙ὥ╪ ⱳֹו⁄Ἄ ⅝ᴛ Ѥ 

ṒΌ╙ ─ ♬˺ תּ╬♠̓ ◑ʺ ⁴  ⅝ʺ ▓ѻ. Ἓѫҵ ַא⅝  ̆ᴎ Ợ ╪̆, ͙Ⱶ 

Л √  ḓ ṒΌ ᾎἒ̓ ᾐ͋ Ḣ Ṉ╥ ҵ ᾐַא ˭ ̆ᴎ ‒ ѻ. Ḣ Ṉ ἹᴴἪ╙ 

ἒ́  ԅѤ ᶹᵙ♠╬ ˿̓ ╬♠ ˿⁄ ̕ᴐӈ ⅝̯ Ợ ҵ ̆ᴎ ‒ ѻ. ᵡּתᵢ╖ᴛ, IPv6 

͙ὥ╪Ϯ VPN Ӯ╥ ҵ░̓ ˉ╘ Ḉמ╥ ⅝̯ Ợ  ⁵ᾎ ̆ᴎ ‒ ѻ. 

ḟ ṅ ἘѨ╖ ּק∙ ᶑἉ Ҽᾋ› Ɑּר╢ ḟ ṅ ♩ ╖ ▲ Ὕ  Ὕ ▐ѡ ᴴἢ╖ ᵠӦ„ׇ. 

Ḣ Ṉ ᴷἥ╘ Ḣ Ṉ╪ Ⱡ Ѥ Л √ מ  ̓ ̕ᴐ ⁴ ʺѫ   ̯ ♠╪‡‒ ѻ. 

ᴷἥ╙ ᵣӥѤ ̓♬╘ ‡Ԑ מ  ┬ ╪ ⅝ ♬˺ תּ Ѥ ̓♬╙ ѻ. ⁴͙⁄Ѥ Ḣ Ṉ 

▫ ᵑ ̕ᵙ Ѥҥ ⅝  ᴛ ҵ ӈѻ. ᴷἥ ἒ♬╥ ỮἝ  ṨṪ╘ Ḣ Ṉ╥ ꜙᵆ₮ 

Ữ ⁄ ӻג ᵰ↕ ѻ‚ ᵣ, ҍṨṪ╥ Ḣתּ Ṉ╘ Ḣ Ṉ ᴷἥ╙ ♠ ╖ᴛᾬ Ἓѫ╙ 

Ữᾎ  ὡ ▓ѻ. 
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₉ᵑ ө‡, ‡Ԑ Ḣ Ṉ╘ ▀ Ѥ ˺̓ʺ Ϯ₤ ԅּͥת ͋ ╙ ὣ ♠╖ᴛ ╬ ѻ. ╪ױ  

Ḣ Ṉ╥ ˿↕, מ  ⁄ ▀  ʺѫἛ╪ ʺ◑ и╘ ͋ ө╙ ҍ  ͋  ᶜᴜ╥ Ữ─⁄ 

─ ᾎ ‒ ѻ. 

ḟ ṅ ἶᴱἧ ♆Ḗ› ˟  ḟ ṅ ̬Ɑ, ♩ , ἲ ≈„, ͋ᵖ̃ ͖  ̬Ἐ ⅔ἲᵎ ̒ᵖ ׇ. 

Ḣ Ṉ ̕ᵙѤ ⁴תּʺ ױ ᶔ⁄Ἄ ḕגṛ‒ ѻ. ʺᴖ, ♬  ͋ ╘ Ựᴛ⇔   ᵙ ╪Ἢ╪Ϯ 

ᾅ ╥ ʺ Ӯ ⱳֹו╥ ⅝̯ Ợ ╪ ṉҿӊ⁄ ӻג ‰ҥ╪ Ӊ ⅝Ἓ╪ ▓ѻ. Ḣ Ṉ ̯Ἓ 

⅝ἵ╥ Ἓѫ ⁵ᾎ ○◓♠╬ ▫∟ ᶷⱠᵑ Ợ♣⁄ ᾏṊ ̆ ˺  ὡ ▓ҵᴜ ᶛѱ ᵠ  ⅝ʺ 

▓ѻ. ᴛ͎₮ ˿̆ ⁵ᾎ ─ (Ἓ̑♠╬ ˦̓ Ἓ̑♠╪ּת ᶣ  ˦ ᶛӎ)╙ ᾏṊ  ὡ ▓ҵᴜ 

ἶ♠╖ᴛ ᶛѱתּ ᵠ  ⅝ʺ ▓ѻ. Ḣ Ṉ ᴷἥ ḓ ♬ ⁄ ҍ  ṉ Ѥ ṒΌ⁄ ₅  ת ╙

ʺѫἛ╪ ▓͙ ԅᶷ⁄, ♬ ♥ בֿ ᵑ ӻᵎҵᴜ ‒ ѻ. ╪ ♥ Ѥ ⱳֹו╥ ṒΌ ♬ ╪ Ⱡҍᴛ 

ᾎ Ӈ̆ ▓Ѥּת ╬ ͙ ─  ˦╖ᴛ ᴷἥ ˤ Ϯ ͙ל♠╬ ᾎ ╙ ᾒᾎ ˭ ӈѻ. 

ἲˉ 

҅҉▫/҅҉ ͙̕ 

Ḉ̰ ר ─∟  (NIST) Ѥ 2002 Ц╥ ⁷Ḣ ♬Ṓ ṒΌ ̕ᵙḹ (FISMA), Public Law 107-347 ⁄ 

╥  ͋♬ Ⱡ♬ ╥ᶴᵑ ѻ ͙ ─ ⁴ ╪ ᶷἌᵑ Ⱡ▬ ₄ѻ. 

NIST Ѥ ᶛӧ ♬Ṩ ͙̕ ḓ ▫ụ⁄ Ṫ  ὡר╥ ♬Ṓ ṒΌ╙ Ⱡ̑ Ѥҥ ⅝  ἵ ╥ ⅝̯ 

ⱳˠ╙ Ѥ ̓ר ʺ╪ӥג╬╙ ˌḛ  ▐╪ ▓ѻ. ͎ױϮ ╪ױ  ╘╬גӥ╪ʺ ̓ר 

̰ʺ ṒΌ ́⁄Ѥ ♠↔Ӈּת ΏѤѻ. ╪ ʺ╪ӥג╬╘ Ḉ ₉ụ̕ᵙ̰ (OMB, Office of 

Management and Budget) ז A-130, 8b(3)♥ "Securing Agency Information Systems "₮ Ṩᴜ 4: 

Analysis of Key Sections ⁄Ἄ ṪἍӈ ⅝̯ Ợ ̓ ▀ ѻ. ʺ ♬ṒѤ ҿ▀ ᶷἌ╥ Ṩᴜ 

3⁄Ἄ ╙ ὡ ▓ѻ. 

╪ ʺ╪ӥ⁷ ╘╬גḢ ♬Ṩ ͙̕↔╖ᴛ ᵣө‡ֿב ˦╪ѻ. ∟ Ѥ ˿↕⁄Ѥ ╪ ʺ╪ӥג╬╙ ẋ 

♬Ṩ ͙̕⁄Ἄ ╪↔ ҵ ꜜѻ. ♇▬̾ḹ⁄ ♇ ӇּתѤ Ώ˳ּתᵣ, ʺ͕♠ NIST ⁄Ἄ Ⱡ▬  

ᶷἌגѤ ♩╙ ᶘᾎ ᶔ ꜜ˳ѻ. 

͙Ⱶ ỮᶴṨ, ₉ụ ̕ᵙ̰ ̰◑ ḓ ͙  ‡Ԑ ѻᵐ ⁷Ḣ ͙̕╥ ̾ ̓ ╪ ᶷἌ╥ Ͽ↔╪ 

Ữ ӇѤ ˿↕, ╪ ᶷἌѤ ͙Ⱶ ̾ ╙ ṉ˿ ˞Ϯ ҍ Ѥ ˦╖ᴛ ἍӉ ὡ ′╖ᶒ, ͙Ⱶ 
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̾ ╪ Ữ ↕ἐᾎӈѻ. ֞  ṕ ᶷἌ╥ Ͽ↔╘ Ḉ ỮᶴṨ ◑̕╥ ḹ♠ ̾ ⁄ ╥ ⁴ ʻ ⁷Ḣ 

͙̕⁄ ╥ᶴ♠╖ᴛ ҵ░ӈ ר ḓ ʺ╪ӥג╬╥ Ͽ↔̓ ḙ Ѥ Ͽ↔╖ᴛ ѻᴴ‡ֿפ ὡ ′ѻ. 

ᶜ♠̓ Ḹ─ 

╪ ᶷἌѤ ⱳֹו╪ Ḣ Ṉ ͙ὥ̓ Ḣ Ṉ ♬ ╙ ╪ Ѥ ̓♬⁄ ҵ∑╙ לҵᴜ ▬ἛӇ‴ѻ. ╪ 

ᶷἌѤ Ḣ Ṉ ♬  ὡᵞ̓ Ḣ Ṉ ἐ♬, ἒ♬, ᾎ , Ḥ , ̕ᵙ ̓♬⁄ ᾒֿפ♠╪̆, ᾒⱠᴛ 

♠↔ӇѤ ּת ╙ Ⱡ̑ ѻ. 

Ҷ▫ 

╪ ᶷἌѤ לᴛ Л √ , ṒΌ, ᾎᾅ ѱ‡, ̕ᵙ▫ Ӯ Ḣתּ⁪  Ṉ ἒ́, ἐ♬, Ḥ , ̕ᵙᵑ 

Ѥ IT ͙ὥ ╬ᴏ╙ ҍỮ╖ᴛ ῠ⁴Ɑѻ. Лתּ▐ √ ₮ ᾎᾅ  ṒΌ╙ ▐ּתѤ ѻᵐ IT ╬ᴏ 

⁵ᾎ ╪ ᶷἌᵑ ┬↔ ˭ ↔  ὡ ▓ѻ. ╪ ᶷἌ╥ Ͽ↔╘ Л √ ̓ Л √  ṒΌ⁄ ҍ  

‡Ѣ ♬ҵ╥ ͙ḙ ּתᾏ╙ ♣Ⱡᴛ ῠ⁴Ɑѻ. 

ᶷἌ ̯ⱳ 

╪ ᶷἌѤ ˭ 4ṨṪ╖ᴛ ̯ἛӇ‡ ▓ѻ. 

Â 2Ṩ⁄ἌѤ ♣ḙ♠╖ᴛ ѻ‚  Ḣ Ṉ ͙ὥ╙ ἒᶘ ѻ -  ᵠ, Ữ  ⱳỢ, 

  ᵙ ╪Ἢ- ᴜᾎ ˭╪ ≢╪ᵑ ᶒ, ᾅ  ͙ḙ Ḣ Ṉ, ˌ╬ Ḣ Ṉ, VPN, 

͎ᵙ̆ ӈ Ḣ Ṉ ᶙᶙ ꜙᵆᵑ ѻᴶѻ. 

Â 3Ṩ⁄ἌѤ Л √ ⁄ Ḣ Ṉ╙ Ḥ Ѥ ҥ ҍ ⁴ …͕ ѻ. 

Â 4Ṩ⁄ἌѤ Ḣ Ṉ ♬ מ ҍỮ תּ͔ ̓  ꜙᵆ⁄ ̕  ̾̆ Ợ ╙ Ⱡᾎ ѻ.  

Â 5Ṩ⁄ἌѤ Ḣ Ṉ ̯  ́ ̓ ᾒⱠ ̯ ᴛ ѻᴶѻ. ╪ ṨṪ⁄ἌѤ Ḣ╖♠רˌ ╙ Ṉ 

ἹᴴἪ ἐ♬⁄Ἄ ̆ᴎ ‒  ⅝ἵө╙ Ⱡᾎ ̆, Ḣ Ṉ ἒ♬, ᾎ , Ḥ  ⁄תּ┬ ,

⅝  ̾̆ Ợ ╙ Ⱡᾎ ѻ. 

ᶷἌ ӞṨṪ⁄Ѥ Ṩᴜ╪ ▓ѻ. 

Â Ṩᴜ A₮ BѤ ↔‡Ợ♣, ӎᶷ▫‡, –‡ ᶜᴜ╙ Ⱡ̑ ѻ.  

Â Ṩᴜ CѤ Ḣ Ṉ ╪ ⁄ ҵ∑╪ Ӊ ὡ ▓Ѥ ₣ג╬, ₡ ᴮ ᶜᴜ╙ Ⱡ̑▫ ╬ג ѻ.  

ḟ ṅ ͖ὢ ˉ̒ 
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Ḣ Ṉ╘ ʻ͙ ѻᵐ ṒΌ Ἕᵑ Ѥ Л √ Ϯ ᾅ ʼ╥ Л √ מ  ╙ Ⱡ Ѥ 

◑ẋϮ ᴛ͎ע╪ѻ. Ḣ Ṉ╘ Ṓ  ╬ С ⁷˺̓ ̕ᴐ Ἄ …͕Ӈּתᵣ, ѻᵐ Л √  

˿⁄ҵ ♠↔Ӊ ὡ ▓ѻ. ₉ᵑ ө‡, ᵤ╘ Ợᶴ↔ Л √ Ѥ ϿṨ Л √ ⁄Ἄ ́Ϯ ╬Ợ Ӯ 

Ḋˁ  ♬Ṓᵑ ѻᴴѤ ṨἌᴛ╥ ♪͐╙ Ѿ ͙ ─  Ḣ Ṉ╙ ♠↔ ѻ. Ḣ Ṉ╖ᴛ ╪׳ 

̯⁵╥ ♪͐╙ Ѿ ᶔ, ⱳֹשּ╬ ╘ו Ḛּת Ώ╘ Ữ ᴛ ᾎᾅ ̓ ▫∟⁄ ♪͐ Ѥ ˦╙ Ḣּת  

ὡ ▓ѻ. Ḣ Ṉ╪ ʺ♠╬ ṒΌ ́ ╙ Ⱡ̑ Ѥ ˦╪ѻ. 

Ợ↔ ʺѫ  Ḣ Ṉ ͙ὥ⁄Ѥ ⁴תּʺ ױʺ ▓ѻ. Ḣ Ṉ ͙ὥ ʼ╥ ѫᴏ╙ ẋ̪ Ѥ  ʺּת 

Ḣḹ╘ ʻ Ḣ Ṉ╪ ˤỢ  ὡ ▓Ѥ TCP/IP ́ ╙ ╬ Ѥ ˦╪ѻ. TCP/IP ᴛ  ᾅ ╘ 

4 ˌ╥ ́ ╖ᴛ ̯ἛӇ‡ ▓ѻ. Ợ↔▫ʺ Л √ ᵑ ⁴ ▫ᴮᵑ ♣Ἶ ᶔ, ▫ᴮѤ ʺ◑ и╘ 

́ Ṩ ́ ╥ʼ Ѿ́אַ  ╙ ˞  ʺ◑ ϻ╘ Ѿ́╥ ́  ╥Ҁӈѻ. ͎ᵙ̆ ʻʻ♣ תּͥ

́ ⁄Ἄ ʺ♠╬ ♬Ṓʺ ҡṳ⁴ֿבѻ. ʺ◑ ϻ╘ Ѿ́╥ ́ ╘ ♠ӈ ▫ᴮᵑ ᶹᵙ♠ 

Л √ ⁄ ♣Ἶ ̆, ὡᾐ ⁄ἌѤ ♣Ἶ Ḛ╘ ▫ᴮᵑ ᶜ♠ּת╥ ʺ◑ и╘ ́ Ҁ♣ תּͥ ѻ. 

ʼѾ ˭,  ́ ⁄Ἄ Ỹụӈ ▫ᴮѤ ͎Ṓѻ  Ѿ́ ῷמ╥ ́ ⁄ ╥  ⸗ җ  ╪Ў⁄ 

ӈѻ. 

4 ˌ╥ TCP/IP ́ ╘  1 ⁄ ᾎӈ ˦̓ ˉѻ. 

  ᵖ ╧ἧ ˾ . ╪ ́ ╘ DNS, HTTP, SMTP Ӯ ♬    ᵙ ╪Ἢ╙ ─  

ҥ╪ ᵑ Ἶ/ὡᾐ ѻ. 

♆Ἳ ˾ . ╪ ́ ╘ Л √  ʼ⁄   ᵙ ╪Ἢ ́  Ἄẋᾅᵑ ὡἾ ͙ ─  ⁷˺-

תּ  ╘ ⁷˺̓ ᶴ̕  Ἄẋᾅᵑ Ⱡ̑ ᶒ, ᾐ╥ ᾐᴧἛ╙ Ṩʺ♠╖ᴛ Ṓ◑  ὡ 

▓ѻ. ♣Ἶ ́  ᴛ ᴛѤ TCP₮ UDP ʺ ˭ Ợ↔ӈѻ. 

IP ˾  (▀ᶘ Л √  ́ ). ╪ ́ ╘ Л √ ᵑ ʺᴛֿױפ ╙ ṪḤ ѻ. 

TCP/IP ↔ ͙ḙ Л √  ́  ᴛ ╘ IPv4 ╪ѻ. IPv4 Ω⁄ Л √  ́ ⁄Ἄ 

˭ Ợ↔ӇѤ ᴛ ╘ IPv6, ICMP, IGMP Ӯ╪ѻ. 

Ӣ≈„ ˾  (ҥ╪  ᵠ  ́ ). ╪ ́ ╘ ᶹᵙ♠╬ Л √  ̯Ἓ ⅝ἵ Ữ╥ ᾐ╙ 

̕ᵙ ѻ. ʺ◑ ◄ ῼᴎֿב ҥ╪  ᵠ  ́  ᴛ ╘ ╪җС╪ѻ.  

 1 TCP/IP ˾  

ʻ Л √  ╬ ╪ᾅ⁄ ҉ӈ ҥ╪  ᵠ  ́ ) .Ṭᵛѻ ̆גἵל ἵѤ MACל ╥ Ϯ╥ 

╪җС ӥʺ ἵ┬ ̆ ▓Ѥ ╪җС לἵʺ ꜜ╘ ₉╪ѻ.) Ḣ Ṉ ♬ ╘ ҥ╪  ᵠ  ́ ̓ 

˞╥ ̕ᴐ╪ ′ѻ. Л √  ́ ́ Ṭᵛѻ. ♣Ἶ ̆גἵל ἵѤ IPל ╥ ╘ ♬  Л √  

╞↔ ᴛ͎ע╙ ᾏṊ ̆, Л √ ἵ₮ ҍⱳӇѤ ᾐ ἝἪ╙ ᾏṊל  ѻ. Ϯ╥ ᾅ Ѥ 

ˉ╘ Л √ ⁄ Ⱶ◓ Ѥ ѻᵐ ᾅ ө̓╥ ́̕⁄Ἄ ѻὡ╥ ♣Ἶ ́  ἝἪ╙ Ṓ┬  ὡҵ 
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▓ѻ. ╪ ԅᶷ⁄ ♣Ἶ ́ ⁄  ˌШ╪ Ӈ‡ ▓ѻ. (ᶜ♠ּת  Ḵ Ѥ ▀ḙ♠╖ᴛ ᶜ♠ּת 

ᾅ ⁄Ἄ ╞҆ ҍ͙ ַא╬ Ἄẋᾅᵑ ᾏṊ ̆, ḛּת Ѥ ▀ḙ♠╖ᴛ ᶜ♠ּת ᾅ ʺ 

╞҆ ‒  ḛּת ᾅ ╥  Ḵ ᵑ ᾏṊ ѻ. ḛּת IP לἵ, ḛּת , ᶜ♠ּת IP, 

ᶜ♠ּת ╥ ⱳ ╙ ╪↔ Ἄ ἝἪ╙ ♬╥ ѻ. ʺ◑ и╘ Ѿ́╥ ́ ╘ ꜙ Ợ↔▫ ╞↔╙ 

ҍ ѻ.) 

Ḣ Ṉ╘ ╞↔ מ ╙ ⱳỢ  ὡ ▓̆, ͎ מ ╙ ♬  ˺♬ ͙ḙ╖ᴛ Ợ↔  ὡ ▓ѻ. 

▀ḙ♠╬ Ḣ Ṉ╘ 1 ˌ ╘ ἵὡ╥ ́ ⁄Ἄ ▬ҿ ѻ. ḙᶔ, ⱳ͔ җ ֿבṒӈ Ḣ Ṉ╘ ŗ  1 

TCP/IP ́ "⁄ Ӯ◑ Ѥ ᶛӧ ́ ╙ ⱳỢ ѻ. җ ᵤ╘ ́ ╙ ⱳỢ Ѥ Ḣ Ṉ╘ ⸗ җ 

ἝḌ ̆ ♬ ˭ ˤỢᵑ ὡ  ὡ ▓ѻ. ╞↔ ́ ╙ ╪ Ѥ Ḣ Ṉ╘ ͕̆ ╞↔̓ 

ᴛ ╙ ̖ ̆ Ợ↔▫Ṋ Ἄẋᾅᵑ Ⱡ̑  ὡ ▓ѻ. ₉ᵑ ө‡, ─ ́ ᵣ╙ ѻᴴѤ 

Ḣ Ṉ╘ ▀ḙ♠╖ᴛ ♬ Ợ↔▫ᵑ ᾏṊ  ὡ ′╖Ϯ, ╞↔ ́ ⁄Ἄ ▬ҿ ʺѫ  Ḣ Ṉ╘ 

♬ Ợ↔▫⁄˭ Ợ↔▫ ╬ּ̓ש ╪ḿ  ᴛ͢╙ ˆⱠ  ὡ ▓ѻ. 

Ḣ Ṉ ͙ὥ 

╪ ṨṪ⁄ἌѤ Ḣ Ṉ ͙ὥ⁄ ҍ  ˌ⅝₮  Ợ↔ӇѤ ͙ὥ╥ ѫᴏ⁄ ҍ  ͙ṕ♠╬ ♬Ṓᵑ 

Ⱡ̑ ѻ. Ḣ Ṉ╘ ѻᵐ ᾎᾅ ̓ ˺ ӇѤ ˿↕ʺ ᵤѻ. (לᴛ ג↕ ) Ḣ Ṉ̓ ̕ᴐӈ 

͙ὥө╘ ∟מ ѻᵐ ᾎᾅ ╥ ▀Ṩ╬ ˿↕ʺ ᵤѻ. ₉ᵑ ө▫ᶔ, NAT ͙ὥ╙ Ḣ Ṉ ͙ὥᴛ 

Ỹʻ Ѥ ˿↕ҵ ▓ּתᵣ, NATѤ ∟ג מ↕  ͙ὥ╥ ▀ꜙ╪ѻ. 

 ᵠ 

Ḣ Ṉ╥ ʺ◑ ͙ṕ♠╬ ͙ѫ╘  ╪ѻ.   ͙ѫᵣ╙ Ⱡ̑ Ѥ Ḣ Ṉ stateless 

inspection firewall ╘ ṕֿפ♠╖ᴛ ᾅ ἵ₮ ᾐ ἝἪ⁄ ҍל   ♪͐ Ⱡ ͙ѫ╙ Ⱡ̑ Ѥ ג↕  

◑ẋ╪ѻ. ѻᵐ ֿבṒӈ ₮ Ҁᵙ,  Ѥ ╥ Ͽ↔ᶹ⁄Ѥ ̕⁴   .ΏѤѻ תּ

╥ ♪͐ Ⱡ ͙ѫ╘ ᴷἥ╪̆ג ṬᵙѤ ּתᾎᶷ ︡ ╙  ꜝ↕ӈѻ.  ᵠ ѫᴏ╘ 

ҍṨṪ╥ OS ↕ג ₮ ╪ ʺѫ  ◑ẋ⁄ Ӈ‡ ▓ѻ; ὣὡ   ᵠ ◑ẋ╥ ʺ◑  

₉Ѥ ♪͐ Ⱡ ᶜᴜ╙ ⇔↔ Ѥ Л √ ↕ג  ╪ѻ. 

 ᵑ ◑  Ḣ Ṉ╘ ͙ṕ♠╖ᴛ Л √  ́ ⁄Ἄ ▬ҿ ѻ. ╪׳ ◑ẋѤ ⁄ 

ӈ ᶙᶙ ♬Ṓᵑ ͙ḙ╖ᴛ Л √  ♪͐ Ⱡ ͙ѫ╙ Ⱡ̑ ѻ. ♬ṒѤ ѻ╛̓ ˉѻ: 

Â ╥ ḛּת IP לἵ - Л √  ╪ ḛ  ᾅ   ἵ (₉:192.168.1.1)ל ╥
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Â ╥ ᶜ♠ּת IP לἵ - Л √  ╪ ҵҀ ᴎ̆ Ѥ ᾅ  ἵ (₉:192.168.2.1)ל ╥

Â ḛּת₮ ᶜ♠ּת╥ ᾐ⁄ Ợ↔ӈ Л √  ᴛ . TCP, UDP, ICMP Ӯ 

Â ἝἪ ḛּת ḓ ᶜ♠ּת   

(₉: TCP 80╘ ⌠ ἌḲ ᶜ♠ּת , TCP 1320╘ ⌠ ἌḲ⁄ ♪͐ Ѥ PC╥ ḛּת ) 

Â ╪ Ợ↔ Ѥ ╬ ╪ᾅ ḓ Ḣ  (╬ḕ⇔ӥ ֞Ѥ ῷ∕ḕ⇔ӥ) 

  ͙ѫᵣ╙ ʺֿב Ḣ Ṉ╘ ἶҵ₮ ┬⁷Ἓ╪גѤ ӎ ʺּ̆תּʺ ╙♩◑ ת ▓ѻ.  

ʺ Л √  ́  ╪Ữ╥ ҥ╪ ᵑ ⱳỢ Ѥ ▀╘ ˞╥ ′͙ ԅᶷ⁄,   Ḣ Ṉ╘ 

ᵰ↕ ẖᵎ˭ ▬ҿ  ὡ ▓ѻ. ͎ᵙ̆ ͐מ ҍṨṪ╥ Л √  ᴛ ╪ Л √  ́  ╘ ͎ 

╪ ╥ ́ ⁄ Ӈ̆ ▓͙ ԅᶷ⁄,  Ѥ ˞╥ ᶛӧ ꜙᵆ╥ Л √  ᾐ ḓ 

ᴛ ⁄ ҍ  ‡Ѣ ♬ҵ╥ ṒΌ╙ Ⱡ̑  ὡ ▓ѻ.   Ḣ Ṉ╘ Ѿὣ ͙ ԅᶷ⁄ Ợ 

Л √  ᵬ ‡Ѣ ̐╪Ϯ Ḥ ͙ ̆,   Ḣ Ṉ╘ ẖᵎ͙ ԅᶷ⁄ ᾐᴧ  ὡ ′Ѥ 

Л √ ₮ ᵭҌ╘ -Ὡ ˿́, ╘ ˿́ἐ⁄ Ḥ ⁴ ┬░ӇѤ מ ╙ Ѿ Ѥ ╪Ữ♠╬ 

ὡѾ╖ᴛ ↔  ὡ ▓ѻ. ╪ױ  ▬‰╙ ┬░ ᵠ ingress filterling ↕ג ́˿ .ѻ ̆ג╪ boundary 

router ױ╪ ṬᵙѤ ̆ג   Ѥ ♬  ♇ὡר ́  ̑˶╙ ᵢ╙ ὡ ▓̆, ♬  ἒ♬╖ᴛ 

ʼѾ  ♪͐ Ⱡᵑ ὡ  ὡ ▓╖ᶒ (∟ ΏѤ ᴛ תּ ╙ Ѿ ̆ Ϯᵾּתᵑ ̓ᾎ Ѥ 

Ӯ╥ ♬ ),  ⁄Ἄ ̓ӈ מ ╙ җ ˆᴏ  Ḣ Ṉ╖ᴛ ♣Ҁ Ἄ җ и╘ ́ ⁄Ἄ╥ 

♪͐ Ⱡ₮ ᵠ╙ ὡ ҵᴜ  ὡ ▓ѻ. ╪ױ  ͙ṕ♠╬ ᵠ╙ ὡ ╖ᴛᾬ, ˿́ 

↕ג Ѥ ѻᵐ Ḣ Ṉ╥ ᵙ Ṩ҅╙ ˿ˁᾎ ѻ. ῷמ╥ ͎ᵝ 1 ↕ג ́˿ ╘ ᴛ Ợ↔ӇѤ  

ᵑ Ṓ⁴̆ל ▓ѻ. 

 

͋ᵚ 1 ˼˾ ׇ→ ᴘ ở↑ӄѡ   

ΩṨᴛ ϮʺѤ מ ҵ ┬  ᵠ egress filter ing ╪ג ṬᵙѤ ▬‰╙ ⁴ ᵠ  ὡ ▓ѻ. 

ⱳֹו╘ ΩṨ╥ FTP ἌḲ ╪↔╙ Ѿ ˞Ϯ, ⱳֹו ϿṨ⁄Ἄ ΩṨᴛ ╪ᴴ‡ּתѤ DoS ̑˶╙ 

₉Ḣ Ѥ Ӯ╥ Ⱡ  ⱳ ᵑ ⱳֹו ϿṨ╥ מ ⁄ ♠↔  ὡ ▓ѻ. ⱳֹו╘ ┬ מ   אַ 

ⱳֹו⁄Ἄ ᾒⱠᴛ Ợ↔ ַא╬ IP IP תἵᵑ ḛּל ᴛ Ợ↔ Ѥ מ ᵣ ↔ ‒ ѻ. ╪ᴅ˭ 
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ᶔ ѻᵐ Л √ מ ἵᴛ ṉⱳӈל ╥ ╙ Ѿ  ὡ ▓ѻ. ╪ᴅ˭ ṉⱳӈ לἵᵑ ʺֿב 

מ ╘ ῸἛ ӥ⁄ ˁ₀Ӈ˞Ϯ  ҉  ᾅ , ╘ ἒ♬ ᾒὡ Ӯ⁄ ╥  ḛỸ  ὡ ▓ѻ.  

 ᵣ Ợ↔ Ѥ Ḣ Ṉ╘ ᾐἶἛ̓ ┬⁷Ἓ╙ Ⱡ̑  ѱ̆תּ ᵣ, Ỹ♠╬ ́ҵ ⁵ᾎתּ

▓ѻ.  ʺ Ữ─ ́ ╥ ҥ╪ ᵑ ⱳỢ  ╥עΏ͙ ԅᶷ⁄,  Ѥ ╞↔ ᴛ͎ תּ

♬  –♩╪Ϯ ὡᵑ ↔ Ѥ ̑˶╙ Ѿ  ὡ ′ѻ. ₉ᵑ ө‡,   Ḣ Ṉ╘ ♬ 

╞↔ ᴛ͎ע ᶘᴖ‡ᵑ Ѿ  ὡ ′ѻ. ᵣ–⁄  ʺ ♬ ╞↔ מ ╙ ʺ  ˿↕, 

҉ ╞↔ Ͽ⁄Ἄ ╪ᴼּתѤ ᶛӧ ͙ѫ̓ ὡ ⁵ᾎ ʺӇѤ ˦̓ ˉ͙ ԅᶷ╪ѻ. Ữ─ ́  

ҥ╪  ⱳỢʺ Ṭʺѫ  ♩╘, ͕̆ Ợ↔▫ ╬ּש ̯ⱳᵑ ּת∟ ᶣ תּ ˭ ̆, ╥Ḉ ▓Ѥ ᴛ͎ᵑ 

϶͙͙ ‡ᴓ˭ ᵣӧѻ. ҍṨṪ╥ ᴛ͎ʺ ֟ˉ╘ ♬Ṓ( ḛּל תἵ, ᶜ♠ּל תἵ, מ  ░)ᵣ 

͙ᴜӇ͙ ԅᶷ╪ѻ. 

 Ѥ ▀ḙ♠╖ᴛ TCP/IP ᾅ ̓ ᴛ  ᾅ ╥ ᶷⱠ♩╙ ╪↔  ̑˶̓ ╫ᾅ ᴛ▒⁄ 

– ѻ. ₉ᵑ ө‡, ᵤ╘  Ѥ ╥ Л √  ́ תּ תἵ ♬Ṓʺ ṉⱳӇ‴Ѥּל   

ὡ ′ѻ. ҍˌ Ḣ Ṉ פ ╖ᴛ ̯ ӈ ṒΌ Ⱡᵑ ↕ ᴎѤ ░▫ө╪ ṉⱳ ̑˶╙ 

ᾎҵ ѻ. Ữ─ ́ ⁄Ἄ ▬ҿ Ѥ Ḣ Ṉ╘ ἝἪ╪ ὡᵞӇ‴Ѥּת ╬ ˞Ϯ מ  ↔ 

╪♣⁄ Ợ↔▫ ╬ּש╙ Ѥ Ӯ╥ Ḣḹ╖ᴛ ▀Ṩ ṉⱳ ̑˶╙ ♇ּת  ὡ ▓ѻ. 

ױ╪  ́ ԅᶷ⁄   Ḣ Ṉ╘ ҍˌ Л √ ╥ -Ὡ⁄Ἄ ͙ṕ♠╬ מ  ᵠ╙ 

ὡ Ѥ 1  Ḣ‡ἐ╖ᴛ ╪↔ӈѻ. ʺ♠╬ ͙ѫ╙ Ṓ┬  Ḣ Ṉ╘ ҍˌ   Ḣ Ṉ 

Ӛ⁄ ─ ˭ ӈѻ. ▀ḙ♠╖ᴛ ╪ױ  Ḣ Ṉ╘   Ḣ Ṉᵣ  ᾐἶ ˭ ╙ 

ᵙ Ѥ ᶣתּ ѻ. ᵣ– ʺ♠╬ ͙ѫ╙ Ṓ┬  Ḣ Ṉ╥ מ  ᵙ ἶҵʺ Ṫ  ẖᵎѻᶔ, 

  Ḣ Ṉ ҍᾐ Л √  -Ὡ⁄ Ḥ ̆ ⇔↔  ὡ ▓ѻ. 

Ữ  ͙ḙ ˁᾎ 

Ữ  ͙ḙ ˁᾎ stateful inspection Ѥ ⁷˺ Ữ ᵑ ♠ ̆, ♬Ữ Ữ ⁄Ἄ Ḻ‡ϱ ╙ Ѿ Ѥ 

Ḣḹ╖ᴛ  ╥ ѫᴏ╙ Ữᾎ ѻ. ╪ױ  ▬‰╘ ♣Ἶ ́ ⁄ ҍ  ᾔ ♠╬ ṪἍ 

͙ѫ╙ ᾎ ╖ᴛᾬ ʺѫ ˭ ӈѻ.  ᵠ̓ ᵡ ᴛ, Ữתּʺ  ͙ḙ ˁᾎѤ Л √  

́ ╥ ╪ ͙Ⱶ Ḣ Ṉ ͋ ⁄ ╥  ↔ӇѤּת ˤỢ ѻ. ͎ױϮ  ᵠ̓Ѥ ѻᵎ˭, 

Ữ  ͙ḙ ˁᾎѤ Ữ  ⁄ ʻ ⁷˺╥ Ữ ᵑ ♠ ̆ ͙ᴜ ѻ. Ữ  ╥ ἝṨ Ͽ↔╘ ʻ 

Ḣ Ṉ Ⱡ ⁄ ӻג ѻ‚ IP תᵣ, ▀ḙ♠╖ᴛ ḛּתּ ἵ,  Ḵל IP תּ♠ἵ, ᶜל , ͎ᵙ̆ 

⁷˺ Ữ  ♬Ṓᵑ ѻ.  
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TCP מ ⁄Ѥ ˭ ⁷˺ Ἓᵞ, Ợ↔ ַא, ͎ᵙ̆ ⁷˺ ꜙᴮ (⁷˺ ꜙᴮѤ ⁷˺ ꜙᴮ ⅝ ⁄ ╥  

˦̓ ◑ᾎʼ Ợ↔Ӈּת Ώ╘ ⁷˺ ᶛӎᵑ ѻ.) 3 Ữ ╥תּʺ ʺ Ⱶ◓ ѻ. Ḣ Ṉ╥ Ữ  

͙ḙ ˁᾎѤ ʻ ⁷˺╥ Ữ ᵑ ˁᾎ ͙ ─ ⁴ TCP җ⁄ ӈ ♬  ˃╙ ˤỢ ѻ. 

Ḣ Ṉ╘ ╪ ♬Ữ♠╬ Ữ ╬ ᵑתῷѳּ תּ╬ ͙ ─ ⁴ ᶛӧ Ự ╙ Ḣ Ṉ╥ Ữ  

₮ ẋ̪ ѻ. ₉ᵑ ө‡, ̑˶▫Ѥ ╪Ḉ ⁷˺ӈ ἝἪ╖ᴛ ᾎ  җᵑ ʺֿב ╙ ᵣө‡ 

Ḣ Ṉ╙ ̓ ᴎ̆ ᾎҵ  ὡ ▓ѻ. ᵣ– ҉ Ḣ Ṉ╪ Ữ  ͙ḙ ˁᾎᵑ Ợ↔ Ѥ ˿↕, 

Ḣ Ṉ╘ ʺ◑ ᶀ♇ ҉ ╪ Ữ  ⁄ Ӯ◓ӈ ⁷˺╥ ▀Ṩ╬ּת ῷѳּתᵑ ˤּש  ˦╪ѻ.  

ῷ2  ╥מ Ѥ Ữ   ₉Ⱡ╪ѻ. ᵣ▀ ϿṨ Л √ ⁄ ─  ◑ẋ(⁴͙ἌѤ 192.168.1.100)̋  

Ḣ Ṉ ΩṨ╥ ◑ẋ(192.0.2.71)⁄ ⁷˺ ᴎ̆ ᾎҵ  ˿↕, Ḣ Ṉ╘ ᶀ♇ ╪ ⁷˺ ᾎҵʺ Ḣ Ṉ 

ᴷἥ⁄ ╥  ↔Ӈ‴Ѥּת ╬ ѻ. ᵣ– ↔Ӈ‴╙ ˿↕, Ḣ Ṉ╘ Ự ἝἪ╪ ᾎ▬Ӈ‴╛╙ 

ᾎ Ѥ ᶜ╖ᴛ ᾎ▬ӊ Initiated╙ Ữ  ⁄ ʺ ѻ. (  2 ╥  Ḵ  ⁸) ⁴͙Ἄ 192.0.2.71̓ 

192.168.1.100 ╪ 3 Ѿ́ TCP ♪ἶ╙ ₰ᴮ ˭ Ӈᶔ, ⁷˺ Ữ Ѥ ⁷˺ӊ Established ╖ᴛ ṉ˿Ӈ̆, 

╪ ⁄ ҉ ᶜ̓ ▀ Ѥ ᶛӧ מ ╘ Ḣ Ṉ╙ ̓  ὡ ▓ҵᴜ ↔ӈѻ. 

ḛּל תἵ ḛּת  ᶜ♠ּל תἵ ᶜ♠ּ⁷  ת˺ Ữ  

192.168.1.100 1030 192.0.2.71 80 ᾎ▬ӊ 

192.168.1.102 1031 10.12.18.74 80 ⁷˺ӊ 

192.168.1.101 1033 10.66.32.122 25 ⁷˺ӊ 

192.168.1.106 1035 10.231.32.12 79 ⁷˺ӊ 

 2 ừ   ₆♫ 

UDP ˉ╘ ▀Ṩ ᴛ ♥ ╥Ѥ ˌШ̓ ⁷˺ ᾎ▬, ὡᵞ, ꜙᴮ Ӯג╪˺⁷ ╘ ʺ Ⱶ◓  Ώ͙ תּ

ԅᶷ⁄, TCP ₮ ˉ╘ Ḣḹ╖ᴛ ♣Ἶ ́ ⁄Ἄ Ữ ᵑ ♠ Ѥ ˦╪ Ṭʺѫ ѻ. Ữ  ͙ḙ ˁᾎ 

͙ѫ╙ Ṓ┬  ҍṨṪ╥ Ḣ Ṉ╘ ╪ױ  ᴛ ⁄ ҍ ⁴ Ѿּת ᶜ♠ּת, ḛּת IP לἵ₮ 

ᵑ ♠ Ѥ ˦ᵣ╪ ʺѫ ѻ. UDP ╘ ḛּת IP, ᶜ♠ּת IP,  ♬Ṓᵑ ͙ḙ╖ᴛ 

▬Ἓӈ Ữ   ᶜ̓ ▀ ‒ ѻ. ӻגἌ ╪׳ ᾎᾅ ⁄Ἄ ΩṨ⁄Ἄ ө‡₡Ѥ DNS ╞҆╘, 

Ḣ Ṉ╪ ͎⁄ ҍ╞ Ѥ ϿṨ⁄Ἄ ΩṨᴛ ϮʺѤ DNS ᵙᵑ ╪♣⁄ ᵙ ₄╙ ˿↕⁄ ⁴ 

↔Ӊ ˦╪ѻ. Ḣ Ṉ╪ ἝἪ╥ ꜙᴮ ⁴Ṩᵑ ᾏṊ  ὡ ′͙ ԅᶷ⁄, ҉ ᶜ╘ Ḉᵙ ἒ♬ӈ 

ᾎʼ Ⱡ ⁄ ҵҀ  ╪  Ữ  ⁄Ἄ ợⱠӈѻ. DNS ᵑ ╬ᾏ  ὡ ▓Ѥ ╞↔ ὡר 

Ḣ Ṉ Application -level firewall ╘ ᾎʼ Ⱡ ╙ Ợ↔ ╪ Ώ̆ҵ DNS ╞҆╪ ὡᾐӈ תּ  ḕᴛ ἝἪ╙ 

ꜙᴮᾎ  ὡ ▓ѻ. 
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Ữ  ͙ḙ ˁᾎ╥ ͐ ἝѤ Ữ  ͙ḙ ᴛ  ṪἍ ѫᴏ╙ ʺ Ѥ ˦╖ᴛ, ▀Ṩ ⱠⱳỢѤ 

╪ᵑ ᾔ   ṪἍ deep packet inspection
ᵒ ṳ₄ѻ. Ữ╪ ̆ג╪1  ͙ḙ ᴛ  ṪἍ╘ ͙ṕ♠╬ 

ʺ ╙ὥ͙ תּ ░ ╖ᴛᾬ ר Ữ  ͙ḙ ˁᾎ ͙ѫ╙ Ữᾎ ѻ. ╪ ˤỢ ⁪ֿב╘ 

Л √ , ♣Ἶ, ╞↔ ́ ⁄ ▓Ѥ ᴛ ╙ ṪἍ ̆, ⱠⱳỢʺ ˌḛ  ♬Ữ ᴛ  ─ 

ᴛ ̓ ẋ̪ ⁴ ᴛ ╪ ♬Ữ♠╖ᴛ ▬ҿ Ѥּת, ẋ♬Ữ♠╖ᴛ ▬ҿ Ѥּת Ѿ ѻ. ╪ 

͙ѫ╘ ˉ╘ ᶘᴖ‡ʺ ḙṓ♠╖ᴛ ᾒ Ӈ˞Ϯ, ἐ  ᶘᴖ‡ ′╪ ᾒ ӇѤ ᶘᴖ‡ Ӯ ₉ Ӈּת 

Ώ╘ ᶘᴖ‡ ⱳ ╙ ᾏṊ  ὡ ▓ѻ. Ṓ  Ḳ  ₡Ḳ ᴛ↕, DoS, ῸἛ ӥ, ͎ᵙ̆ HTTP ˉ╘ 

╞↔ ᴛ ╙ ╪↔ Ѥ ╥ ̑˶╪ ╪׳ ╥ᾔᾅױ⇔ ᶘᴖ‡ᵑ ♣Ἶ ѻ. ֞ ѻᵐ  

͙ѫ╘ ╬ὡ╥ ἵ, ҍ˃ Ӯ╙ ╪↔ ⁴ ʻ ᶘᴖ╥ ♠ Ἓ╙ ˤỢ Ѥ ˦╪ѻ. ₉ᵑ ө‡, 

username ╬ὡ╥ ͝╪ʺ 1000 ͒▫⁄ Ҁ  ˿↕ (˭ѻʺ ḕ╪Ўᵙ ҥ╪  ѻᶔ▓ ̆ תּͥ

җ↨ җ) ὡỮ  .ὡ ▓ѻ  ג╪˃ 

Ữ  ͙ḙ ˁᾎ ḓ Ữ  ͙ḙ ᴛ  ṪἍ ѫᴏ╙ ᶛӎ Ṓ┬  Ḣ Ṉ╪גҵ ₰Ṉ  ░ 

ᾎᾅ תḢּ/תּ (IDPS)╖ᴛ ͕  ὡ ′ѻ. IDPS Ѥ ⸗ җ ̛Ḹ─  ╙ѫᴏ תḓ Ḣּ תּ ˶̑ 

Ṓ┬ ̆ ▓ѻ. ₉ᵑ ө‡, IDPS Ѥ Ἄᶘ ͙ḙ╪Ϯ ẋ♬Ữ ─ ṪἍ╙ ↔ ⁴ Л √  ┬  

מ ╙ җ ♬̪ ˭ ῷЂ ὡ ▓ѻ.2 

  ᵙ ╪Ἢ- ᴜᾎ ˭╪ ≢╪ 

  ᵙ ╪Ἢ- ᴜᾎ ˭╪ ≢╪Ѥ ─ ́  ♪͐ Ⱡ ͙ѫ╙ Ữ─ ́  ͙ѫ̓ Ѥ ͕̆ 

Ḣ Ṉ ͙ѫ ַא Ϯ╪ѻ. ╪ױ  Ḣ Ṉ╘ Ἄᴛ ᾐ╙ ᾎҵ Ѥ ᾅ  Ợ╪⁄ ─  ́אַ 

ᴜᾎ ⁄╪♣ ᵑ Ѥҥ, ╪ ⁄╪♣ Ѥ ӎ ᾅ  ʼ╥ ֹ⁷ ♪ו˺╙ ↔  .ΏѤѻ תּ

♪ἶ╪ Ἓ̑ ᶔ ᾒⱠᴛ 2 ˌ╥ ⁷˺╙ ᵣө‡ֿבѻ. ϮѤ ג╪… ₮ ᴜᾎ ἌḲ ʼ╥ 

                                         

1 ╪ ᶷἌ⁄ἌѤ Ữ  ͙ḙ╥ ᴛ  ṪἍ stateful protocol analysis ↔Ѥ ↔‡ᵑ Ợג╪ Ѥҥ, ͎ 

╪┬Ѥ Л √  ͙ḙ╥ ҿ⁄ᵣ ♠↔ӇѤ ᾔ   ṪἍ deep packet inspection ̓ Ҁᵙ, ╪ ↔‡ʺ 

Л √  ͙ḙ ḓ ᾅ  ͙ḙ ҿ╙ ѻᴴѤ ҥ⁄ ᶛӎ ♠♥ ͙ ԅᶷ╪ѻ. ⁵Ợ♠╖ᴛ, ṒΌ 

᷾ѱ  Ͽ⁄Ἄ ᾔ   ṪἍ╪גѤ ↔‡╥ ♬╥⁄ ҍ  ╥ʺ ╪ᴴ‡ֿב ♠╘ ′ѻ. 

2 IDPS⁄ ҍ  ʺ♠╬ ♬ṒѤ NIST Ṋ ♇▬ᶹ (SP) 800-94, IDPS ʺ╪ӥ 

(http://csrc.nist.gov/publications/nistpubs/ )ᵑ ⱳ  ˦. 

 

http://csrc.nist.gov/publications/nistpubs/
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⁷˺╪̆, ѻᵐ ϮѤ ᴜᾎ ἌḲᴛṨ  ᾒⱠ ᶜ♠ּ⁷ ╥תּͥת˺╪ѻ. (͎ᵝ 2 ⱳ). ʻ 

ᾅ ʺ ᴜᾎ╥ Ⱶ◓ᵑ ᾏṊ ᶣ תּ ҵᴜ ἒ́Ӈ͙ ԅᶷ⁄, ʻʻ╥ ᾅ Ѥ Ữ  ʼ╥ 

Ἓ̑ ⁄˺⁷ ╬♠♪וֹ ѻ̆ ⁴͙˭ ӈѻ. ΩṨ ᾅ Ѥ ₡ᴛּת ᴜᾎ ⁄╪♣ ₮ ᾐ╙ ͙ 

ԅᶷ⁄, ϿṨ IP לἵѤ ḕʹ ἝỮ⁄ ♣  ῼᴎּתּת ΏѤѻ. ᴜᾎ ⁄╪♣ Ѥ Ḣ Ṉ ᴷἥ̓ 

ᾐ ♪וֹ Ѥ Ḣᾏ╖ᴛ Л √ מ  ╙ ̓ᾎ ♬˺ תᵦּ תּ ѻ. ╪₮ җṬ‡ ʻʻ╥ 

ᴜᾎ ⁄╪♣ Ѥ ʻ Л √  Ợ↔▫⁄˭ ╬ּש╙ ⅝̯  ὡ ▓Ѥ ѫᴏ╪ ▓ѻ. ╪ Ợ↔▫ 

ID ╘שּ╬ ₮   , ӥ≢‡Ϯ ἵ ≢‡ , ḛּל תἵ, Ỹ  ╬ᾏ Ӯ╥ ⁴תּʺ ױ ᵑ 

 ὡ ▓ѻ.  

 

͋ᵚ 2 ╪Ḗ♅╩ ᴙᾋ ›╧♆  

ᴜᾎ ⁄╪♣ Ѥ ╞↔ ́ ⁄Ἄ ▬ҿ ᶒ, מ ╥ ᾒֿפ♠╬ Ͽ↔╙ ⱳỢ ѻ. ♬ מ ╪ 

מ ♬ ᴛל ╪ ᴛ  ♬╥₮ ▀ Ѥּת ˤּש Ѥ Ữ  ͙ḙ ᴛ  ṪἍ̓ Ҁᵙ, 

  ᵙ ╪Ἢ- ᴜᾎ ˭╪ ≢╪Ѥ ҥ╪ ᵑ ṪἍ ⁴ ╥ Ͽ↔╙ ⸗ җ ♇ ˭ ⱳỢ ѻ. 

ῼᴎֿב ˺ ╙ ╪↔ Ѥ ╫ᾅ ᴛ▒╙  ʺѫἛ╪ ▓Ѥ מ ̓ ▀ḙ♠╬ מ ╙ 

̯Ṫ Ёѻ. ╪₮ ҿᾎ⁄, ˭╪ ≢╪Ѥ ḛּת╥ ᾎᾅ ̓ TCP ♪ἶ╙ ᵙ ̆ ⁷˺╥ ʻ 

Ѿ́⁄Ἄ ╫ᾅ ᴛ▒⁄ ҍ  Ṓ ᵑ ὡ  ὡ ▓ѻ. ֞ , ˭╪ ≢╪Ѥ ╞↔ ᴛ ╥ җϮ 

╪ᴛӥ ♬Ṓᵑ ͙ḙ╖ᴛ מ ╥ ↔ ⁴Ṩᵑ ˺♬  ὡ ▓ѻ. ₉ᵑ ө‡, ˭╪ ≢╪Ѥ ♬ 

╪ᶉ▀╪ ⱳֹו⁄Ἄ ʺ Ώ╘ ♬ ꜙᵆ╥ Ṩ ▀(ᾒ תּ  ʺѫ  ▀ Ӯ)╙ Ṩ ̆ 

▓Ѥּת, ╘ ╬ᾅ  ᶉᾐ♇ʺ 80 Ḵ (HTTP)ŋ  ˿┬ ⁴ Ợ↔Ӈ̆ ▓Ѥּת ῼῷЂ ὡ ▓ѻ. 

˭╪ ≢╪Ѥ ♬  ▬‰╥ ὡ ╙ Ⱡ  ὡ ▓̆(Ợ↔▫Ѥ FTP ⁄Ἄ put ᶘᴖ╙ Ợ↔  תּ

ᶣ  ὡҵ ▓ѻ), ActiveX Ϯ ▫ḕ Ӯ ♬  ꜙᵆ╥ ҿ♠ ᵑ  ⌠ ╪ּתᵑ 

↔ ˞Ϯ Ѿ Ѥ ᶜ♠╖ᴛ Ợ↔  ὡ ▓ѻ. ˭╪ ≢╪ʺ ҉ ҥ╪ ᵑ ↔ ҵᴜ 

˺♬ ᶔ, ẋᴛἵ ҥ╪ ʺ ᶜ♠ּת ᾅ ᴛ ♣Ҁӈѻ. 

  ᵙ ╪Ἢ- ᴜᾎ ˭╪ ≢╪Ѥ  Ϯ Ữ  ͙ḙ ˁᾎ⁄ ẋ  ᵤ╘ ◑♩╙ ּתѱ̆ ▓ѻ. 

,   ᵙ ╪Ἢ- ᴜᾎ ˭╪ ≢╪Ѥ ⸗ җ и╘ ὡר╥ ṒΌ╙ Ⱡ̑ Ѥҥ, ╪Ѥ ӎ ᾅ  

Ợ╪╥ ֹ⁷ ♪ו˺╙ Ḣּת  Ỏ ῷѱג ♬  ─ḙ ⁴Ṩᵑ Ѿ ͙ ─ מ   Ͽ↔╙ ˤỢ ͙ 
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ԅᶷ╪ѻ. ӑ , ˭╪ ≢╪Ѥ Л √ ♣  ἵ₮ ᵣ╪ ῷѳל  ᵑ ˤỢ  ὡ ▓͙ 

ԅᶷ⁄ ⸗ җ ἝἝ ˭ ᴛ͎ᵑ ͙ᴜ  ὡ ▓Ѥ ѫᴏ╪ ▓ѻ. ₉ᵑ ө‡,   ᵙ ╪Ἢ- ᴜᾎ 

˭╪ ≢╪ ᴛ͎Ѥ Л √ מ   Ͽ╥ ♬   ᵙ ╪Ἢ ᶘᴖ‡ᵑ ͙ᴜ  ὡ ▓ѻ. ֞ , 

  ᵙ ╪Ἢ- ᴜᾎ ˭╪ ≢╪ ̯ⱳ Ữ Ợ↔▫ ╬ּש ѫᴏ╪ ↕ὡ ѻ. ֞ ѻᵐ ◑♩╘ ▀Ṩ 

  ᵙ ╪Ἢ- ᴜᾎ ˭╪ ≢╪╥ ˿↕   ӈ (SSL ᴛ Ṓ ӈ ╪ᴛӥ Ӯ)╙ Ҷ ̆, 

ˤỢ  , ᶜ♠ּת ᾅ ᴛ ♣Ἶ ͙ ♣⁄ ѻᾎ   ᵑ  ὡ ▓ѻѤ ♩╪ѻ. ˭╪ ≢╪ʺ 

Ҷ  ὡ ′Ѥ ҥ╪ Ѥ ╞↔ ᴛ͎ע⁄˭ ♣ҀӇּת ΏѤѻ. ᵡּתᵢ╖ᴛ,   ᵙ ╪Ἢ-

ᴜᾎѤ לἵ ṉⱳ ̑˶╙ ּת Ѥ ѫᴏ╪ җ ְ‡Ϯѻ. 

  Ϯױ͎ ᵙ ╪Ἢ- ᴜᾎ ˭╪ ≢╪ʺ ♠↔ӈ ͕̆ Ḣ Ṉ╘  ᵠ, Ữ  ͙ḙ ˁᾎ 

Ḣ Ṉ̓ ẋ̪ ╙ ԅ ᶙ ʺּת Ѿ♩╙ ʺּ̆ת ▓ѻ. ,   ᵙ ╪Ἢ- ᴜᾎ ˭╪ ≢╪ʺ 

"ᶛӧ "╙ ᵙ ͙ ԅᶷ⁄, Ḣ Ṉ╘  Ҷ̓ ṪἍ⁄ җ ᵤ╘ ᾎʼ╙ ἵᶛ ˭ ӈѻ. ╪ 

ԅᶷ⁄, ▀Ṩ ˭╪ ≢╪Ѥ и╘ ҍ⁵ ╪ ⅝ ˞Ϯ ᾒᾎʼ   ᵙ ╪Ἢ╙ Ợ↔ Ѥ ˿↕⁄Ѥ 

Ṩ♠ ѻ. ͎ױϮ и╘ ҍ⁵ ⁄ҵ ♠    ᵙ ╪Ἢ- ᴜᾎ ˭╪ ≢╪ʺ Ⱶ◓ ͙ҵ ѻ. 

Ḣ Ṉ╥ Ṩ ᵑ ת╪ᴎᶔ, ♣↔ ᴜᾎ ἌḲᵑ ╪↔ Ἄ ╪ᶉ▀╪Ϯ ⌠ מ  Ӯ ╞҆ ᾎʼ⁄ 

Ҝ ̯  ḚѤ Ἄẋᾅᵑ ᵙ ˭ ᶔ ӈѻ. ֞ ѻᵐ Ѿ♩╘   ᵙ ╪Ἢ- ᴜᾎ ˭╪ ≢╪ʺ 

ᾐ͋ Л √  ╞↔╪Ϯ ᴛ ⁄ ҍ Ⱡ ╪∟תּ  ♠╬ ˿ ╪ ▓ѻѤ ˦╪ѻ. Ḣ Ṉ╙ 

̓ ᴎᶔ ʻ Л √ מ   ꜙᵆṊᴛ ♣↔   ᵙ ╪Ἢ- ᴜᾎ ⁄╪♣ ʺ ⅝ ѻ. ᵤ╘ 

  ᵙ ╪Ἢ- ᴜᾎ ˭╪ ≢╪ ⱠⱳỢө╘ ♬╥Ӈּת Ώ╘ Л √  ᴛ ̓   ᵙ ╪Ἢ╙ 

ᵙ Ѥ ᴜᾎ ⁄╪♣ ᵑ Ⱡ̑ ѻ. ╪׳ ⁄╪♣ Ѥ מ ╪ " В"╙ ˞  Ḣ Ṉ╙ 

̓ ҵᴜ Ѿὣ  ʺ Ѥ ˿↕ʺ ᵤ͙ ԅᶷ⁄,   ᵙ ╪Ἢ- ᴜᾎ ˭╪ ≢╪ ̯ⱳ╥ ѫᴏ╙ 

˭ ♇ ᾎ Ѥ ⅝╬╪ ӈѻ. 

ᴛ ὡר ˭╪ ≢╪ 

ᴛ ὡר ˭╪ ≢╪ circuit-level gateway Ѥ ᴜᾎ╥ ѻᵐ ᴛ, ʼ  ᴛ ὡר ᴜᾎ circuit-level 

proxy ᴛ ṬᵙѤ ˿↕ʺ ▓ѻ. ᴛ ὡר ˭╪ ≢╪Ѥ ϿṨ ᾎᾅ ╙ ΩṨᴛṨ  Ḣ‡ Ѥ ᴜᾎ 

͙ѫ̓ Ζ, Ữ  ͙ḙ ˁᾎ₮ ẋᾌ  Ḣḹ╖ᴛ ⁷˺╪ ὡᵞӇ͙ ♣⁄ ʻʻ╥ ⁷˺╙ ˤּש ѻ. 

⁷˺ ᾎҵʺ ὡᾐӇᶔ, ᴛ ὡר ˭╪ ≢╪Ѥ ᴷἥ╙ ╬ ⁴ ⁷˺╥ ↔ ⁴Ṩᵑ ˺♬ ѻ. 

͋ ╘ ▀ḙ♠╖ᴛ ᶜ♠ּת IP ₮ , ḛּת IP ₮ , ⅝ ӈ   ᵙ ╪Ἢ ᴛ  Ӯ⁄ 

͙ḙ ⁴ ̯Ἓӈѻ. ▀Ṩ ᴛ ὡר ˭╪ ≢╪Ѥ Ợ↔▫ ╬ּש╪Ϯ ᾎʼ Ⱡ  Ӯ╙ ʺᴛ ͋  

ἒ♬⁄ ♠↔  ὡ ▓ѻ. 
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⁷˺╪ ↔Ӈᶔ, Ữ  ♬Ṓᵑ ҿᾎ⁄ ̆ ▓Ѥ ʺỮ ᴛ ⁄ ᶜ╪ ʺӈѻ. ⁄ 

ᶜᴜ╖ᴛ ᾎӈ ө╘ ʺ ˤּש ′╪ Ḣ Ṉ╙ ̓ ˭ ӈѻ. ⁷˺╪ ꜙᴮӇ‴˞Ϯ Ợ♣⁄ 

ἒ♬ӈ ᾎʼ ҿΌ ẋ Ἓ Ӈ‡ ▓╙ ˿↕, ҉ ᶜ╘ ⁄Ἄ Ⱡ˞ӈѻ. ᴛ ὡר ᴜᾎѤ 

Ữ  ͙ḙ ˁᾎ Ḣ Ṉ̓ ┬Ợ  ͙ѫ╙ ᵤ╪ Ⱡ̑ Ѥҥ, ⁴͙⁄ Ḣ Ṉ╥ Ἄᴛ ѻᵐ ⁄ 

─  ᾅ  Ợ╪╥ ֹ⁷ ♪ו˺╙ Ѿ Ѥ ᴜᾎ ͙ѫ╙ ʺ  ╪ѻ. ᴛ ὡר 

˭╪ ≢╪Ѥ ▀ḙ♠╖ᴛ   ᵙ ╪Ἢ- ᴜᾎ ˭╪ ≢╪ Ḣ ṈṒѻ ᾐἶ ˭ ▬ҿ Ѥҥ, ╪Ѥ 

  ᵙ ╪Ἢ- ᴜᾎ ˭╪ ≢╪ʺ ҥ╪  Ͽ↔╙ ˤּש Ѥ ˦̓ Ҁᵙ ᴛ ᴆṁ ˭╪ ≢╪Ѥ 

ҥ╪ ᵑ ʺּ̆ת ᵙ Ѥ ˤּש ♥ ʺ ⱳ͔ җ Ѿὣ ͙ ԅᶷ╪ѻ. 

♣↔ ᴜᾎ ἌḲ 

♣↔ ᴜᾎ ἌḲѤ   ᵙ ╪Ἢ- ᴜᾎ ἌḲ ḓ ᴛ ᴆṁ ˭╪ ≢╪₮ ѻᵐ ꜙᵆ╥ ᴜᾎᴛ, 

מ ⁄ ҍ  ᴜᾎ Ⱡᵑ ┬ּת ᶔἌ Ḣ Ṉ ͙ѫ╪ ⱠΩӈ ╪ѻ. 

Ḣ Ṉ⁄ Ӈּת Ώּתᵣ, ♣↔ ᴜᾎ ἌḲѤ   ᵙ ╪Ἢ- ᴜᾎ ˭╪ ≢╪ Ḣ Ṉ ḓ ᴛ 

ὡר ˭╪ ≢╪ Ḣ Ṉ̓ ᵰ↕ ʺͥ⇔ ́̕╪͙ ԅᶷ⁄ ṕ ♥⁄Ἄ ѻᴴ͙ᴛ ѻ. ᵤ╘ 

ᴜᾎѤ   ᵙ ╪Ἢ⁄ Ӈ‡ ▓╖ᶒ, ▀ṨѤ ᾒⱠᴛ HTTP ₮ ˉ╘    ᵙ ╪Ἢ 

ᴛ ⁄ ҍ  ṪἍ̓ ˤּש╙ ὡ ѻ. ♣↔ ᴜᾎ ἌḲʺ Ḣ Ṉ ͙ѫ╙ ʺּתּ▓ ̆ת Ώ͙ 

ԅᶷ⁄, ╪ױ  ἌḲѤ לᴛ ♣ ♠╬ Ḣ Ṉ פ  Ӛ⁄ Ḥ ӈѻ. ▀ḙ♠╖ᴛ, ל Ḣ Ṉ╪ 

┬░ inbound מ  ╙ ♪ὡ ̆, ‡Ԑ   ᵙ ╪Ἢ╪ ᶜ ♬˺ ᵑתּ╬ ̆, ♠♥  ᴜᾎ ἌḲ 

(╪ᶉ▀ ᴜᾎ Ӯ) ⁄ מ ╙ ♣Ҁ ˭ ӈѻ. ╪ ἌḲѤ מ ⁄ ҍ  ᵠ̓ ᴛ͢ ▬‰╙ 

ᵡ  , ϿṨ ᾎᾅ מ ⁄ ╙ ♣Ҁ ˭ ӈѻ. ᵡ ᴛ ϿṨ ᾎᾅתּʺ ⁄Ἄ ΩṨᴛ 

ϮʺѤ outbound מ  ҵ ᴜᾎ ἌḲʺ ḚῷἌ, ᵠ╪Ϯ ᴛ͢╙ ᵡ  , Ḣ Ṉ⁄ ♣Ҁ ⁴ 

ΩṨᴛ Ϯʺҵᴜ  ὡ ▓ѻ. ╪ ̓♬╥ ₉ᴛѤ Ḣ Ṉ Ӛ⁄ ─  HTTP ᴜᾎ ἌḲʺ ▓ѻ. 

Ợ↔▫ʺ ΩṨ╥ ⌠ ἌḲ⁄ ♪ἶ ᴎᶔ ╪ ᴜᾎ ἌḲ⁄ ᶀ♇ ⁷˺Ӈ‡‒ ѻ. ♣↔ ᴜᾎ 

ἌḲѤ Ḣ Ṉ╥ ᵙ Ṩ ᵑ ת╪̆ Ḣ Ṉ╪ ֹו♪ ᵙ ͙ ‡ᴎ⇔ ӈ ᵠ̓ ᴛ͢ 

▬‰╙ ᵙ  ᶜ♠╖ᴛ Вᵙ Ợ↔ӈѻ. 

͐⁄Ѥ ╬ḕ⇔ӥ ᴜᾎ ἌḲ╥ Ợ↔╪ ͏♠╖ᴛ ˁἵ ₄ѻ. ╬ḕ⇔ӥ ᴜᾎ ἌḲѤ ▫ᾐ╪ 

Ṓ Ѥ ֿב  ἌḲ╥ ͙ѫ╙ ϿϿ‡‒ Ѥҥ, ᵤ╘ ͙ѫ╙ Ṓ┬  ἌḲ╥ ˿↕ ᴜᾎ 

ἌḲʺ Ⱡҍᴛ ϿϿѤ ˦╪ ˞╥ Ṭʺѫ ͙ ԅᶷ╪ѻ. ἌḲ╥ ᶛӧ ͙ѫ╙ ϿϿּת ᶣ Ѥ 

ᴜᾎ ἌḲᵑ Ợ↔ ˭ Ӈᶔ, ᴜᾎ ἌḲ⁄Ἄ Ḉ  ϿϿּת ᶣ Ѥ ͙ѫ╥ ˿↕ Ợ↔ 

Ṭʺѫ  Ữ ʺ Ӈ̆ ᵣѻ. ˭ѻʺ ╬ḕ⇔ӥ ᴜᾎ ἌḲʺ Ṓ┬ ‒ Ѥ ὡ ͙ѫө(ᴛ͢, 
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♪͐ Ⱡ Ӯ)╪ ⇔₅ ἌḲ⁄ ӇѤ ˿↕ʺ ᵤῷⱭѻ. ◓ Ợ↔ӇѤ ҍṨṪ╥ ᴜᾎ ἌḲѤ 

ῷ∕ḕ⇔ӥ ᴜᾎ ἌḲᴛ, ʺ◑  ˦╘ ⁵ᾎ HTTP ᴜᾎ╪ѻ. 

ῷמ╥ ͎ᵝ 3 ╘ HTTP ₮ ╪ᶉ▀ ♣↔╖ᴛ ѻᵐ Ḣ Ṉ ́ Ӛ⁄ Ḥ ӈ ♣↔ ᴜᾎ ἌḲ╥ 

⇔↔╙ Ṓ⁴רѻ. ╪ᶉ▀ ᴜᾎѤ Ἶᾐ, ὡᾐ ╪ᶉ▀╙ ᶛӎ ̕ᵙ Ѥ ᶉ▀ ˭╪ ≢╪ʺ Ӊ ὡ 

▓ѻ. ᶛӧ ᶉᾎּת₮ ᾐ╘ ϿṨ⁄ ─  ѻᵐ ᶉ▀ ἌḲᴛ ♣ҀӇ͙ ♣⁄ ḙӥᾎ ╪ ᴜᾎᵑ 

˞ ‒ ѻ. ╪ᴅ˭ ╬ С̓ ϿṨ ᶉ▀ ἌḲ╥ ֹ⁷ ♪ו˺╙ Ѿ  й╖ᶔ ᶉ▀ ἌḲ⁄ ҍ  

̑˶╪ җ↨ ‡ᴎ√ֿבѻ. ̑˶▫Ѥ ᶉ▀ ˭╪ ≢╪ᵣ ֹו♪ ̑˶  ὡ ▓ѻ. HTTP ᴜᾎѤ ΩṨ 

⌠ ἌḲ ♪ἶ╙ ̕ᵙ ѻ. ̕ᵙ ҍỮ╖ᴛ ҿ♠ ᵑ  ὡҵ ▓ѻ. ᵤ╘ ⱳֹוө╘ 

Л √ מ  ḙ╞ ᾎʼ╙ Ѿ ̆╪ת ╙  ᶜ♠╖ᴛ ▫ל Ợ↔ӇѤ ⌠ ╪ּתᵑ ᴜᾎ⁄Ἄ 

ᾎ  ὡ ▓ҵᴜ ἒ♬ ѻ. 

 

͋ᵚ 3   ᵖ ╧ἧ ᴙᾋ Ἇ♩ 

ʺỮ Ợἒᵬ 

Л √  ˿́⁄ ─  Ḣ Ṉ ◑ẋѤ ꜙꜙ ∟ מ ΏѤ תּ ╙ Ѿ Ѥ ˦ ╪Ữ╥ ▀╙ 

‒  ԅʺ ▓ѻ. ḕᴛ, Ṓ ӇѤ Л √ ₮ ΩṨ Л √  ʼ╥ ♬ Л √ מ   

מ ╙   ̆ ѻᾎ Ҷ Ѥ ▀╪ѻ. ╪Ѥ מ ╙   ̆ Ợ↔▫ ╬ּ̓ש ᶴ˺Ἓ 

ˤỢ⁄ ⅝  ʺ ᴛ ╙ Ⱡ̑ Ѥ VPN ╙ ѻѤ ֽ╪ѻ. VPN ╘ ҍˌ ᾐᴧ  ὡ 

′Ѥ Л √ ᵑ ˿┬ Ѥ ṒΌ Л √  ⁷˺╙ Ⱡ̑  ԅ Ợ↔ӈѻ. ₉ᵑ ө‡, VPN ͙ὥ╘ 

─ ⁄ἵ◑ ױ⁴ Ѥ ⱳֹו╥ Ṓ ӈ Л √ ᵑ ╬ С╙ ˿┬ ⁴ ⁷◑ Ѥ ҥ⁄ ̛Ḹ─ ˭ 
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Ợ↔Ӈ̆, Ợ↔▫ʺ ╬ С╙ ˿┬ ⁴ ⱳֹו ϿṨ Л √ ⁄ ∟˶ ṒΌ ♪ἶ╙  ὡ ▓ҵᴜ 

ѻ. ṒΌ VPN ⁄Ἄ Ợ↔ӇѤ ʺ◑  ӎ ʺּת ₪Ἢ╘ Internet Protocol Security (IPSec) 3₮ 

Secure Sockets Layer (SSL)/Transport Layer Security (TLS)╪ѻ.4 

ʺ◑  VPN ̯ⱳ 3 ╪˭ Ѥתּʺ ≢╪-˭╪ ≢╪, ᾅ -˭╪ ≢╪, ᾅ - ᾅ ╪ѻ.5 

˭╪ ≢╪-˭╪ ≢╪ ̯ⱳѤ ʺ◑ ᵤ╪ Ợ↔ӇѤ ˦╖ᴛ, ѻὡ╥ ̆♬ӈ ─ ⁄ VPN 

˭╪ ≢╪ᵑ ἒ ̆ ╬ С╙ ˿┬ ⁴ ᵬ╙ ⁷˺ ѻ. ₉ᵑ өᶔ, ⱳֹו╥ ṕỢ⁄Ἄ ּתỢᵑ 

⁷˺  ԅ Ợ↔ ѻ. VPN ˭╪ ≢╪Ѥ Ṓ  Ḣ Ṉ╪Ϯ ג↕  Ӯ ѻᵐ Л √  ◑ẋ╥ 

▀Ṩ╪ѻ. ▀Ѿ VPN ⁷˺╪ ӎ ˭╪ ≢╪ Ợ╪⁄ ἛᵞӇᶔ, ∟˶ּת⁄ ─  Ợ↔▫ө╘ VPN 

⁷˺╙ ˞╥ ╬ᾏ  ὡ ′╙ Ỏᵣ ῷѱג ʺ♠╖ᴛ ⁄ ‡Ԑ ⱳ▬ҵ  ⅝ʺ ′ѻ. ӎ 

Ḵ ᴛ, ᾅ -˭╪ ≢╪ ̯ⱳѤ ︡╪Ϯ  Ӯ ⱳֹו ΩṨ⁄ ─  ˌṊ Ợ↔▫ө(∟˶ 

Ợ↔▫)⁄˭ ṒΌ ⁷˺╙ Ⱡ̑ ѻ. ⁴͙ἌѤ Ợ↔▫ ⁄ ἒ ӈ ג╪… ʺ ⱳֹו╥ VPN 

˭╪ ≢╪₮ ṒΌ ⁷˺╙ ὡᵞ ˭ ӈѻ. Ἕ Ḵ  ̯ⱳѤ ᾅ - ᾅ  ̯ⱳᴛ Ợ↔ӇѤ ẍҵʺ 

ʺ◑ ϻѻ. ╪ ἒ♬╘ ҍˌ Ѿ▀ ἌḲ╥ ∟˶ ̕ᵙᵑ ʺѫ ˭ ѻ. 

˭╪ ≢╪-˭╪ ≢╪ ḓ ᾅ -˭╪ ≢╪ VPN ╥ ˿↕⁄Ѥ VPN ͙ѫ╪ Ḣ Ṉ ▫ ⁄ 

ӇѤ ˿↕ʺ ᵤѻ. Ḣ Ṉ Ӛ⁄ Ḥ Ѥ ˿↕, VPN מ ╘   ӈ ᴛ Ḣ Ṉ╙ 

̓ ᶒ, Ḣ Ṉ╪ ҉ מ ╙ ˤỢ Ώҵᴜ ѻ. ᶛӧ VPN תּ ╘ Ḣ Ṉ ̕ᵙ▫ᴛ ⁴͔ 

‡Ԑ Ợ↔▫ʺ ‡Ԑ Л √  ▫∟⁄ ♪͐  ὡ ▓Ѥּת ˺♬  ὡ ▓ѻ. ╪ ♪͐ ⱠѤ 

͙ṕ♠╖ᴛ Ợ↔▫Ṋᴛ ᾎ ӈѻ. ӻגἌ VPN ♬ ╘ ‡Ԑ Ợ↔▫ө╪ ‡Ԑ Л √  ▫∟ө⁄ 

♪͐  ὡ ▓Ѥּת  ͎ᵝ╙ ͎ᵛѻ̆  ὡ ▓ѻ. VPN ╘ ҍˌ RADIUS(RFC 2865, Remote 

Authentication Dial In User Service) ᴛ שּ╬ ╘ˉ ₮ ⁄ ╥Ⱶ ѻ. RADIUSѤ Ợ↔▫ ╪ᵒ̓ 

  , Ӱּת  Ἄᶘ, ӥ≢‡  Ӯ ⁴ױ ꜙᵆ╥ ╬ּשּ שᶘἌᵑ Ợ↔ ѻ.  

                                         

3 IPSec⁄ ҍ  ʺ ♬ṒѤ NIST SP 800-77, IPsec VPNs ʺ╪ӥᵑ ⱳ  ג

(http://csrc.nist.gov/publications/nistpubs/ ). 

4 SSL̓  TLS⁄ ҍ  ʺ ♬ṒѤ NIST SP 800-52, TLS ҵ̯ ἐ♬ ḓ Ợ↔⁄ ҍ  ʺ╪ӥג╬̓ 

NIST SP 800-113, SSL VPNs ̋ ╪ӥᵑ ⱳ /http://csrc.nist.gov/publications/nistpubs) ג ). 

5 VPN ̯ⱳ⁄ ҍ  ʺ ♬ṒѤ NIST SP 800-77, IPsec VPNs ̋ ╪ӥ₮ NIST SP 800-113, SSL 

VPNs ʺ╪ӥᵑ ⱳ /http://csrc.nist.gov/publications/nistpubs) ג ). 

http://csrc.nist.gov/publications/nistpubs/
http://csrc.nist.gov/publications/nistpubs/
http://csrc.nist.gov/publications/nistpubs/
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Ḣ Ṉ⁄Ἄ VPN ͙ѫ╙ ᾒ ᴎᶔ, VPN ╙  ₡ʺѤ מ ╥ ‚̓ Ợ↔ӇѤ    ꜙᵆ⁄ 

ӻג ʺ♠╬ ▫∟╪ ⅝ ѻ. ▀Ṩ ˿⁄ἌѤ VPN ╖ᴛ ╬ מ   ԅᶷ⁄ ᵙ ↔̓װ 

▫∟╪ җ ⅝  ὡ ▓ѻ. Ḣ Ṉ ̯  ́ ⁄Ѥ  VPN ╥ ꜙᵆ(˭╪ ≢╪-˭╪ ≢╪Ϯ 

∟˶ ♪ἶ)ҵ Ӈ‡‒ ѻ. 

Ḣ Ṉ╥ ─  

Л √  ˿́⁄ ─  Ḣ Ṉ╥ ˿↕ ϿṨ ᾅ ᵑ ‡Ѣ ♬ҵ Ṓ  ╥ᵣ, ҍṨṪתּ ͛

˿↕ ʺ♠╬ Л √  Ṓ ʺ ⅝ ѻ. Л √  Ḣ Ṉ╪ ᶛӧ ╥ ̑˶̓ ᶛӧ ̑˶ 

ᾎҵᵑ ╬ּת Ѥ ˦╘ Ṭʺѫ ͙ ԅᶷ⁄, ꜙꜙ ▀Ṩ ̑˶╪ Ḣ Ṉ╙ ֬̆ ϿṨ ᾅ  תּͥ

ҵҀ Ѥ ˿↕ʺ ▓ѻ. ͎ᵙ̆, ϿṨ ᾅ ʺ ѻᵐ ϿṨ ᾅ ᵑ Яᵙ̆ ᾎ▬  ̑˶╘ Ṓ  

Л √  Ḣ Ṉ╙ ˞  .ΏѤѻ תּ

╪Ữ╥ ╪┬₮ ֞ ѻᵐ ⅝ἵөᴛ ╬ , Л √  ἒ́▫ө╘ ʺ♠╬ ṒΌ ́ ╙ Ⱡ̑ ͙ 

─ ⁴ Л √  ˿́Ѥ ᶹᴝ ѻᵐ ◑ἵ⁄ҵ Ḣ Ṉ ͙ѫ╙ ᾎ ͙ ᵡᴐ╪ѻ. 

ᾅ  ͙ḙ Ḣ Ṉ̓ ˌ╬↔ Ḣ Ṉ 

ἌḲ↔ ᾅ  ͙ḙ Ḣ Ṉ̓ ҥᾅ ף ̓  ᵑ ─  ˌ╬↔ Ḣ Ṉ╘ Л √  ͙ḙ 

̑˶╙ җ ◄ Ḣ‡  ὡ ▓ҵᴜ ʺ♠╬ ṒΌ ́ ╙ Ⱡ̑ ѻ. ╪ױ  Ḣ Ṉ╘ ἵ ≢‡ 

͙ḙ╖ᴛ, Ḣ Ṉ╪ Ṓ Ѥ ᾅ ⁄ Ⱶ◓ ѻ. ʻ Ḣ Ṉ╘ Ѿ▀ ᾅ ╥ ┬░, ┬  

Л √ מ  ╙ ˁᾎ ̆ Ⱡ ѻ. ╪׳ Ḣ Ṉө╘ ♬ ᾅ ╥ ˿⁄ ♠   ὡ 

▓͙ ԅᶷ⁄ Л √  Ḣ ṈṒѻ җ Ϯ╘ ṒΌ╙ Ⱡ̑  ὡ ▓ѻ. 

ᾅ  ͙ḙ Ḣ Ṉ╘ ᵙьᾅϮ ┌ҵ↕ Ӯ ἌḲ ⇔₅ Ⱡ╥ ▀Ṩ▀ ὡҵ ▓̆, ʼ  ѻ‚  

⇔₅ Ⱡ⁄ ἒ ӇѤ Ἄӥ   ӥ₣╥ ᴛ ἒ Ӊ ὡ ▓ѻ. ⅝ מ  ᵣ ↔ ҵᴜ 

ᾅ  ͙ḙ Ḣ Ṉ╙ ἒ♬ ᶔ ᶛӧ ᾅ  ḓ ἌẄС(Л √  Ḣ Ṉ╖ᴛ ̯ṪӇּת Ώ╘ ϿṨ 

ἌẄС )⁄Ἄ ḛỸ Ѥ Ὸ╥♠╬ ҿ▬╖ᴛṨ  Ṓ Ḛ╙ ὡ ▓ѻ. ᾅ ⁄Ἄ ΩṨᴛ Ѥ 

מ ╙ Ⱡ ᶔ ѻᵐ ᾅ ᴛ ♣₀ӇѤ ᵳ≢‡ᵑ Ѿ Ѥ ҥ ҵ∑╪ Ӊ ὡ ▓ѻ.6  ᾅ  

                                         

6  ᵣ– ̑˶▫ʺ ╪Ḉ ᾅ ᵑ ◑Ὸ ̆ ̕ᵙ▫ ᴆṁ╥ ̾ ╙ Ӧ  ˿↕, ̑˶▫Ѥ ᾅ  

͙ḙ Ḣ Ṉ╙ ẋ Ἓ ˞Ϯ ↕  ὡ ▓ѻ. 



 

20 

 

͙ḙ Ḣ Ṉ╘ ▀ḙ♠╖ᴛ ᴛ͎ᵑ ϶͙ҵᴜ Ӈ‡▓╖ᶒ, לἵ ͙ḙ ♪͐ Ⱡᵑ ὡ ҵᴜ 

ἒ♬  ὡҵ ▓ѻ. 

ˌ╬↔ Ḣ Ṉ╘ ┌ҵ↕Ϯ Mac OS X Ӯ╥ Ợ↔▫ ַאᾔ ⇔₅ Ⱡᵑ ◓ ף  ╪Ϯ ҥᾅ  

⁄Ἄ ҿ▬ Ѥ ἵ ≢‡╪ѻ. ˌ╬↔ Ḣ Ṉ╘ ᾅ  ͙ḙ Ḣ Ṉ̓ ┬Ợ ᵣ, Ṓתּ  

ҍỮ╪ ӇѤ ʺ ꜙ Ợ↔▫ ҍỮ╪͙ ԅᶷ⁄ ▀ḙ Ợ↔▫ʺ ╪ ͙ җ ή⇔ 

╬ ╪ᾅᵑ Ⱡ̑ ѻ. ˌ╬↔ Ḣ Ṉ╘ Л √  ˿́ Ḣ Ṉ ϿṨϮ ΩṨ ‡Ӱ⁄ ▓җגҵ 

ף ╪Ϯ ҥᾅ  ⁄˭ ʺ♠╬ ṒΌ ́ ╙ Ⱡ̑ ѻ. ˌ╬↔ Ḣ Ṉ╘ ╬ḕ⇔ӥ₮ 

ῷ∕ḕ⇔ӥ ᾐ╙ Ⱡ  ὡ ▓Ѥҥ, ╪˦╘ ף ╪Ϯ ҥᾅ ╙ ΩṨᴛṨ ╥ ̑˶⁄Ἄ 

Ṓ Ѥ ˦╘ ᶹᴝ, ˁ₀ӈ ᴛṨ  ᾎ▬ӇѤ ᵳ≢‡╥ ụ╪Ϯ P2P ▀ ̑┬ ᴛ͎ע 

Ӯ ʺӇּת Ώ╘ ᴛ͎ע╙ ѻ⇔ᴛӥ ˞Ϯ Ợ↔ Ѥ ˦ Ӯ╙ Ѿ  ὡҵ ▓╛╙ ╥Ḉ ѻ. 

ˌ╬↔ Ḣ Ṉ╘ ꜙꜙ Ό ḕ╪ױᾅ ἵ ἵ תּ ░ ,‡≢ ≢‡ Ӯ ͙  ṒΌ ┬ ᵙ ₮ 

 ᴛ Ⱡ̑Ӈ͙ҵ ѻ.7תּ

ˌ╬↔ Ḣ Ṉ╘ ⱳֹו╥ ṒΌ ♬ ⁄Ἄ ʺӈ ꜙᵆ╥ ᾐᵣ╙ ʺ ̆ ϮᵾּתѤ ᶛӎ 

Ѿ ҵᴜ ἒ♬Ӈ‡‒ ѻ. ᵤ╘ ˌ╬↔ Ḣ Ṉ╘ ⌠ ἌḲ₮ ᾐ Ѥ ⌠ Ẅג↕♇Ϯ ╪ᶉ▀╙ 

Ἶὡᾐ Ѥ ╪ᶉ▀ ג╪…  Ӯ╙ ẋᴡ   ӈשּ╬  ᵙ ╪Ἢ ᶜᴜ⁄ ╥˞ ⁴ ᾐ╙ 

ʺ ̆, ͎ Ω ᶛӧ   ᵙ ╪Ἢ̓ ̕ᴐӈ ᾐ╘ Ѿ ҵᴜ ἒ♬  ὡ ▓ѻ.  

ˌ╬↔ Ḣ Ṉ╥ ┬ּת ̕ᵙʺ ַאַ︡ ⁄ אӇᶔ Ἰὺ˭ ᶛӧ Ợ↔▫₮ ͎ᴹ╙ ҍỮ╖ᴛ Ѥ ṒΌ 

♬ ╙ ἒ♬ ̆, ṪḤ ̆, ˆⱠ  ὡ ▓ѻ. ╪ᴅ˭ ᶔ Ợ↔▫ʺ ⱳֹו╥  ▫∟⁄ 

♪͐ ᴎ̆  ԅᵡѻ Ữ ⱳֹו╥ ṒΌ ♬ ╪ ♠↔ӈѻ. ͎ױϮ ˌ╬↔ Ḣ Ṉ╥ ┬ּת ̕ᵙʺ 

Ѥ ᶴ̕₮תּ╬Ṋ Ợ↔▫╥ ἵ̕ˌ ,תּ╬ᵙ▫ ἵ̕̕  אַ ˭, ᶛӧ ˿̆ ᶉᾎּתʺ Ợ↔▫⁄˭ 

ῼᴎⱨ‒ᵣ ḛ˸ӈ ᶷⱠ♩╙ ὺ˭ ὡ♬  ὡ ▓ѻ. 

ˌ╬↔ Ḣ Ṉ ◑ẋ 

ˌ╬↔ ⁄ ˌ╬↔ Ḣ Ṉ╙ Ợ↔ Ѥ ˦̓ җṬ‡, ▀Ṩ ◓  ͐ᶴ▫ө╘ Ḣ Ṉ ◑ẋ 

╘ Ḣ Ṉ ג↕ ṬᵙѤ ▬̆ ♇ᴒ ̆ג  ◑ẋᵑ Ợ↔ ⁴ ʺ♬ Ͽ Л √ ╥ ө╙ 

Ṓ ͙ҵ ѻ. ˌ╬↔ Ḣ Ṉ ◑ẋѤ ˌ╬↔ Ḣ Ṉ̓ ẋᾌ  ͙ѫ╙ ̯ ̆, VPN ̓ ˉ╪ 

                                         

7 ˌ╬↔ Ḣ Ṉ⁄ ҍ  ʺ ♬ṒѤ NIST SP 800-114, Securing External Devices for Telework 

and Remote Access Ợ↔▫ ʺ╪ӥᵑ ⱳ /http://csrc.nist.gov/publications/nistpubs) ג ). 

http://csrc.nist.gov/publications/nistpubs/
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╪ ᶷἌ╥  ⁄Ἄ …͕  ▀Ṩ ͕̆ ͙ѫ╙ ͙ҵ ѻ. ᵣ– ʺ♬ Ͽ Л √ ⁄ ─  

ө╪ ʻʻ╥ ˌ╬↔ Ḣ Ṉ╙ Ợ↔ ̆ ▓ѻ җגҵ, Ḣ Ṉ ◑ẋѤ ⁴♣  ┬↔  

ʺ♠ ṒΌ ́ ╖ᴛ ▬ҿ ѻ. ⁄Ἄ ▬ҿ Ѥ ˌ╬↔ Ḣ Ṉ╪ ₡▬ҿ ˞Ϯ, 

ẋ Ἓ Ӈ˞Ϯ, ◄ᶣ ἒ♬Ӈҗגҵ Ḣ Ṉ ◑ẋѤ ⁴♣  ΩṨᴛṨ  ┬░ӇѤ ╬ּשӇּת Ώ╘ 

Л √  ⁷˺ᴛṨ  ᵑ Ṓ ѻ.8 

Ṫụ  Ḣ Ṉ 

Ṫụ  Ḣ Ṉ Distributed Firewalling ╘ Ḣ Ṉ Ḥ  Ṫ‒⁄Ἄ ͕ṨỮ ̆ ▓Ѥ ṒΌ ͙ὥᴛ, ṒΌ╥ 

ᾔ♩╙ Лאַ √  ˿́⁄Ἄ ʻ Л √  ◑ẋ╥ ꜙ♩╖ᴛ ╪ҿᾎ ѻ. ╪ ͙ὥ╘ Ḣ Ṉ╙ ᶛӧ 

ꜙ♩ ╘ ͙  ♠♥  Л √  ◑ẋ╥  ╪Ϯ ╘ ꜙ♩/Л √  ◑ẋ⁄ ḕᴛ Ḥ Ѥ 

˦╖ᴛ ̯  ὡ ▓ѻ. Ṫụ  Ḣ Ṉ╘ ╪ᴝ♠╖ᴛ ͎ʼ Л √  ♪ἶ⁄Ἄ ♣  ⅝ל ╬♠

–♩╪‴Қ ˿́ Ḣ Ṉ╪Ϯ ϿṨ Ḣ Ṉ╥ Ṩ ᵑ ת▀ ὡ ▓ѻ. Ṫụ  Ḣ Ṉ ͙ὥ╪ 

ḛ♣ ᶔ, ˿́ Ḣ Ṉ╪Ϯ ϿṨ Ḣ Ṉ╥ ⅝Ἓ╘ ˞╥ Ợפֿג ˦╪ѻ. ͎ױϮ, ◓ Ṫụ  

Ḣ Ṉ╙ Ợ↔ ̆ ▓Ѥ ⱳֹו╘ ᵰ↕ ♠ѻ. 

Ṫụ  Ḣ Ṉ╘ ʻ ◑ẋ⁄Ἄ ▬ҿ Ѥ Ḣ Ṉ̓ ṒΌ ♬ ᾎתּ ╙ Ѥ ַא  ♬  ἌḲᴛ 

̯Ἓӈѻ. Ṫụ  Ḣ Ṉ╘ ʻ Л √  ◑ẋ⁄˭ ╬ּשἌᵑ ḛ͕ ̆, ⁴͙⁄ ἒ ӈ ᾅ  ͙ḙ 

Ḣ Ṉө╙ ַא ⁄Ἄ ̕ᵙ ѻѤ ˌШ╙ ◑ᾎ  ˦╪ѻ. ╬ּשἌѤ ‡Ԑ ◑ẋʺ ‡Ԑ ▫∟⁄ 

♪͐  ̾ ᾏṊ תѤּ▓ ̆תּʺ ╙ Ѥ ↔ҵᴛ Ợ↔  ὡ ▓ѻ. ₉ᵑ ө‡, ϿṨ ⌠ ἌḲ⁄Ѥ 

♬ ┬Ἄᵑ Ṓשּ╬   √ ᾅ ╪Ἢᵣ ♪͐╙ ↔ ҵᴜ Ѥ ṒΌ ♬ ╪ ♠↔Ӊ ὡ ▓ѻ. 

╪ ˌШ╘ √ ᾅ ╪Ἢ(╬ С ϿÅΩṨᵑ ᶛӎ )̓ ϿṨ ▫∟ ʼ╥ ♪͐ Ⱡᵑ Ⱡ̑ג ᶒ, 

ѻὡ╥ ᶛḕ▀ Ợ↔▫ᴛ ̯Ἓӈ ˿⁄Ἄҵ Л √ ╥ ͋ᶛᵑ ὺ˭ ◑  ὡ ▓ѻ. ̑˶▫ʺ 

ἵᵑ ṉⱳל ᶣ תּ ҵᴜ ᴎᶔ, Ṫụ  Ḣ Ṉ ᾎᾅ ╘ Л √ ╥ ʻ ꜙ♩⁄ ᾐ∟╙ 

Ṓ◑ Ѥ ╬ּש ♥ ᵑ ‒ ѻ. ͎ᴅּת Ώ╙ ˿↕, ̑˶▫Ѥ ╬ּשἌ⁄ ♪͐  ὡ ▓Ѥ 

̾ ╙ Ӧ ̆ ʺ ′╪ Л √  ▫∟⁄ ♪͐  ὡ ▓˭ ӈѻ. 

ὡ Ḣ Ṉ 

                                         

8 ˌ╬ Ḣ Ṉ ◑ẋ⁄ ҍ  ʺ ♬ṒѤ NIST SP 800-114, Securing External Devices for Telework 

and Remote Access Ợ↔▫ ʺ╪ӥᵑ ⱳ /http://csrc.nist.gov/publications/nistpubs) ג ). 

http://csrc.nist.gov/publications/nistpubs/
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Ḣ Ṉ╪ PBX ᾎᾅ  (Private Branch eXchange, Ợἒ ̪ ͙) ˉ╘ ὡ  ᾎᾅ ⁄ Ͽ◑ӇѤ 

˿↕ҵ ▓ѻ. Ữ  ͙ḙ ᴛ  ṪἍ╪Ϯ   ᵙ ╪Ἢ ᵠ Ӯ╥ ͙Ⱶ Ḣ Ṉ ͙ὥ╙ 

XML ╪Ϯ ╪ᶉ▀ Ӯ ♬  ᴛ ╪Ϯ ͙ὥ⁄ ♠↔ Ѥ ˿↕ҵ ▓ѻ. ╪ױ  Ḣ Ṉө╘  

҉ ᴛ ╪Ϯ ͙ὥ⁄ ӈ Ό ḕ╪ױᾅ ͙ὥ̓ ░ ּת ᾎᾅ (IDS) ͙ѫ̓ ˉ╪ 

Ợ↔ӈѻ. ╪ױ  ꜙᵆ╥ Ḣ Ṉ╥ ₉Ѥ ῷמ₮ ˉѻ. 

PBX Ḣ Ṉ  

♣ ♠╖ᴛ, PBX ▫∟╘ ᾅ  ḈВ╪Ϯ ⱠⱳỢ ♣↔╥ ┬ּת ̕ᵙ Ἱᴛ ̕ᵙӇ‡ ₵ѻ. 

Ϯ ͐⁄Ѥ PBX ᾎᾅױ͎ ╪ ἵ Ӈ̆ ᶛӢ ӇᶔἌ PBX Яӥ ʼ Л √  ᶛӢ̓ 

Л √ ╙ ⅝ᴛ Ѥ ̕ᵙ ἵ  .ѻ▓ ̆תּ ʺ‡≢

PBX Ḣ Ṉ╘ ▀ḙ♠╖ᴛ ╬ С Ḣ Ṉ̓ ẋᾌ  ͙ѫ╙ Ⱡ̑ ѻ. ₉ᵑ өᶔ, ⱳֹו Ͽ⁄Ἄ 

Ợ↔ ַא╬ ♣ ἐ⁄ ҍ  Ợ↔▫Ṋ ṒΌ ♬  ♠↔ ˉ╘ ˦ө ᵦ╪ѻ. Ḣ Ṉ╘ ♣  ἐ⁄ 

ῷמ₮ ˉ╘ ♬ ╙ ♠↔  ὡ ▓ѻ:  

1. ẋỮ ♣ (911Ӯ)╘ Ữ ↔  

2. ˢᴎ₡Ѥ ᶛҩ ᾐ Ѿ 

3. ˞Ѥ ᶛҩ ᾐ Ѿ 

4. ͎ Ω ᶛӧ מ  ↔ 

 ᵠ Ḣ Ṉ̓ ┬Ợ ˭, PBX Ḣ Ṉ╘ ╥ Ḣ (ˢᴎ₣ ˦╬ּת ΩṨᴛ ˞Ѥ ˦╬ּת), 

ˢᴎ ₣ ♣ Ḵ , ᶜ♠ּת ♣ Ḵ , ♣  ꜙᵆ (͕͛ ♣  ╘ ὡᾐ▫ Ṩ҅ 1-800 Ӯ), ͎ᵙ̆ 

 ᾎ▬ ᾎʼ Ӯ╥ Ἓ╙  ᵑ ᵠ Ѥ Ḣᾏ╖ᴛ ҿ▬ ѻ. ̕ᵙ▫Ѥ ╪ױ  

♬Ṓө╙ ᴛ͎ᴛ ♇◑ ˞Ϯ, ♬  ꜙᵆ╥ ᵑ Ѿ ˞Ϯ, Ợ♣⁄ ּת♬ӈ  ͋  ─ḙ╪ 

ḛỸ ╙ ԅ ᾒᾎʼ ˿Ṓᵑ ḛᴖ ҵᴜ ἒ♬  ὡ ▓ѻ. 

Ḣ Ṉ╖ᴛ PBX ▫∟⁄ ҍ  ♪͐╙ Ⱡ Ѥ ˿↕ ˁỢ ♠ ᴛ͎ʺ ͙ᴜӈѻ. PBX ₮ Ḣ Ṉ 

ᶛӎ ̕ᵙ ἝἪ╙ ᴛ͎ᴛ ♇◑ ѻ. 

XML Ḣ Ṉ 

▀ᶘ XML ˭╪ ≢╪ᴛ ῼᴎֿב XML Ḣ Ṉ╘ XML ⁄ ӈ ᶛӧ Ͽ↔╙ ˤỢ  ᶜ♠╖ᴛ 

ἒ́Ӈ‴ѻ. ╪ Ḣ Ṉ╘ ҍˌ ⌠ Ἄẋᾅᵑ Ⱡ̑ Ѥ ἌḲ  ⁄ ─ ᶒ, ▀ḙ♠╖ᴛ SOAP 

җ₮ XML ᶉᾎּת ṕᶷ╙ ˤỢ מ ⁴  ↔ ⁴Ṩᵑ ˺♬ ѻ. ╪ Ḣ Ṉ╘ ╬ּש, ♪͐ Ⱡ, 
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  , Ἄᶘ ˤּש, ᴛ͢, ˿̆, ṉⱳӈ ᶉᾎּתϮ ͙  ╥ᾔᾅתּ  ⇔ױ Ӯ╙ ὡ  ὡ 

▓ѻ.9 

╪ᶉ▀ Ḣ Ṉ 

ᵤ╘ ⱠⱳỢө╘ ╪ᶉ▀ Ἄẋᾅᵑ Ṓ  ᶜ♠╖ᴛ Ṋ  ̆Όӈ Ḣ Ṉ╙ Ⱡ̑ ѻ. ╪ 

◑ẋө╘ ὡᾐӇѤ ╪ᶉ▀╙ ˤỢ ⁴ ╪ᶉ▀⁄ Ӈ‡ ▓╙ ὡ ▓Ѥ ᵳ≢‡ᵑ ּת ̆, 

ṕᶷ╙ ˤỢ ⁴ ᾅ ╪Ϯ ᾗ ̑˶╥ ︣ ᵑ ҵᴜ ἒ́Ӈ‴ѻ. ╪ Ḣ Ṉ╘ ҿᾎ⁄ ῼᴎֿב 

ᾅ  Ợ╪ ⁄Ἄ╥ מ ╙ Ѿ ̆, ẋ♬Ữ♠╖ᴛ  מ  Ṗᵊ Ӯ ẋ♬Ữ♠╬ ╪ᶉ▀ 

╙ ♠ ѻ. Ṩʺ♠╖ᴛ, ╪ᶉ▀ Ḣ Ṉ╪ ḛᾐ ᶉᾎּת⁄ ҍ  ʺ♠╬ Ⱡ ͙ѫ╙ Ⱡ̑  

ὡҵ ▓ѻ. ₉ᵑ өᶔ, ╪ᶉ▀╙ ᾅ ⁴ ⱳֹו╥ ♬ ⁄ ḙ Ѥ Ͽ↔╪ Ӈ‡ ▓Ѥּת Ѿ  

ὡ ▓ѻ. ╪ױ  Ḣ Ṉө╘   Ϯ Ữӈ ᴛ͢ Ӯ ʺ ṒΌ ͙ѫ╙ Ⱡ̑  ὡҵ ▓ѻ.10 

ḟ ṅ̐ И −  ̬Ɑ 

Ḣ Ṉ╘ ╬ С̓ Ḋˁ  ♬Ṓᵑ ҅╘ ἌḲʺ ⇔↔ӇѤ ϿṨ Л √  Ӯ Ἄᴛ ѻᵐ ṒΌ ⅝̯ 

ⱳˠ╙ ʺֿב Л √ ᵑ ̯Ṫ Ѥҥ Ợ↔ӈѻ. ⱳֹו╘ ϿṨ Л √ Ϯ ᾎᾅ ╪ ΩṨ 

Л √ Ϯ ᾎᾅ ̓ Ữ ▬↔ Ѥ ̐╪ᶔ ‡Ӱӧּת, ͎ᵙ̆ ϿṨ Л √  ʼ╥ ṒΌ ⅝̯ 

ⱳˠ╪ Ữ╪ ᶔ Ḣג╪̐  Ṉ╙ ⇔↔ ‒ ѻ. ╪ ♥╘ ⱳֹו╪ Ḣ Ṉ Ḥ  ─ ᵑ ˺♬ ̆ 

Ḣ Ṉ̓ ̕ᴐӈ ѻᵐ Л √ ₮ ᾎᾅ ╪ ‡Ӱ⁄ Ḥ Ӈ‡‒ Ѥּת ˺♬ Ѥҥ ҵ∑╙ ͙ל 

─ ⁴ ▬ἛӇ‴ѻ. 

Ḣ Ṉ╥ ל ͙ѫ ַא Ϯʺ Л √ ᴛ ┬░ӇѤ (˿↕⁄ ӻגἌѤ Ό⁄Ἄ ḗ╖ᴛ Ѥ) 

∟ מ ΏѤ תּ ╙ Ѿ Ѥ ˦╪͙ ԅᶷ⁄, Ḣ Ṉ╘ ᶹᵙ♠╬ Л √ ╥ ˿́⁄ 

Ḥ Ӈ‡‒ ѻ. ╪˦╘ ▀ḙ♠╖ᴛ Ḣ Ṉ╪ Л √  ,ᴛᴛ ṪḤӇѤ ṪḤ♩╪Ϯ˿ ױ⁴ ʺ

Ѿ▀ ˿ᴛ Л √ ╬ ˿↕⁄Ѥ ╬ג╬╖ᴛ ἒ ӈѻѤ ˦╙ ╥Ḉ ѻ. ג↕ ӇѤ Л √ ╥ 

˿↕, Ṓ  Ḣ Ṉ╘ ג↕ ᴛ ┬░Ӈ͙ ֹו♣⁄ (˿↕⁄ ӻג ג↕ ₮ ˉ╘ Ѿ⁄) ─ ѻ. 

                                         

9 XML̓ XML Ḣ Ṉ⁄ ҍ  ʺ ♬ṒѤ NIST SP 800-95, Secure Web Services ʺ╪ӥᵑ 

ⱳ /http://csrc.nist.gov/publications/nistpubs) ג ). 

10 ╪ᶉ▀ ṒΌ⁄ ҍ  ʺ ♬ṒѤ NIST SP 800-45 Version 2, Electronic Mail Security  

ʺ╪ӥג╬╙ ⱳ /http://csrc.nist.gov/publications/nistpubs) ג ). 

http://csrc.nist.gov/publications/nistpubs/
http://csrc.nist.gov/publications/nistpubs/
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Ḣ Ṉ╙ ג↕  Ӛ⁄ Ḥ ˭ Ӈᶔ ˁᾎ  ˿ᴛʺ ѥ‡Ϯ˭ Ӈḃᴛ, ╪׳ ᾏ╖ᴛ Ḣ Ṉ╙ 

Ḥ Ѥ ˿↕Ѥ ˞╥ ′ѻ. ӥ≢‡ Ḣ Ṉ ◑ẋ ַא ҍѻὡѤ ג↕  ͙ѫ╙ ʺּ̆ת ▓̆, 

ᾅ─  Л √ ⁄Ἄ Ḣ Ṉ╘ ꜙꜙ ᾅ─  ͎ ▫ ╥ ▀ṨᴛἌ ʺѫ   ᵤ╘ Л √  

Ἕ͎ᶀ ᵑ Ṓ ѻ. 

Ḣ Ṉ╘ ˤỢӇּת Ώ╘ מ ╙ Ḛῷө╪̆, Ḣ Ṉ╥ ♬ ⁄ Ṩ Ѥʺᵑ ╬  , ˺̓⁄ 

ӻג ҿ▬╙ ѻ. (ּמ ,ס ╙ ̓ᾎ ˞Ϯ, Ѿ ˞Ϯ, –ʼ╥ ὡ♬╙ ˞  ̓ᾎ Ѥ 

Ӯ╥ ҿ▬╙ ѻ.) Л √ ╥ ᶛӧ מ ╪ ᶜ♠ּתᵑ ʺּ̆ת ▓͙ ԅᶷ⁄, ♬ מ ╘ ╥ 

ᶜ♠ּת⁄ ͙ḙ ⁴ ὡᵞӈѻ. ╪ ᶷἌ⁄ἌѤ ῷֹו ╬Ӈּת Ώ╘ מ ╪ Ḣ Ṉ╥ "Ṓ Ӈּת 

ΏѤ "╖ᴛ ┬░Ӈ‡ "Ṓ ӇѤ "╖ᴛ ѻ̆ ʺ♬ ѻ. ▀Ṩ Ḣ Ṉ╘ ‚  ᶛӎ╥ 

מ ╙ ╬ ѻ. ₉ᵑ ө‡, ⱳֹו╥ ϿṨ ᵬ⁄Ἄ ╬ С╖ᴛ ϮʺѤ ♬ מ  ╙ ᵢ╙ 

↔ҵᴛ Ḣ Ṉ╪ ἒ♬ӈ ˿↕ᵑ ө ὡ ▓ѻ. ╪ױ  ˿↕, ŗṒ Ӈ̆ ▓Ѥ Ř╘ ΩṨ Л √ ᵑ 

♪ ̆ ▓Ѥ ╙ ╥Ḉ ѻ. 

2 Ṩ⁄ἌѤ ѻ‚  ꜙᵆ╥ Ḣ Ṉ╙ ѻᴶѻ. Л √  Ḣ Ṉ╘ ҍṨṪ ѻὡ╥ NIC ʺ ◑ ӈ 

ӥ≢‡ ◑ ╪ѻ. ᾅ  ͙ḙ Ḣ Ṉ̓ ˌ╬ Ḣ Ṉ╘ Ѿ▀ ⁄Ἄ ̯ҿӇѤ 

ἵ ≢‡ᴛ ̯ἛӇ‡ ▓ѻ. ˌ╬↔ Ḣ Ṉ ◑ẋѤ Ѿ▀ PC Ϯ ἵ͋ᶛ╥ Ợᶴᾒ/◓  Ợᶴᾒ 

Л √ ᵑ Ṓ  ᶜ♠╖ᴛ ἒ́Ӈ‴ѻ. ѻᵐ ꜙᵆ╥ Ḣ Ṉ⁄Ѥ Л √  ᴛּת ╪ώʺ 

′╖ḃᴛ ╪ ♥⁄ἌѤ Л √  Ḣ Ṉ⁄ ַ︡א ѻ. 

Ḣ Ṉ╪ ♠↔ӈ Л √  Ḥ  

͎ᵝ 4 Ѥ ג↕ ᴛ ▬ҿ Ѥ ӥ≢‡ Ḣ Ṉ ◑ẋʺ ἒ ӈ ▀ḙ♠╬ Л √  Ḥ ╥ ₉╪ѻ. 

Ḣ Ṉ╖ᴛ Ṓ Ӈּת Ώ╘ ╘ "WAN"╪ג ᶘᶘӈ Ѿ▀ ˿ᴛ⁄ ♪ἶӇ̆, Ṓ Ӈ̆ ▓Ѥ ╘ 

ŗLAN1Ř, ŗLAN2Ř, ŗLAN3Ř ᴛ ᶘᶘӈ 3 ˌ╥ ˿ᴛ⁄ ♪ἶӈѻ. ╪ Ḣ Ṉ╘ WAN ̓ LAN ˿ᴛ 

Ợ╪⁄Ἄ ג↕  ⁵ ╙ ѻ. 
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͋ᵚ 4 ḟ ṅ ◌Ẉʷ Ἇ Ӆ ʹѻ  ׇ→  И −  

ᵤ╘ ӥ≢‡ Ḣ Ṉ ◑ẋѤ DMZ Ѥҥ, DMZ▓ ̆תּʺ ╙ṬᵙѤ ͙ѫ ג Ѥ ẋᶴ◑ּתҍ╥ 

–▫ᴛ, ♣☺ ַא╬ ̰ʺ Ợ╪⁄ ἐ…ӇѤ ּתҍᵑ ╥Ḉ ѻ. Ḣ Ṉ DMZ ⁄ ҍ  ┬▀  ͙ὥ♠ 

♬╥ʺ Ⱶ◓ ᵣ, DMZתѤ Ώּתּ Ѥ ҍˌ ג↕  Ḣ Ṉ╥ ╬ ╪ᾅᴛ, Ḣ Ṉ⁄Ἄ Ṓ Ӈ̆ 

▓Ѥ ╥ ╬ ╪ᾅ₮ ┬Ợ ѻ. ʺ◑  ╪♩╘ DMZ ₮ Ṓ Ӈ̆ ▓Ѥ ⁄ ─  ѻᵐ 

╬ ╪ᾅ ʼ⁄ ₡̆ ʺѤ מ ҵ ⁵ᾎ Ḣ Ṉ╙ ּתϮ͙ ԅᶷ⁄, Ḣ Ṉ ♬ ╪ ♠↔Ӊ ὡ 

▓ѻѤ ♩╪ѻ. 

͎ᵝ 5Ѥ ╪₉ ╥↕˿ ׳ᴛ, DMZ ʺ Ⱶ◓ Ѥ Ḣ Ṉ╪ ♠↔ӈ Ѿὣ  Л √ ╪ѻ. ╬ С⁄Ἄ 

ө‡₣ מ ╘ Ḣ Ṉ╖ᴛ ᶒ, ╪ מ ╘ Ḣ Ṉ╖ᴛ Ṓ Ӈ̆ ▓Ѥ  ╘ DMZ ⁄ 

─  ᾎᾅ өᴛ ג↕ ӈѻ. DMZ ╥ ᾎᾅ ө̓ Ṓ Ӈ̆ ▓Ѥ ╥ ᾎᾅ ө╘ Ḣ Ṉ╙ 

Ϯᶒ, ἐתּ ♠╖ᴛ Ḣ Ṉ ♬ ╪ ♠↔Ӊ ὡ ▓ѻ. 
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͋ᵚ 5 DMZ ʷ ♅↑Ӆ ḟ ṅ 

ҍṨṪ╥ Л √  ̯ⱳѤ ́ ♠╬ҥ, ╪Ѥ ΩṨ⁄Ἄ ┬░ӇѤ Ѿ▀ ˿ᴛʺ ϿṨ Л √ ᴛ 

ө‡ʺᶔἌ ѻὡ╥ ˿ᴛᴛ Ϯы‡ֿבѻѤ ˦╙ ╥Ḉ ѻ. ͎ᵙ̆ ҍˌ ˿ᴛʺ Ϯы‡ּתѤ ̐⁄ 

Ḣ Ṉ╙ Ḥ Ѥ ˦╪ ʺ◑ ̓♠╪ѻ. ╪Ѥ Ḣ Ṉ╙ "ΩṨ"╬ּת "ϿṨ"╬ּת ̆Ḋ  ⅝ʺ 

′Ѥ ̐⁄ Ḥ  ὡ ▓ѻѤ ◑♩╪ ▓ѻ. ͎ױϮ, ϿṨ╥ ө╙ ѻᵐ өᴛṨ  

Ṓ ᴎѤ ˿↕ ᴀ ʺᴛ ϿṨ Ḣ Ṉ╙ Ṓ┬ ‒  ԅҵ ▓╙ ὡ ▓ѻ. 

ᵣ– ‡Ԑ Л √ ╥ ̯ⱳʺ ́ Ώѻᶔ, ᶛӧ Л תּ╪♠ √ ╥ ░̯⁄ ҿ▀  Ḣ Ṉ ♬ ╪ 

♠↔Ӈ‡‒ ѻ. ҍṨṪ╘ Л √ ᴛ ┬░ӇѤ ˿ᴛʺ ϮỎ╪ּתᵣ, ♣  ♬ ⁄Ἄ ↔  תּ

ΏѤ Ḣḹ╖ᴛ ▐ᾎ Л √ ad-hoc network  ┬░ ˿ᴛᵑ ᵣӥѤ ˿↕ʺ ▓ѻ. ╪ ԅ ♠♥ ˭ ἒ♬ӈ 

Ḣ Ṉ╪ ░̯⁄ Ḥ Ӈּת Ώ╘ Ữ ᴛ⁄Ἄ ѾӇѤ ὡỮ˿ ░┬ ל ,ᶔג מ  ╪ ѻᵐ 

˿ᴛᵑ ⁴ Л √ ⁄ ┬░Ӊ ὡ ▓ѻ. 

͎ᵝ 6 ╥ Л √ Ѥ ͎ᵝ 4 ╥ Л √ ₮ ┬Ợ ᵣ,  Ợ↔▫ʺ LAN2תּ  ╙˺⁷ ╪′ ד ⁄

ʺ ₄ѻѤ ♩╪ ѻᵎѻ. ╪˦╪ ↕⁷  ╪∕⁄Ἄ ⇔₅ ̆ ▓Ѥ ᶴἐ ᵬ⁄ ⁷˺ӈ ˿↕▀ 

ὡҵ ▓̆, Ḣ Ṉ╥ ♬ ♬ ╙ ᴎ̆ ╥ҵ♠╖ᴛ ʺ  ⁷˺▀ ὡҵ ▓ѻ. ╪┬ʺ ‡  

Ӈ‴ӧ, ╪ ⁷˺ ԅᶷ⁄ Ḣ Ṉ╙ ּת Ώ̆ҵ Л √ ᵑ ʺᴛֿױפ LAN1, LAN2, LAN3 ⁄ 

♪͐ Ѥ ˦╪ ʺѫ Ɑѻ. 
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͋ᵚ 6 №ṥᴘ ѡ ♫ 2 ╢ ⁴˷╧ ʷӅ И −  

ѻὡ╥ Ḣ Ṉ ́ ╪ ♠↔ӈ ̯ⱳ 

Ḣ Ṉ╘ Л √  ‡Ӱ⁄Ϯ Ḥ Ӊ ὡ ▓ѻ. ▀ḙ♠╖ᴛѤ Ḣ Ṉ╪ ᶹᵙ♠╬ Л √  ˿́⁄ 

─ ̆, ͎ᴀ╖ᴛᾬ Ḣ Ṉ╥ ‚ ⁄ "Ό "̓ "ḕʹ Ѥ ˌШ╙ ỸἛג╪ " ᵣ, Лתּ √  

̕ᵙ▫ʺ Л √  ϿṨ⁄ ʺ♠╬ ˿́ᵑ ̯  ὡҵ ▓ѻ. ѻὡ╥ Ḣ Ṉ ́ ╙ ╪↔ ⁴ 

ꜙᾔ Ḣ‡ defense-in-depth ᵑ ̯ Ѥ ˦╘ δ  ▀╪ѻ. ╪Ḉ  ⁄Ἄ ᾅ  ͙ḙ Ḣ Ṉ╪ 

ἒ ӈ ᾅ  ḕᴛ  ⁄ ˿́ᵑ ᵣө̆ Л √  ̯ⱳ⁄ ʺ♠╬ Ḣ Ṉ ♬  ︡ ╙ ʺ Ѥ 

₉ᵑ ѻᴶ ♠╪ ▓ѻ. ѻὡ╥ Л √  Ḣ Ṉ ́ ╙ Ợ↔ Ѥ ˦ ⁵ᾎ  ͙ḹ╪ѻ. 

ѻὡ╥ Л √  Ḣ Ṉ ́ ╙ ⅝ᴛ Ѥ ▀ḙ♠╬ Ữ ╘ ϿṨ Ợ↔▫ᵡѻ ṒΌ Ӯ͕╪ Ἄᴛ 

ѻᵐ ˿↕╪ѻ. ₉ᵑ ө‡, ⱳֹו⁄ἌѤ ́ ṨἌ₮ ̕ᴐ╪ ′Ѥ Ợ↔▫ʺ ́ ̕ᴐ 

ҥ╪ ḽ╪ᾅᵑ ⁸ז  ὡ ′ҵᴜ Ṓ ̆ ᾘ╙ ˦╪ѻ. ╪Ѥ ╬ С╖ᴛṨ ╥ ▀ḙ♠╬ 

♪͐╙ ᵢ͙ ─  Ḣ Ṉ╙ Л √  ˿́⁄ Ḥ ̆, ʺ♠╬ Ḣ Ṉ╙ ́ ṨἌ Л √ ╥ 

˿́⁄ Ḥ Ѥ Ḣḹ╖ᴛ ̯  ὡ ▓ѻ. ϿṨ Ḣ Ṉ╘ ́ ṨἌ Л √  ϿṨʺ ῷѳ ѻᵐ 

Ợ↔▫╥ ́ ҥ╪ ḽ╪ᾅ ἌḲ ♪͐╙ ᶛӎ Ѿ  ὡ ▓ѻ. ͎ױᶔἌ ́ ṨἌ Л √ ╥ 

ѻᵐ ▫∟⁄ Ⱡ ♠╬ ♪͐╙ ↔ Ѥ ˦ҵ ʺѫ ѻ. 

Л √  ϿṨ⁄Ἄ Ḣ Ṉ╙ ⇔↔ Ѥ ֞ ѻᵐ ▀ḙ♠╬ Ữ ╘ ⱳֹו ἵἶ╪ ῷѳ Ḣᶷ▫╥ 

╬ С ♪ἶ╪ ⅝  ˿↕╪ѻ. ᵤ╘ ⱳֹוө╘ Л √  ϿṨ⁄ ᶴἐ AP ᵑ ⇔↔ ᶔἌ ╬ С 

♪ἶ╙ Ḣᶷ▫⁄˭ Ⱡ̑ ̆ ▓ѻ. ʻ AP ₮ ϿṨ Л √  Ợ╪⁄ ─  Ḣ Ṉ╘ Ḣᶷ▫ʺ 

ⱳֹו ̯Ἓ∟̓ ֟ˉ╘ ̾ ╖ᴛ ᴛ  Л √ ⁄ ♪͐  ὡ ′ҵᴜ Ѿ ѻ. 
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╪Ḉ ˿́ Ḣ Ṉ╪ Ḥ ӈ Л √ ⁄ ʺ♠╖ᴛ Ḣ Ṉ╙ Ḥ Ѥ ̓♬⁄Ἄ ḛỸ  ὡ ▓Ѥ 

ṒΌ ₡ᵆᵑ Ḣּת ᴎᶔ ♇  ́  ὡᵞ̓ ♬  ⱳʺ ⅝ ѻ. ϿṨ Ḣ Ṉ ♬ ╙ ἒ́  

ԅ, ̕ᵙ▫Ѥ ◄ᶣӈ ♬  ἐ♬╖ᴛ ╬ Ӊ ὡ ▓Ѥ ˺̓ᵑ Ỹʻמ   ṛ‒ ѻ. ₉ᵑ ө‡, 

ϿṨ Ḣ Ṉ ̕ᵙ▫ʺ ΩṨ Ḣ Ṉ╪ ╪Ḉ ♬ מ ╥ ϿṨ Ḣ Ṉ ҵҀ ᾎҵᵑ Ѿ ̆ 

▓ѻ̆ ʺ♬ ̆ Ṋѻᵐ ⱳ ᵑ ּת Ώ╘ Ữ ⁄Ἄ, ⁄ ΩṨ Ḣ Ṉ ̕ᵙ▫ʺ ̕ᴐ ♬ ╙ 

ὡ♬ ˭ Ӊ ˿↕, ϿṨ Ḣ Ṉ Ӛ⁄ ▓Ѥ ᾅ ө╘ ʺ♠╬ ─ ⁄ ͎ҍᴛ Я Ӈ‡ Ḳᵜ ὡ 

▓ѻ. ╪ױ  Ợ ᵑ Ḣּת ᴎᶔ ˌṊ ϿṨ Ḣ Ṉ ♬ ⁄, ΩṨ Ḣ Ṉ ♬ ϿṨ Ḣ אַ  Ṉ̓ 

̕ᴐ╪ ▓Ѥ ṨṪ╙ ͎ҍᴛ ṓⱠ ⁴ ♠↔ ᶔ ӈѻ. ᵣ– Ḣ Ṉө╪ ▫ҿ♠╖ᴛ ♬ ╙ ҿ͙  

ᾎ  ὡ ′╙ ˿↕ ╪ױ  ▬‰╘ ᵰ↕ ‡ᴎ√ּתѤҥ,  Ḣ Ṉ╪ ҿ▀  ⱠⱳỢ⁄Ἄ Ⱡⱳӈ 

˦╪ ῷѳ ˿↕ ╪׳ Ữ ╪ ˭ ḛỸ ѻ. 

ѻὡ╥ Л √  Ḣ Ṉ ́ ╙ Ợ↔  ԅ  ḛỸ Ѥ ֞ ѻᵐ ᶷⱠѤ Ḣ Ṉ ᶷⱠᵑ 

♠ ͙ җ ‡ᴎ√ֿבѻѤ ♩╪ѻ. Ợ↔▫₮ ἌḲ Ợ╪⁄ Ѿ Ϯ╥ Ḣ Ṉᵣ ἒ ӈ Ữ ⁄Ἄ 

Ợ↔▫ʺ ἌḲ⁄ ♪ἶ  ὡ ′ѻᶔ, ҉ Ḣ Ṉ╥ ᴛ͎ᵑ ♩ˤ ⁴ ♪ἶ ↔ ⁴Ṩᵣ ╬ ᶔ 

Ợ ʺ ὺ˭ ˺ӈѻ. ͎ױϮ ѻὡ╥ Ḣ Ṉ╪ ⁷̕Ӈ‡ ▓╙ ˿↕, ̕ᵙ▫Ѥ ᶛӧ Ḣ Ṉ╥ 

ᴛ͎ᵑ ὣἌҍᴛ ╬ ᶔἌ ‡Ѣ Ḣ Ṉ⁄Ἄ ᶷⱠʺ ᾎ▬Ӈ‴Ѥּת ╬ ‒ ͙ ԅᶷ⁄ ╪ 

▬‰╘ җ ṓ◌   ╥ѻ. ѻὡבֿ ᵙ ╪Ἢ ́  ˭╪ ≢╪(Application Layer Gateways, ALG)̋  

ἒ ӈ ˿↕⁄Ѥ җ ̊  ῷ Ѥҥ, ʻʻ╥ ALGתּ ʺ ᶉᾎּתᵑ ṉ˿ ᶔἌ ӰḲ͢╙ җ↨ җ 

‡ᴓ˭ ᵣө͙ ԅᶷ╪ѻ. 

ḟ ṅ ♩  

Ḣ Ṉ ♬ ╘ Ḣ Ṉ╪ ⱳֹו╥ ♬Ṓ ṒΌ ♬ ⁄ ͙ḙ ⁴ ♬ IP ἵ, IPל ἵ Ḹ─, ᴛל , 

  ᵙ ╪Ἢ,  ꜙᵆ(₉ᵑ өᶔ,   Ẅ )⁄ ҉ Ѥ Л √ מ  ╙ ‡֒˭ 

ѻᴴ‡‒ Ѥּת ᶘᾎ ѻ. Ḣ Ṉ ♬ ╪ ὡᵞӇ͙ ♣⁄, ⱳֹו⁄Ἄ ⅝ᴛ Ѥ מ  ꜙᵆᵑ 

ᶜᴜ╖ᴛ ᵣө̆ ‡֒˭ Ṓ Ӈ‡‒ Ѥʺ Ṫᵆᵑ Ϯы̆, ‡Ԏ  ꜙᵆ╥ מ ╪ ‡Ԑ 

ⱳˠ⁄Ἄ Ḣ Ṉ╙ ̓  ὡ ▓Ѥּת ἒ♬ ᴎᶔ ─  ṪἍ╪ ἐ Ӈ‡‒ ѻ.11  ─  ṪἍ╘ 

                                         

11 ─  ʺᵑ ὡ ̆ ᵙᾅ ᵑ ᵣӥѤ ̓♬⁄ ҍ  ▫Ἕ  ἒᶘ╘ ╪ ᶷἌ⁄Ἄ …͕  תּ

ΏѤѻ. җ ῼῷṒᴎᶔ NIST SP 800-30, Risk Management Guide for Information Technology 

System̓ SP 800-18 Revision 1, Guide for Developing Security Plans for Federal Information 

Systems ᶷἌᵑ ⱳ /http://csrc.nist.gov/publications/nistpubs) ג ). 

http://csrc.nist.gov/publications/nistpubs/
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─ , –♩, –♩ ₰ ᵑ ─  ҍ , ᾎᾅ ╪Ϯ ҥ╪ ʺ ˁ₀Ӈ‴╙ ˿↕╥  Ӯ⁄ ҍ  

ʺᵑ ͙ḙ╖ᴛ ֿב Ӈ‡‒ ѻ.  

Ựᴛ⇔ ̑˶ Ḣḹ╪Ϯ –♩╪ ́ἶ ḛỸ ̆ ⱳֹו⁄Ἄ Ợ↔ Ѥ Л √    ᵙ ╪Ἢ╥ 

⅝̯ʺ ṉ  ὡ ▓͙ ԅᶷ⁄, Ḣ Ṉ ♬  ᴛ ̕ᵙӇ̆ ˔ᾐӇ‡‒ ѻ. ╪ ̓♬⁄Ἄ╖♠͙ל ╘

Ḣ Ṉ ᴷἥ╙   ᵙ ╪Ἢ ᵰ ᵚᾅ₮ ẋ̪  Ṗ ὡ ▓╖ḃᴛ, ⸗ җ ˤּש ʺѫ  Ҝ ʺױ⁄ ̆

ḛỸ Ѥ Ḣ Ṉ ᴷἥ ἒ♬ ♥ ʺ Ӊ ὡ ▓ѻ. ͎ᵙ̆ ᴷἥ ṉ˿ Ợ ╙ ‡֒˭ ͙ᴜ ‒ 

Ѥʺ⁄ ҍ  ▫Ἕ תּ  ҵ ♬ ⁄ ‒ ѻ. 

▀ḙ♠╖ᴛ, Ḣ Ṉ╘ Ḣ Ṉ ♬ ⁄ ╥  ᶘᾎ♠╖ᴛ ↔Ӈּת Ώ╘ ᶛӧ ╬ḕ⇔ӥ/ῷ∕ḕ⇔ӥ 

מ (ⱳֹו⁄Ἄ ⅝ᴛ ּת ΏѤ מ )╙ Ѿ ‒ ѻ. "͙ṕ♠╖ᴛ Ṭ deny by default  ̆ג "

ṬᵙѤ ╪ Ḣᾏ╘ ̑˶ ─ ╙ ˁἵᾎ  Ỏᵣ ῷѱג ⱳֹו╥ Л √ ⁄ ˢᵙѤ מ  Ṩ ᵑ 

ὡ ▓ѻ. ᾅ ▀ת , Л √ , ᴛ ,   ᵙ ╪Ἢ╪ Ỹ♠╖ᴛ ⁵ҿ♠╪̆ ѻ‚ ͙ 

ԅᶷ⁄, ŗ͙ṕ♠╖ᴛ Ṭ Ř Ḣᾏ╘ ᶘᾎ♠╖ᴛ ּ͔ת מ Ώ╘ ᶛӧ תּ ╙ ̓ᾎ Ѥ Ḣᾏ⁄ 

ẋ ⁴ ΅ җ Ό♣  ♪͐ Ḣᾏ╪ѻ. 

ṕ ♥╥ Ϯᵾּת ṨṪ⁄ἌѤ ‡Ԑ ꜙᵆ╥ מ ╪ ѾӇ‡‒ Ѥʺ⁄ ҍ  ▫Ἕ  ♬Ṓᵑ 

Ⱡ̑ ѻ. 4.1 ṨѤ IP ἵ₮ IP Ἓ⁄ ͙ḙל   ᵠ̓ Ữ  ͙ḙ ˁᾎ ♬ ╙ ѻᴴᶒ, 

4.2Ṩ⁄ἌѤ   ᵙ ╪Ἢ מ ⁄ ̕ᴐӈ ♬ ╙ ѻᴶѻ. 

IP ἵ₮ ᴛל ⁄ ͙ḙ  ♬  

Ḣ Ṉ ♬ ╘ ⅝  IP ᴛ ᵣ ̓ᾎ ҵᴜ ‒ ѻ. לᴛ Ợ↔ӇѤ IP ᴛ ╥ 

₉ᴛѤ ICMP (1), TCP (6), UDP (17)̋  ▓ѻ. (̖  Ό╥ Ὠ▫Ѥ IP ᴛ ⁄ ҉ӈ Ḵ ╪ѻ.12) 

IPsec ESP Encapsulating Security Payload  (50), AH Authentication Header ↕ג ,(51)   ᴛ  ˉ╘ ѻᵐ IP 

ᴛ  ⁵ᾎ Ḣ Ṉ╙ ̓ ҵᴜ ἒ♬  ὡ ▓ѻ. Ḣ Ṉ ♬ ╘ ᴛ  Ợ↔╙ ∟ Ѥ 

ⱳֹו Ͽ╥ ♬ ᾅ ₮ Л √ ᵣ ↔ ҵᴜ ҍ  ̯ ♠╖ᴛ ἒ♬Ӈ‡‒ ѻ. ⅝  

ᴛ ᵣ ↔ ̆, ͎ Ω ᶛӧ Ṭ ⅝  IP ᴛ ╘ ͙ṕ╖ᴛ Ѿ ѻ. 

IP לἵ₮ ͙  IP Ἓ 

                                         

12 IP ᴛ  Ḵ  ҉╘ http://www.iana.org/assignments/protocol -numbers ⁄ ♬╥Ӈ‡ ▓ѻ. 

http://www.iana.org/assignments/protocol-numbers
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Ḣ Ṉ ♬ ╘ ♠♥  ḛּת ḓ ᶜ♠ּת IP לἵᵣ Ợ↔Ӈҵᴜ ʺ ⁴‒ ѻ. IP לἵ⁄ 

ҍ ἌѤ ῷמ Ợ ╙ ѻ. 

Â Ḣ Ṉ╥ ─ ₮ ́̕′╪ ₤ḕᵎּת Ώ╘ ḛּל תἵϮ ᶜ♠ּל תἵᵑ ʺֿמ ב ╘ 

ḙӥᾎ ѾӇ‡‒ ѻ. ẋ̪♠ ˭ Ợ↔ӇѤ ₤ḕᵎּת Ώ╘ IPv4 לἵѤ 

127.0.0.1(ᴛ ᾅ ἵ)₮ 0.0.0.0(▀Ṩ ⇔₅ל  Ⱡ⁄Ἄ ᴛ ᾅ Ϯ Ẅᴛӥ ᾅ  

ἵѤ Лל ἵᴛ ╬ᾏ)╪ѻ. ╪ ӎל √ ⁄Ἄ ▀ḙ♠╬ ↔ҵᴛ Ợ↔ӇѤ לἵʺ ῷѱѻ. 

Â ₤ḕᵎּת Ώ╘ ḛּל תἵᵑ ʺֿב ╬ḕ⇔ӥ מ ╪Ϯ ₤ḕᵎּת Ώ╘ ᶜ♠ּל תἵᵑ 

מ ῷ∕ḕ⇔ӥ בֿʺ ("ΩṨ" לἵ)╘ Л √  ˿́⁄Ἄ ѾӇ‡‒ ѻ. ╪ױ  

מ ╘ Ṓ  ᵳ≢‡, ṉⱳ, DoS ̑˶, ╘ ◄ᶣ ἒ♬ӈ ◑ẋ⁄ ╥  ┬ḛӈѻ. 

₤ḕᵎּת Ώ╘ ΩṨ לἵ╥ ₉ ַא ӎ ʺּתѤ ѻ╛̓ ˉѻ: 

ŕ RFC 1918⁄ ♬╥ӈ Ḹ─ Ό⁄ ▓Ѥ IPv4 לἵ. ╪ לἵ ҍ⁵╘ Ợἒ Л √ ↔╖ᴛ 

҉Ӈ‡ ▓ѻ. לἵ Ḹ─Ѥ 10.0.0.0Ṩ  ,(10.0.0.0/8) ת10.255.255.255ּͥ 

172.16.0.0Ṩ 192.168.0.0Ṩ ,(172.16.0.0/12) ת172.31.255.255ּͥ   

 .ѻ(192.168.0.0/16)ת192.168.255.255ּͥ

ŕ IANA Internet Assigined Numbers Authori ty ⁄Ἄ Ⱡ♬  ҉ Ḹ─ Ό⁄ ′Ѥ לἵ. 13  ױ⁴ 

Ѿ ⁄Ἄ bogon ᵙᾅ (╬ С⁄Ἄ ┬ ἵ Ḹ─ᵑ ᶘᾎל ╘Ώ תּ  ᶜᴜ)ᵑ 

Ḥ 14 Ѥҥ, ╪ᵑ ╪↔ ᶔ ⱳֹו⁄Ἄ ₤ḕᵎּת Ώ╘ IPv4 לἵᵑ ᵠ Ѥҥ 

ҵ∑╪ ӈѻ. ᵍ  Ѿ ⁄Ἄ Ḥ Ѥ Bogon ᵙᾅ Ѥ IANA ⁄Ἄ ҉ Ѥ IP 

Ḹ─ᵑ ͛Ḍ ˭ ᶛѱ ᵠ ᶔἌ ᵣө‡Ёѻ. ╪ױ  ᵙᾅ ө╙ ͙ḙ╖ᴛ מ ╙ 

Ѿ  ˿↕, ḙӥᾎ 1 ל  ╪Ữ ᵙᾅ ᵑ ‰ҥ╪ ‒ ѻ. ‰ҥ╪ ⁄ ἵ  

˿↕, Ợ↔▫ʺ Ựᴛ ᵣө‡ֿב ḹ♠╬ Ợ╪ ⁄ ♪ἶ ᶣ תּ Ѥ Ữ ╪ ḛỸ  ὡ 

▓ѻ. 

Â ┬░ӇѤ מ ┬ ,ἵ╪˞Ϯל ἵʺ Ợἒל תּ♠ᶜ אַ  ӇѤ מ  ʺἵל תḛּ אַ 

Ợἒ לἵ╬ ˿↕("ΩṨ" לἵ), ҉ מ ╘ Л √  ˿́⁄Ἄ ѾӇ‡‒ ѻ. 

Л √  ˿́⁄ ─  ◑ẋѤ Ợἒ לἵᵑ ʺֿב ϿṨ ᾅ ʺ Л √  ˿́ᵑ  

                                         

13 IPv4 לἵ Ḹ─ ҉ ᶜᴜ╘ http://www.iana.org/assignments/ipv4 -address-space⁄Ἄ, IPv6 

҉ ᶜᴜ╘ http://www.iana.org/assignments/ipv6 -address-space⁄Ἄ ╬  ὡ ▓ѻ. 

14 bogon ᵙᾅ ᵑ Ḛ╙ ὡ ▓Ѥ ̐ ַא ϮѤ http://www.cymru.com/Bogons/index.html ╪ѻ. 

╪ Ợ╪ Ѥ IP לἵ ᵠ⁄ ҍ  ʺ♠╬ ♬Ṓҵ ̆ ▓ѻ. 

http://www.iana.org/assignments/ipv4-address-space
http://www.iana.org/assignments/ipv6-address-space
http://www.cymru.com/Bogons/index.html
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ΩṨ₮ ̪ᵆ  ὡ ▓ҵᴜ לἵ Ḵ⁵ Ἄẋᾅᵑ ὡ  ὡ ▓ּתᵣ, Ợἒ לἵʺ Л √  

˿́ ḗ╖ᴛ ┬ Ӈ‡ἌѤ Ό ӈѻ. 

Â ᶜ♠ּל תἵʺ Ḣ Ṉ╬ ┬░ מ ╘, Ḣ Ṉ ▫ ʺ Ἄẋᾅᵑ Ⱡ̑   ╘Ώ תּ▓ ̆

(ʺᴖ Ḣ Ṉ╪   ᵙ ╪Ἢ ᴜᾎᴛ ͙ѫ  ˿↕) ḙӥᾎ ѾӇ‡‒ ѻ. 

ѻ╛ ꜙᵆ╥ מ ҵ Л √  ˿́⁄Ἄ Ѿ ‒ ѻ. 

Â IP ḛּג ת↕  ♬Ṓᵑ  מ Я ╪ ׳╪ . Ӈᶔ ḛּתᴛṨ  ᶜ♠ּתּͥת 

↕ג ӇѤ ̓♬╙ ῼῷЂ ὡ ▓ѻ. ╪Ѥ ̑˶▫ᴛ ⁴͔ Л √  ṒΌ Ⱡᵑ 

↕ Ѥ ╙ ̯ ҵᴜ ↔  ʺѫἛ╪ ▓ѻ. IP ḛּג ת↕  ╥מ͐ ╘

◑ẋ⁄ἌѤ ˞╥ Ợ↔Ӈּת ΏѤ ͙ὥ╪̆, ╬ С⁄Ἄ ╪ᵑ Ợ↔ Ѥ ╞↔ ᴛ͎ע╙ 

 .җ↨ өѻ ה͙

Â ѻ╪ᴇ ӈ Ẅᴛӥ ᾅ ἵ(Ẅᴛӥל  ᾅ  ѻᵐ ἌẄС⁄ ▓╙ ԅ)ᵑ ₮תἵʺ ḛּל 

מ  . ‡Ԑ ᾎᾅ ╪ӧ ѻ╪ᴇ ӈ Ẅᴛӥ ᾅ ⁄ ҍ  ╞҆╖ᴛ, ḛּת 

ᾎᾅ  ҍᾐ ḛּת⁄Ἄ ּת♬  ᾎᾅ ╖ᴛ ҆ᾐ╙ ṒϿ˭ ӈѻ. ╪ױ  ө╘ DoS 

̑˶╙ ᶜ♠╖ᴛ ˞ҍ  Л √ מ   " "╙ ▀╖  ԅ Ợ↔Ӊ ὡ ▓ѻ. 

Л √  ˿́ Ḣ Ṉ╘ ΩṨ Л √ ⁄Ἄ ♪͐╪ ʺӇ‡ἌѤ Ό ӇѤ Л √ Ϯ ᾅ ⁄ 

ҍ  ᶛӧ ┬░ מ ╙ Ѿ ⁴‒ ѻ. ╪ױ  Ḣ Ṉ╘ ⱳֹו╥ Л √ ₮ ᾅ  ΩṨ אַ 

Л √ ₮╥ ♪͐╪ ↔Ӈּת Ώ╘ Л √ ₮ ᾅ ⁄Ἄ ΩṨᴛ Ѥ ᶛӧ מ ╙ 

Ѿ ⁴‒ ѻ. Ṓ  Ḣ Ṉ IP ♬  ὡᵞ ̓♬⁄Ἄ ‡Ѣ לἵʺ ѾӇ‡‒ Ѥּת ˺♬ Ѥ 

̓♬⁄ ᾎʼ╙ ʺ◑ ᵤ╪ ἵᶛ ѻ. ╪Ѥ ֞  ʺ◑ ₡ᵆʺ ḛỸ  ʺѫἛ╪ и╘ ṨṪ╬ҥ, 

∟ ṉ גӻ ⁄϶תּ ╪ἵʺ ᾎʼל Ώ╘ ҍỮ╥ IP תּ ͙ ԅᶷ╪ѻ. 

IPV6 

IPv6 Ѥ IP ╥ Ự Ḳ♣╖ᴛ, ͐ ͕ἶ ˭ Ṓ͕Ӈ̆ ▓ѻ. IPv6 ╥ ϿṨ ᵶ̓ לἵ╥ ͝╪ʺ 

IPv4 ╥ ͎˦̓Ѥ ᵰ↕ Ữ╪ ᵣ ͎ Ω ͙ѫ╘ ҍṨṪ ╪♣̓ ┬Ợתּ ᶒ, ▀ṨѤ Ḣ Ṉ̓ 

̕ᴐ╪ ▓ѻ. IPv4 ⁄Ἄ IPv6 ᴛ ʺᶔἌ Ҁתּתּג Ώ╘ ͙ѫ╥ ˿↕, Ḣ Ṉ╘ ֟ˉ╪ ▬ҿ ‒ 

ѻ. ₉ᵑ ө‡, Ḣ Ṉ⁄Ἄ ᶘᾎ♠╖ᴛ ↔ ┬ ,░┬ Ώ╘ ᶛӧ תּ מ  ╙ Ѿ ҵᴜ 

ἒ♬Ӈ‡ ▓ѻᶔ ҉ מ ╪ IPv4╬ּת IPv6╬ּ⁴ תṨ₮Ѥ ́̕′╪ Ѿ╪ ╪ᴴ‡ⱨ‒ ѻ. 

╪ ᶷἌᵑ ▬Ἓ ̆ ▓Ѥ ◓, ▀Ṩ Ḣ Ṉ Ⱡ ╘ IPv6 מ ╙ ♣  ᵙ ᶣ תּ ѻ. ▀Ṩ 

Ḣ Ṉ╘ IPv6 ╙ Ⱡ ♠╬ Ḣḹ╖ᴛᵣ ᵠ  ὡ ▓ѻ. ѻᵐ Ḣ Ṉ╘ IPv6 מ ҵ 
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IPv4 ₮ ˉ╘ ὡר╪Ϯ ֿפᴛ ᵠ  ὡ ▓ѻ. ⱳֹו ϿṨᴛ IPv6 מ ╪ ⱳ͔╪גҵ ┬░Ӊ 

ʺѫἛ╪ ▓Ѥ ⱳֹו╘ ḙӥᾎ ╪ױ  ꜙᵆ╥ מ ╙ ᵠ  ὡ ▓Ѥ Ḣ Ṉ╙ ⅝ᴛ ѻ. 

ױ╪  Ḣ Ṉө╘ ḙӥᾎ ῷמ╥ ѫᴏ╙ Ṓ┬ ‒ ѻ. 

Â Ḣ Ṉ╘ IPv4 לἵᵑ Ợ↔ Ѥ ᶛӧ ᵠ ͋ ⁄Ἄ IPv6 לἵᵑ Ợ↔  ὡ ▓‡‒ 

ѻ. 

Â ̕ᵙ ╬ ╪ᾅѤ ̕ᵙ╥ ╥ᵑ ─ ⁴ IPv4 ͋ ╙ IPv6 לἵ⁄ ṓⱠ  ὡ ▓ҵᴜ 

∟תּ ‒ ѻ. 

Â ᵣ▀ Ḣ Ṉ╪ ҵᶉ╬ ╪ᵒҵ DNS ⱳ ᵑ ╪↔ ⁴ ᵠ  ὡ ▓ѻᶔ, IPv4 ⁄Ἄ 

Ợ↔ Ѥ Aᴆ ӥ₮ ˉ╘ Ḣᾏ╖ᴛ AAAA(Ipv6 לἵ ᴆ ӥ)ᵑ Ợ↔ ‒ ѻ. 

Â Ḣ Ṉ╘ RFC 4890(Ḣ Ṉ⁄Ἄ╥ ICMPv6 ᶉᾎּת ᵠ  Ợ )⁄ ᶘᾎӈ ҍᴛ 

ICMPv6ᵑ ᵠ  ὡ ▓‡‒ ѻ. 

Â ᵤ╘ Ợ╪ ⁄Ἄ IPv6 ╙ IPv4 ⁄ Вᵠ Ἄ ♣Ἶ ѻ. ╪ Ḣḹ╘  IPv6 ᵑ 

ᾎ ♠╖ᴛ ♠↔ ̆ ▓Ѥ Ợ╪ ө⁄Ἄ ˭ Ợ↔ӇѤҥ, ISP ᴛṨ  Л╪ Ẅ IPv6 

ṉ ͙ transit ᵑ Ⱡ̑ḚѤ ˦Ṓѻ v6-to-v4 В╙ ╪↔ ⁴ IPv6 לἵᵑ ṉ Ѥ ˦╪ 

΅ ὺ͙ ԅᶷ╪ѻ. ╪ ̓♬╙ ὡ Ѥ Ḣᾏ╘ ⁴תּʺ ױʺ Ⱶ◓ ᶒ Вᵠ ר 

⁵ᾎ ́ἶ ּשʺ ̆ ▓ѻ. ᵣ– Ḣ Ṉ╪ IPv4 ╥ ᵑ ˤỢ  ὡ ▓ѻᶔ, 

Ḣ Ṉ╘ ҉ ⱳֹו⁄Ἄ ‡Ԑ Ḣᾏ╥ Вᵠ Ḣᾏ╙ Ợ↔ җגҵ Вᵠ ӈ מ ╙ 

ˤỢ  ὡ ▓‡‒ ѻ. ͎ױḃᴛ ⱳֹו⁄Ἄ IPv6 מ ╥ ┬░/┬ ╙ Ѿ  ᶜ♠╖ᴛ 

Ḣ Ṉ╙ ⇔↔ ̆ ▓ѻᶔ, ҉ Ḣ Ṉ╘ ᶛӧ ꜙᵆ╥ v6-to-v4 Вᵠ╙ ╬ᾏ ̆ 

Ѿ  ὡ ▓‡‒ ѻ. 

IPv6 Ợ↔╙ ʺ Ѥ Ḣ Ṉ╥ ˿↕, ₤ḕᵎּת Ώ╘ ḛּתϮ ᶜ♠ּת IPv6 לἵᵑ ʺֿמ ב ╘ 

…ⱠϮ ѾӇ‡‒ ѻ. ╪˦╘ ₤ḕᵎּת Ώ╘ IPv4 לἵᵑ ʺֿמ ב ╙ Ѿ Ѥ ˦̓ 

┬Ợ ѻ. ּתּ͔ͥת IPv6 לἵṒѻ IPv4 לἵ⁄Ἄ ₤ḕᵎּת Ώ╘ לἵ╥ ᶜᴜ╙ ᵣӥѤ ▀⁄ җ 

ᵤ╘ Яᴏ╙ ͙∂⁴ ₵͙ ԅᶷ⁄, IPv6 ↔ Ѿ ҍỮ לἵ ᶜᴜ╙ ̯ Ѥ ˦╪ ‡ᴎ∂ ὡ ▓ѻ. 

˭ѻʺ IPv6Ѥ Л √  ̕ᵙ▫ᴛ ⁴͔ ҉ Ḛ╘ Ḹ─ Ό⁄Ἄ ѻ‚  Ḣᾏ╖ᴛ לἵᵑ Ḥ♬  

ὡ ▓˭ רѻ. ӻגἌ  ⱳֹו⁄ ҉ӈ ♬  ╥ˌἵ Ḹ─ Ό⁄Ἄ ͒▫ ͎ҍᴛ ὡ ⱳל 

┬ ◓ἵʺ Ⱶל Ώ╘ IPv6 תּ  ὡ ▓̆, ͏  ἵὡᵣ╪ ₤ḕᵐ לἵ▀ ὡ ▓ѻ. ╪׳ ╪┬ 

ԅᶷ⁄, ┬ ἵ ᶜᴜ╘ IPv4 ᶜᴜ⁄ ẋל Ώ╘ IPv6 תּ ⁴ ΅ җ ἝἝ  ᶜᴜ╪‡‒ ѻ. 

↔IPv6 ᶜᴜ╙ Ợ ׳╪ Ѥ Ḣ Ṉ ͋ ╘ IPv4 ᶜᴜ╙ Ợ↔ Ѥ Ḣ Ṉ╥ ˿↕⁄ ẋ  ̓ʺ 

♠╙ ˦╪ѻ. 
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TCP₮ UDP 

TCP ₮ UDP Ѥ ╞↔ ᴛ͎ע⁄Ἄ Ợ↔ӈѻ. ╞↔ ᴛ͎ע ἌḲѤ ▀ḙ♠╖ᴛ ̆♬ӈ TCP/UDP 

ᵑ Ợ↔ ѻ. ḙᶔ ╞↔ ג╪… Ѥ ▀ḙ♠╖ᴛ ̛Ḹ─ ↔ᵑ Ợ ╥╥▐ אַ   ѻ. 

͎ᵙ̆ ѻᵐ ˿↕₮ ᵡ מ ᴛ, TCP/UDPתּʺ ⁄ҵ ŗ͙ ṕ♠╖ᴛ ˞ṨŘ ♬ ╪ ♠↔Ӈ‡‒ ѻ. 

▀ḙ♠╖ᴛ ΩṨᴛ Ѥ TCP/UDP מ ⁄Ѥ Ҝ  ˶  ♬ ╪ Ợ↔ӇѤҥ, ╪Ѥ ҍṨṪ╥ 

ⱳֹו⁄Ἄ Ợ↔▫ө╪ ὡḥᵣ╥ ΩṨ ᾅ ⁄ ─  ̛Ḹ─  ΩṨ   ᵙ ╪Ἢ╙ Ợ↔  ὡ 

▓ҵᴜ ʺ ͙ ԅᶷ╪ѻ. 

  ᵙ ╪Ἢ מ  ᵰ ᵚᾅѤ ̯ ♠╖ᴛ ‡Ԑ ҿ╪ ↔Ӈ̆ ѾӇ‴Ѥּת ͙ᴜ Ѥ ҥ⁄ 

Ợ↔Ӊ ὡ ▓ѻ.  3 ╘ ΩṨ⁄Ἄ DMZ ᴛ ֿב░╙ ᾎҵ Ѥ מ  ᵰ ᵚᾅ╥ ▀Ṩᵑ Ṓ⁴רѻ. 

ΩṨ Л ,סּ) √ ⁄Ἄ ΩṨ Ḣ Ṉ╙ ˞ Ѥ ˿↕) 

Ἄẋᾅ15 ḛּת ᶜ♠ּ⁴ ↔ תṨ 

HTTP ╬ С ̑ˌ ⌠ ἌḲ ↔ 

HTTPS ╬ С ⌠ ᶉ▀↔ ⌠ ἌḲ ↔ 

DNS ╬ С ΩṨ DNS ἌḲ ↔ 

ᶉ▀ ╬ С ΩṨ ᶉ▀ ἌḲ ↔ 

NTP ╬ С NTP ἌḲ ↔ 

VPN В ּת♩ VPN ἌḲ ↔ 

͙ מ   ᶛӧ ḛּת ᶛӧ ᶜ♠ּת ˞Ṩ 

 3 ḟ ṅ   ᵖ ╧ἧ כ  ᴴἢ ᵭ ᵗᾂ 

UDP ₮ TCP מ ╙ ↔ ̆ Ѿ Ѥ ˦̓ җṬ‡, ᵤ╘ Ḣ Ṉ╘ Ṓ Ӈ̆ ▓Ѥ ᾅ Ϯ 

Ḣ Ṉ ▫ ᵑ Ѥ ṉ ӈ UDP ₮ TCP מ ╙ Ṓ̆ ˞Ϯ Ѿ  ὡ ▓ѻ. ╪מ ׳ ╘ 

ᾅ ᵑ ᾅ Ѥҥ לᴛ Ợ↔Ӈ̆, ♬  ꜙᵆ╥ ̑˶⁄ Ợ↔Ӊ ὡҵ ▓ѻ. Ḣ Ṉ╘ ╪ױ  

ҿө╙ ᵢ╙ ὡ ▓ѻ. ͎ᴅּת Ώҗגҵ ἵ ױ╪   Ợ ʺ Ḷ‡ֿפ ԅ ̕ᵙ▫Ϯ ҅҉▫⁄˭ 

Ṓ̆  ὡ ▓ѻ. 

                                         

15  Ḣ Ṉ⁄ ӻג Ἄẋᾅ Ⱡ̑⁄ ̯ ♠╖ᴛ ⅝  Ͽ↔╘ Ҁפֿג ὡ ▓ѻ. ₉ᵑ өᶔ, ▀Ṩ 

Ḣ Ṉ╘ ▀ḙ♠╬ Ἄẋᾅ(TCP  80, HTTP)̋  Ợ↔ Ѥ ͙ṕ ᴛ ̓ ᵑ ἒ♬  Ӑѻ. 

͎ Ω╥ Ḣ Ṉ╘ ̕ᵙ▫ʺ ֹו♪ ╥ ꜙᵆ(TCP, UDP)₮  Ḵ (80)ŋ  ░ᴏ ҵᴜ Ӈ‡ ▓ѻ. 
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 ICMP 

̑˶▫ө╘ Л √ מ  ╥ ᵒ╙ ♬ ˞Ϯ ⱳ▬ Ѥ ↔ҵᴛ ѻ‚  ICMP ░̓ ӥᵑ 

Ợ↔  ὡ ▓ѻ.16 ͎ױϮ ICMP Ѥ ╬ С⁄Ἄ ♠♬ ὡר╥ Ἓѫ╙ ╘ᴎ̆ Ѥ ˿↕ Ӯ ᵤ╖‫ 

˿↕⁄ Ợ↔ӈѻ. ▀Ṩ Ḣ Ṉ ♬ ╘ ᶛӧ ICMP מ ╙ Ѿ Ѥҥ, ╪ᴅ˭ ᶔ Л √  

Ѿ╪Ϯ Ἓѫ⁄ ᶷⱠʺ ḛỸבֿ ͙ ὺѻ. ▀ḙ♠╬ ♬ ╘ ᶛӧ ┬  ICMP מ ╙ ↔ ̆, 

┬░ ICMP מ ╘ MTU ♬̓ Ping ⁄ ⅝  ICMP ░̓ ӥᵣ ↔Ӈҵᴜ Ⱡ Ѥ 

˦╪ѻ. 

ὡỮ  ҿ╙ Ḣּת ͙ ─ ⁴, Л √  ˿́ Ḣ Ṉ╘ ⱳֹו⁄Ἄ ᶘᾎ♠╖ᴛ ↔  ░̓ 

ӥᵑ ⱠΩ  ᶛӧ ┬░, ┬  ICMP מ ╙ Ѿ ‒ ѻ. IPv4 ⁄Ἄ ICMP ░ 3 ᶉᾎּת 

(ᶜ♠ּת ҵҀ Ṭʺ destination unreachable )Ѥ Л √  Ѿ ↔ҵᴛ Ợ↔Ӈ͙ ԅᶷ⁄ ᵠ Ӈ‡ἌѤ Όבֿ 

ӈѻ. IPv6 ICMP ⁄Ἄ ѻ‚  IPv6 ͙ѫ╙ Ἓ ᴎᶔ, ᵤ╘ ꜙᵆ╥ ᶉᾎּתᵑ ↔ ‒ ѻ. 

♬  ꜙᵆ╥ Ḣ Ṉ⁄Ἄ ‡Ԏ  ꜙᵆ╥ ICMPv6 מ ╙ Ѿ ˞Ϯ ↔ ‒ Ѥʺ⁄ ҍ  

ʺ ♬ṒѤ RFC 4890 (Recommendations for Filtering ICMPv6 Messages in Firewalls) ╙ ⱳ ͙ 

ḕהѻ. 

IPSEC ᴛ  

ESP₮ AH ᴛ ╘ IPsec VPN ⁄ Ợ↔ӈѻ. ╪ ᴛ ╙ ̓ᾎ Ώ╖ᶔ IPsec VPN תּ ╙ 

Ợ↔  ὡ ′˭ ӈѻ. ESPᵑ Ѿ ᶔ Ḋˁ  ♬Ṓᵑ   Ѥ ˦╙ Ḣ ˭ Ӈּתᵣ, ͎ ҍᾐ 

Ḣ Ṉ(Ữ  ͙ḙ ˁᾎ Ḣ Ṉ╪Ϯ   ᵙ ╪Ἢ-́  ˭╪ ≢╪)╪ ╙ ˤỢ  ὡ ▓˭ ӈѻ. 

(▀ḙ♠╖ᴛ    ӈ ╘ ˤỢʺ Ṭʺѫ ѻ.) 

ⱳֹו╘ ϿṨ Л √ ἵ⁄Ἄ ḛל ♬ ╥ ˞Ϯ ♬ לἵᵑ Ѥ ˿↕ᵑ ⱠΩ  ᶛӧ 

ESP ₮ AH ᴛ ╙ Ѿ ‒ ѻ. ♬ לἵѤ IPsec ˭╪ ≢╪⁄ ӈ לἵᴛἌ VPN 

ꜙ♩ endpoint ╖ᴛ Ợ↔Ӊ ὡ ▓ҵᴜ ʺӈ לἵᵑ ╥Ḉ ѻ. ╪ױ  ♬ ╙ ˆⱠ ᶔ ⱳֹו ϿṨ╥ 

╬∟╪ ESP Ϯ AH ᴛ ╙ ╪↔ ᴎ̆  ԅ ♠♥  ♬  ᾍ╬╙ Ӧ ‒ᵣ ҉ ▬‰╪ 

ʺѫ ҵᴜ  ὡ ▓ѻ. ╪Ѥ ҿᾎ⁄ Л √  ϿṨ⁄Ἄ ˤỢ  ὡ ′Ѥ   ӈ מ ╥ ‚╙ 

 .ѻ╪˦ ▀ת

                                         

16 ICMP ꜙᵆ₮ ӥ Ḵ Ѥ http://www.iana.org/assignments/icmp -parameters ⁄ ♬╥Ӈ‡ ▓ѻ. 

http://www.iana.org/assignments/icmp-parameters
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  ᵙ ╪Ἢ⁄ ͙ḙ  ♬  

͙ Ḣ Ṉ╥ ⁵ ╘ ҍṨṪ Л √  ˿́⁄Ἄ ∟ מ ╘Ώ תּ ╪Ϯ ὡỮ מ  ╙ 

Ѿὣ  Ѿ Ѥ ♬ҵ₄ѻ. ╬ḕ⇔ӥ   ᵙ ╪Ἢ ᴜᾎѤ ѻᵐ Ḣᾏ╙ ̆ ▓ѻ. Л √  

Ͽ╥ ♬  ἌḲᴛ Ѥ מ ╥ ˿ᴛ ַאʼ⁄,  ͙ḙ Ḣ Ṉ ᴀ מ ╙ ˁᾎ Ѥ 

ἌḲʺ ˌ░ ѻ. ╪   ᵙ ╪Ἢ ᴜᾎ ♪͐ Ḣᾏ╘ ᶜ  ἌḲᴛ מ ╪ ҵҀ ͙ ♣⁄ 

מ ╥ ▀Ṩᵑ ˤּש ͙ ԅᶷ⁄ ┬░ מ ╙ ҍỮ╖ᴛ ʺ♠╬ ṒΌ ́ ╙ Ⱡ̑ ѻ. 

╪ᴝ♠╖ᴛ ╬ḕ⇔ӥ   ᵙ ╪Ἢ ᴜᾎ╥ ʺ♠ ṒΌ ́ ╘ ἌḲʺ ᾅᾅᴛᵑ Ṓ Ѥ 

˦Ṓѻ җ Ϯ╘ ṒΌ╙ Ⱡ̑  ὡ ▓ѻ. ˭ѻʺ ╥ᾔᾅמ ⇔ױ ╘ ἌḲ⁄ ҵҀ ͙ ♣⁄ 

Ⱡ˞ ḃᴛ ἌḲ╥ Ṩ ᵑ ת▀ ὡ ▓ѻ.   ᵙ ╪Ἢ ᴜᾎѤ ἌḲṒѻ җ ˆᴏ  ᵠ 

ѫᴏ╙ Ṓ┬ ̆ ▓͙ ԅᶷ⁄, ἌḲ⁄Ἄ ᵙ  ὡ ′Ѥ מ ╙ Ⱡ˞  ὡ ▓ѻ. ͎ᵙ̆ 

  ᵙ ╪Ἢ ᴜᾎѤ ἌḲʺ ΩṨ Л √ Я ♪וֹ ⁄ ӇѤ ˦╙ ᵢѤѻ. 

ʺѫ ѻᶔ ╬ḕ⇔ӥ   ᵙ ╪Ἢ ᴜᾎѤ   ᵙ ╪Ἢ ♬ ̑˶⁄Ἄ ᾅᾅᴛᵑ Ṓ  

Ṫ  ṒΌ ѫᴏ╙ Ṓ┬ Ώ╘ ᶛӧ ἌḲ  ⁄ ἒ תּ▓ ̆ Ӈ‡‒ ѻ. ╬ḕ⇔ӥ 

  ᵙ ╪Ἢ ᴜᾎ╥ Ợ↔ ⁴Ṩᵑ ˺♬ Ѥҥ לᴛ ̆ᴎ ‒  Ợ ╘ ѻ╛̓ ˉѻ: 

Â ♠҉    ᵙ ╪Ἢ ᴜᾎᵑ Ợ↔  ὡ ▓Ѥʺ? 

Â ҉ ἌḲʺ ͙Ⱶ Ḣ Ṉ⁄ ╥  ╪Ḉ Ṫ  Ṓ Ӈ̆ ▓Ѥʺ? 

Â ל ἌḲʺ   ᵙ ╪Ἢ ᴜᾎᵣ  ̓♠╖ᴛ ╥ᾔᾅױ⇔ ᵑ Ⱡ˞  ὡ ▓Ѥʺ? 

Â ᴜᾎᴛ ╬ ᾎʼ ⁷תּ  latency╪   ᵙ ╪Ἢ Ợ↔⁄ ᶷⱠᵑ ▀╖   ?ʺ╬Ώ╙ ♬ҵ תּ

Â ᾐ͋ ─ ⁄ ҍ╞  ԅ ל ἌḲ₮   ᵙ ╪Ἢ ᴜᾎ╥ ᵠ ͋ ╙ ‰ҥ╪  Ѥ 

˦╪ ‬ᵡϮ ʼѾ ʺ? 

  ᵙ ╪Ἢ ᴜᾎʺ ἌḲ⁄ ẋ ⁴ ᾒ  ˸̆ ̆ ‰ҥ╪ ӈ Ữ ᴛ ┬ּת ͙ʺ ʼ  תּ

Ώ╘ , Ṓ    ᵙ ╪Ἢ ἌḲᵣ ѾҶ╖ᴛ ⇔₅ Ѥ ˦╪ ἐ╪ѻ. ͎ױϮ ἌḲ╥ ▫∟ҵ 

̆ᴎ  ⅝ʺ ▓ѻ. ᵣ– ἌḲʺ ̑˶╙ Ḣ‡ Ѥҥ Ṫ  ▫∟╙ Ṓ┬  ,Ώѻᶔ תּ▓ ̆

ᴜᾎᵑ ▀ꜙ╥ Ḣ ᴛ Ợ↔  ὡ ▓ѻ. 

╬ḕ⇔ӥ   ᵙ ╪Ἢ ᴜᾎʺ Ḣ Ṉ╪Ϯ Ḣ Ṉ╥ DMZ Ӛ⁄ ▓Ѥ ˿↕, Ḣ Ṉ╘ 

  ᵙ ╪Ἢ ᴜᾎ⁄ ˢᵙѤ Ṩ ᵑ ת▀ ὡ ▓ҵᴜ IP לἵ ͙ḙ╖ᴛ מ ╙ ἐṊ ̆ 

Ѿ ⁴‒ ѻ. ╪ױ  ▬‰╘ җ ᵤ╘ לἵṊ ♬ ╙  ◑ἵ(ל Ḣ Ṉ)⁄ ♠↔ ˭ Ӈ̆, 

  ᵙ ╪Ἢ ᴜᾎ⁄ ┬░ӇѤ מ ╥ ‚╙ ˁἵᾎ  ᵠ⁄ ⅝  ▫∟ Ṓ⁄ ҵ∑╙ 

 .ѻר
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ῷ∕ḕ⇔ӥ   ᵙ ╪Ἢ ᴜᾎѤ Ṓ ӈ ϿṨ Л √ ⁄Ἄ ΩṨᴛ Ѥ Ṩ♠♥ ˞Ϯ 

─  ⁷˺╙ ᾎҵ Ѥ ᾎᾅ תּ ╙  ԅ ┬↔ ѻ. ʺ◑  ꜙᵆ╥ ῷ∕ḕ⇔ӥ ᴜᾎѤ 

Ѿ⁷ HTTP ╪ѻ. ῷ∕ḕ⇔ӥ HTTP ᴜᾎѤ ⱳֹו╖ᴛ ⁴͔ ─  ʺ ҉ ᵑ 

⅝  PC ⁄ ҵҀ ͙ ╪♣⁄ ᵠ  ὡ ▓ҵᴜ ѻ. HTTP ᴜᾎѤ ♬ ⌠ ╪ּתʺ 

Ợ↔▫⁄˭ ᵠ ҍỮ╬ Ͽ↔╙ ♣Ἶ Ѥ ˿↕ ˿̆  ὡ ▓ѻ. HTTP ᴜᾎ⁄Ἄ ṒΌ╙ 

ⱠΩ ᵑ ᾗתּ╪ ⌠ ╘♩◑  ◑ʺ  ⁴ ἶҵᵑ Ữᾎ ̆ ҍ⁵  Ợ↔╙ ת▀ ὡ ▓ѻѤ 

˦╪ѻ. ҍṨṪ╥ ⱳֹו╘ HTTP ᴜᾎᵑ ⇔₅ ‒ ѻ. 

ḟ ṅ ˾ ̐ ̬  

╪ ♥╘ ͙‰⁄Ἄ╥ Ḣ Ṉ ́ ̓ ̯ ⁄ ♩╙ ᵭ ѻ. ‡Ԑ ꜙᵆ╥ ᾐ͙ὥ Ḥ ⁄ҵ ҍ╞  

ὡ ▓ҵᴜ, Ḣ Ṉ ́ ̓ ̯ ╘ Ѿ́♠ ♪͐ Ḣᾏ╖ᴛ ͙ὥӇ‡‒ ѻ. ᶘ ̆ Ѿ́♠╬ 

́ ̓ ̯  ♥ ᵑ  Ἓ̑♠╖ᴛ Ḣ Ṉ Ḥ ᵑ ҀἛ  ὡ ▓ѻ. Ḣ Ṉ Ḥ  ̓♬⁄Ἄ 

Ѿ́♠ ♪͐ Ḣᾏ╙ Ợ↔ ᶔ ₉ ᶣ תּ  ╪ώ╥ ḛỸ╙ ἵ ̆, ○◓♠╬ –♩ ḛỸ╙ 

ἵ  ὡ ▓ѻ. ╪ ♥╘ Ḣ Ṉ ́ ̓ ̯ ╥ ʻ Ѿ́⁄ ҍ  ▫Ἕ  …͕ ѻ. ʻ Ѿ́Ѥ 

ѻ╛̓ ˉѻ: 

1. ˾ . Ḣ Ṉ ́ ̓ ̯  Ѿ́╥  Ḵ  ̓♬╖ᴛ, Ḣ Ṉ╙ ἐ♬ Ѥ ̓♬⁄Ἄ 

̆ᴎӇ‡‒  ᶛӧ ⅝̯ ⱳˠ╙ ᶘᾎ ѻ. 

2. Ἇ♩. ѻ╛ Ѿ́Ѥ Ḣ Ṉ פ  ˿ ἒ♬ ̓♬╥ ᶛӧ ᶔ╙ ѻᴶѻ. ╪ ♥╘ Ḣ Ṉ 

͋  ἒ♬╘ ᶹᴝ ӥ≢‡ ḓ ἵ ≢‡ ἒ ⁄ ̕ᴐӈ Ͽ↔ҵ ѻ. 

3. ᾋ . ѻ╛ Ѿ́Ѥ ⁷̯ᾒ╪Ϯ ᾎ  ˿⁄Ἄ ἒ́ӈ ᴛ ░╙ ̯ ̆ ᾎ Ѥ 

˦̓ ̕ᴐ╪ ▓ѻ. ᾎᾅ  ᾎ  ᶜ♠╘ ҉ ἹᴴἪ╥ ͙ѫἛ, Ἓѫ, ◑Ἓ, ṒΌ ל ╥

Ӯ╙ ʺ ̆ ͙Ⱶ ̯Ἓ ⅝ἵ₮╥ Ữ  Ἓ Ӯ ḛỸ  ὡ ▓Ѥ ᶷⱠ♩╙ ᾏṊ Ѥ 

˦╪ѻ. 

4. ḡ . ᾎ  ⇔↔╪ ₰ᴮӇ̆ ᶛӧ ᶷⱠ♩╪ ˺Ӈᶔ, ѻ╛ Ѿ́Ѥ Ḣ Ṉ╙ ᾒⱠᴛ 

͙‰⁄ Ḥ Ѥ ˦⁄ ♩╙ ᵭ ѻ. 

5. ̒ᵖ. Ḣ Ṉ╪ ᾒⱠᴛ Ḥ Ӈ̆ Ϯᶔ, Ḣ Ṉ╘ ̯Ἓ⅝ἵ ┬ּתṒὡ₮ ⇔↔ ̓♬╥ 

ᶷⱠ♩ ˺ ּת∟ Ӯ╙  Ỹᶘ͙ל ϥּͥת ̕ᵙӈѻ. ╪ױ  Ỹᶘ͙לѤ ἹᴴἪ⁄ 

ʺ Ợ ╪Ϯ ַא⅝  ṉ  Ợ ╪ ▓╙ ԅᵡѻ ḙṓӈѻ. 

́  
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Ḣ Ṉ ἐ♬̓ ̯ ╙ ─  ́  Ѿ́Ѥ, ⱳֹו╪ ṒΌ ♬ ╙ ˆⱠ Ѥҥ Ḣ Ṉ╪ ⅝ ѻ̆ 

˺♬  ╪ ⁄ ᾎ▬Ӊ ὡ ▓ѻ. ╪Ѥ ▀ḙ♠╖ᴛ ᾎᾅ  ♣ḙ⁄ ҍ  ─  ʺᵑ ὡḙ ѻ. ─  

ʺѤ (1) ─  ḓ ♬Ṓᾎᾅ ╥ –♩ ᾏṊ, (2) ᾏṊӈ –♩╖ᴛ ̑˶╪ ʺ Ɑ╙ ԅ ͙ḌἛ, 

ᶴ˺Ἓ, ╘ ⱳֹו╥ ▫ụ╪Ϯ ⇔↔(▐ᶴ, ͙ѫ, ╪Ḉּת,  Ӯ╙ )⁄ ʺ  ѫἛ╪ ▓Ѥʺ פֿ

○◓♠ ˶╪Ϯ  Ḹ─ ᶘᾎ, (3) ♬Ṓ ᾎᾅ ╙ ─  ṒΌ Ⱡ⁄ ҍ  ᾏṊ ḓ ṪἍ Ӯ╙ 

ѻ.17 

Ḣ Ṉ Ḥ  ́  Ѿ́⁄Ἄ Ợ↔ӇѤ ͙ṕ ∟ ╘ ѻ╛̓ ˉѻ. 

Â ◌ ᵎ ∙כ ↑Ҳ› ᵪ˪ ở↑  ˣ. Ḣ Ṉ╘ Ḣ Ṉ↔╖ᴛ ἒ́Ӈּת Ώ╘ ◑ẋᴛ 

̯ἛӇ‡ἌѤ Ό ӈѻ. ₉ᵑ ө‡, ג↕ Ѥ ג↕ ╙ ─ ⁴ ἒ́ӈ ◑ẋ╪ḃᴛ, ṓ◌  

ᵠ ͋ ╙ Ợ↔ ᶔ ג↕ ╥ ᴛἝἌ⁄ ̓ҵ  Ṩ ᵑ ʺ  ὡ ▓ѻ. ʺᴛ, 

Ḣ Ṉ╪ Ḣ Ṉ ṕ⁷╥ ͙ѫ Ω⁄ ⌠ ἌḲ, ╪ᶉ▀ ἌḲ Ӯ ʺ♠╬ Ἄẋᾅᵑ Ⱡ̑  

˦╖ᴛ ͙ҍ ἌѤ Ό ӈѻ. 

Â ⸗ᾑ ḟ„ᵎ ̬  ˣ. ꜙᾔ Ḣ‡ defense-in-depth ́ ѻѾ́ ṒΌ ╘ ג ╙ ỸἛ ѻѤ 

╥Ḉ╪ѻ. ╪ᴅ˭ ᶔ, ᵣ–  ṒΌ ́ ╪ ֬ᵙҗגҵ ͎ ѻ╛ ὣἌ╥ ́ ╪ ̑˶⁄ 

ҍ╞ ͙ ԅᶷ⁄, ─ ╙ җ ◄ Ⱡ  ὡ ▓ѻ. Ḣ Ṉ╥ ˿↕, ꜙᾔ Ḣ‡Ѥ ⱳֹו 

♣ḙ⁄ ˢ  ѻὡ╥ Ḣ Ṉ(Л √   Ṓᵑ ѻᴴѤ ϿṨ ṨἌ, ˌṊ♬ ⅝אַ ,́˿ 

Ӯ)╙ Ḥ Ѥ Ḣḹ╖ᴛ ̯  ὡ ▓ѻ. ꜙᾔ Ḣ‡ʺ Ⱡҍᴛ ̓ᵑ ḛ ᴎᶔ 

Ḣ Ṉ╪ Ό ḕ╪ױᾅ ḓ ░ ּת ἵ ≢‡ Ӯ╙ ̖ Ѥ ♣ḙ♠╬ ṒΌ 

ᴛ͎ע╥ ▀Ṩᴛ ▬ҿ ‒ ѻ. 

Â ϼṥ ⌐ ─ ᵎ ͖↕╪ ˣ. ΩṨ╢ד ‹ ⁄ᵣ ַ︡א ѻ Ṓᶔ, Л √ ᵑ ϿṨ╥ ─ ⁄ 

ᶴḢẋ Ữ ᴛ Я ˭ ӈѻ. ╪ױ  ─ ө╘ Υ ϿṨ▫╥ ἵ ╪ ῷѱҗגҵ, ᵳ≢‡ 

Ӯ╖ᴛ ϿṨ ᾅ ʺ ΩṨ ̑˶▫⁄˭ ˁ₀ӇᶔἌ ḛỸ  ὡ ▓ѻ. ַא⅝  ϿṨ 

ᾎᾅ ╘ ϿṨ Ḣ Ṉ╪Ϯ DMZ ˿ Ӛ⁄ Ḥ Ӈ‡‒ ѻ. 

Ḣ Ṉ╙ ̯  ԅ, "ᶛӧ ͋ •͙ ╙Ѥ ˦╪ѻ"Ѥ ᵦ▓ ̆גתּ͵ ╘ ͙ ḕהѻ. Ḣ Ṉ 

̯ ▫Ѥ Ḣ Ṉ ̯  ̓♬⁄Ἄ ─╥ ͋ ө╙ Ữ ₀ӎ⁄ ӎ̆ ▓‡‒˳ּתᵣ, ʻ Л √ ₮ 

ⱳֹוᵡѻ ┬╥ ⅝̯Ợ ̓ ˌἛ╙ ʺּ̆ת ▓╖ḃᴛ ╪ᵑ ὡ↔ ᶔἌ ₉Ωʺ Ỹ͝ ὡ ▓ѻ. 

                                         

17 ─  ʺ⁄ ҍ  ʺ ♬ṒѤ NIST SP 800-30, Risk Management Guide for Information 

Technology Systems ᶷἌ(http://csrc.nist.gov/publications/nistpubs/ )ᵑ ⱳ  .ג

http://csrc.nist.gov/publications/nistpubs/
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Ḣ Ṉ ἹᴴἪ╙ ̯ᵰ ̆ ̯  ԅѤ ѻ╛ Ợ ╙ ̆ᴎ  .ג

Â ṒΌ ѫᴏ 

ŕ ⱳֹו╥ ‡Ԑ ṨṪ╪ Ṓ Ӈ‡‒ Ѥʺ? (˿́, ϿṨ ṨἌ, ∟˶ Ợᶴἵ, ˌṊ ᾅ , 

╪ҿ …╪ג  , ͙  ӮӮ) 

ŕ ‡Ԑ ꜙᵆ╥ Ḣ Ṉ╪ ⅝ᴛ Ѥ Ṓ ⁄ ʺ◑ ♠╬ʺ? (  ᵠ, Ữ  ͙ḙ 

ˁᾎ, Ữ  ͙ḙ ᴛ  ṪἍ,   ᵙ ╪Ἢ/ ᴛ ᴜᾎ ˭╪ ≢╪, ͙ )  

ŕ Ḣ Ṉ╪ ʺᴛ Ⱡ̑ ‒  ⅝Ἓ╪ ▓Ѥ ʺ♠╬ ṒΌ ͙ѫ⁄Ѥ ᶴ″╪ ▓Ѥʺ? 

( ͙ ,ѫᴏ, VPN,  ᵠ תּ ░ ) 

Â Ἓѫ (▀ḙ♠╖ᴛ Л √  Ḣ Ṉ⁄ᵣ ҉ӊ) 

ŕ Ḣ Ṉ╪ ◓ Л √ מ   ḓ  ₉ỮӇѤ מ ╙ Ṏᶜ Ữ ′╪ 

∟ ˭ ᵙ ͙ ─ ⁴ ⱴӇ‡‒ Ѥ ᵙװ, ҍ ҿᾎ ♪ἶ ὡ, ҉ ♪ἶ 

ὡ, ּ⁷ת ᾎʼ╘ ‬ᵡ╬ʺ? 

ŕ ʺ↔Ἓ╙ ͏ҍ Ѥ ᴛӥ ḧ׳ᾗ╪Ϯ ◑  ⱳ  ͙ѫ╪ ⅝ ʺ? 

ŕ ӥ≢‡ ͙ḙ╥ Ḣ Ṉ̓ ἵ ≢‡ ͙ḙ╥ Ḣ Ṉ ַא ‡Ѣ ╙ ἐ Ѥʺ? 

Â  

ŕ Ḣ Ṉ╪ ⱳֹו╥ Л √ ⁄ ♠♥ ˭ Ӈᴎᶔ ♬ ӥ≢‡ʺ ⅝ ʺ? 

( ♬ ♬ ,װ↔ ∟♣   Л √  ╬ ╪ᾅ ӥ╥ ꜙᵆ, ♬  ḥ‰ ◑  Ӯ) 

ŕ Ḣ Ṉ╪ Л √  Ͽ⁄Ἄ ṒΌ╪Ϯ ͙  Ἄẋᾅᵑ Ⱡ̑ Ѥ ѻᵐ ◑ẋ₮ Ἓ╙ 

ʺⱨ‒ Ѥʺ? 

ŕ Ḣ Ṉ ἒ ʺ Л √ ╥ ѻᵐ ₅⁵⁄ ṉ ᵑ מ Ѥʺ? 

Â ᶹᵙ♠ ˿ ( ᾅ  ͙ḙ Ḣ Ṉ╪Ϯ ˌ╬ Ḣ Ṉ ♠↔ ̓♬╥ ַאַ︡  א ӈ ̯Ἓ 

⅝ἵ⁄ ♠↔Ӊ ὡҵ ▓╖Ϯ, ▀ḙ♠╖ᴛ Л √  Ḣ Ṉ⁄ ҉ӊ) 

ŕ ᶹᵙ♠ ṒΌ̓ ◓ϱ⁄Ἄ Ṓ ᴎᶔ Ḣ Ṉ╘ ᶹᵙ♠╖ᴛ ‡Ӱ⁄ Ḥ Ӈ‡‒ Ѥʺ? 

ŕ Ḣ Ṉ╪ ἒ Ӊ ̐⁄ ♠҉  ἐḙ╪Ϯ ן rack ̑ʼ╪ ▓Ѥʺ? 

ŕ ʺ♠╖ᴛ ♣∟, ḥ‰ ♣∟, ̑ⱳ ◑ , Л √  ⁷˺ Ӯ╪ ҉ ᶹᵙ♠ ̑ʼ⁄ 

⅝ ʺ? 

Â ╬Ợ 

ŕ Ḣ Ṉ ̕ᵙ╥ ▐╘ ыʺ ᵮ╙ ˦╬ʺ?  

ŕ Ḣ Ṉ╪ Ḥ Ӈ͙ ♣⁄ ᾎᾅ  ̕ᵙ▫ө╪ ᴐ╙ Ḛῷ‒ Ѥʺ? 

Â Ḉמ╥ ⅝̯ Ợ   
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ŕ Ḣ Ṉ╪ ⱳֹו╥  ⅝̯ Ợ ╙ ⱴᾎ  ὡ ▓Ѥʺ? (IPv6 ᴛ╥ ♣ , ⅝  

ҍ⁵ ₉ ʺשּ  , Ḉמ⁄ ᾎ Ӊ ˦╖ᴛ ₉ỮӇѤ ḹ♠ ͋Ⱡ Ӯ)? 

ᾅ  ͙ḙ ḓ ˌ╬ Ḣ Ṉ╙ ̯ᵰ ̆ ̯  ԅ ̆ᴎ ‒ Ѥ Ợ ө╘ ѻ╛̓ ˉѻ.  

Â √ ᾅ ╪Ἢ╪Ϯ ἌḲʺ Ḣ Ṉ ʺ╥ ἵ ᾎᾅ  Ợ‚╙ ᵣⱴ Ѥʺ? 

Â Ḣ Ṉ╪ √ ᾅ ╪Ἢ╪Ϯ ἌḲ⁄Ἄ Ợ↔Ӈ̆ ▓Ѥ ѻᵐ ṒΌ ᴛ͎ע(ḥᾐ Ӯ)̓ 

ӇѤʺ? 

Â Ḣ Ṉ╪ ַא ⁄Ἄ ̕ᵙʺ ʺѫ ̆, ⱳֹו╥ ṒΌ ♬ ╙ Ợ↔▫⁄˭ ˆⱠ♠╖ᴛ ♣Ҁ  

ὡ ▓Ѥʺ? 

Â Ḣ Ṉ╪ ṒΌ ♬  ─ḙ Ợ ἌḲ⁄ Ṓ̆  אַ ╙  ὡ ▓Ѥʺ? 

Â ̕ᵙ▫ Ω⁄Ѥ ῷᶴҵ Ḣ Ṉ ἒ♬╙ ṉ˿  ὡ ′ҵᴜ Ѿ  ὡ ▓Ѥʺ? 

ἒ♬ 

ἒ♬ Ѿ́Ѥ Ḣ Ṉ פ  ἒ♬╥ ᶛӧ ᶔ̓ ̕ᴐӇ‡ ▓ѻ. ⁴͙⁄Ѥ ӥ≢‡₮ ἵ ≢‡╥ 

ἒ , ᴷἥ ἒ♬, ᴛ̓͢ ˿̆ ἒ♬╪ ӈѻ. 

ӥ≢‡ ḓ ἵ ≢‡ 

▀Ѿ Ḣ Ṉ╪ ἐ♬Ӈ̆ ̯░Ӈᶔ, ἵ ≢‡ ͙ḙ Ḣ Ṉ╥ ˿↕⁄Ѥ ӥ≢‡, ⇔₅ Ⱡ, 

Ḣ Ṉ ἵ ≢‡ʺ ἒ Ӈ‡‒ ѻ. ѻ╛╖ᴛ, ἵ ≢‡ ͙ḙ Ḣ Ṉ ḓ ӥ≢‡ ͙ḙ 

Ḣ Ṉ ᶛӎ ⱠⱳỢ⁄Ἄ Ⱡ̑ Ѥ ₮ ‰ҥ╪ ᵑ ᾎᾅ ⁄ ἒ ‒ ѻ. ╪ Ѿ́ᵑ  

Ḣ Ṉ╥ ṒΌ╙ ˆ ⁴ –♩╥ ─ ╙ ˁἵᾎ ̆, ẋ╬ʺ ♪͐╖ᴛṨ  ᾎᾅ ╙ Ṓ ‒ 

ѻ. ∟˶ ♪͐⁄ ⅝  Ἱ ἵ ≢‡ҵ ╪ Ѿ́⁄Ἄ ἒ Ӈ‡‒ ѻ. 

Л √  Ḣ Ṉ╘ ҉ Ⱡ ╥ ̾◑ ˿ ⅝ ⱳˠ(₣ҵ, ᾋҵ, ♣ᴏ Ӯ)╙ ⱴᾎ Ѥ Ḣ⁄ 

ἒ Ӈ‡‒ ̆, ◑ẋ Ợ╪⁄ ♠♥  ̑ʼ╪ ⅝ ѻ. ֞  ╪ Ḣ╘ ẋ ╬ʺ▫╥ Ḣ Ṉ ♪͐╙ 

ᵢ╙ ὡ ▓ҵᴜ ᶹᵙ♠╖ᴛ Ṓ Ӈ‡‒ ѻ. 

ᴷἥ ἒ♬ 

ӥ≢‡₮ ἵ ≢‡ʺ ἒ Ӈ̆ ṒΌ╪ Ṓӈ ╪ , ̕ᵙ▫Ѥ Ḣ Ṉ╥ ᴷἥ╙ ἒ♬  ὡ 

▓ѻ. ╪ ᴷἥ╘ 4 Ṩ⁄Ἄ …͕ӈ ḕ₮ ˉ╪ ⱳֹו╥ Ḣ Ṉ ♬ ╙ ⁴‒ ̆, Ḣ Ṉ╪ 

Ⱡ ˭ Ӊ Л √ מ  ╙ ̆ᴎ ⁴ ҍ  ̯ ♠╖ᴛ ▬ἛӇ‡‒ ѻ. ᴷἥ╙ 
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ἒ♬ ᴎᶔ ⱳֹו⁄Ἄ ↔ӈ   ᵙ ╪Ἢ╙ Ợ↔  ԅ ‡Ԑ ꜙᵆ╥ מ ╪ ⅝  תּ

( ᴛ , ḛּת ḓ ᶜ♠ּל תἵ Ӯ) ᶀ♇ ˺♬ ‒ ѻ. ⁴͙⁄Ѥ Ḣ Ṉ ▫ ʺ ⅝ᴛ Ѥ 

ᴛ ҵ Ӈ‡‒ ѻ. (DNS, SNMP, ᴛ͢ Ӯ). 

ᴷἥ ἒ♬╥ ἝἝ  ṨṪ╘ Ḣ Ṉ╥ ┬ ̓ Ữ Ṋᴛ ╪ʺ ▓ѻ. ₉ᵑ ө‡, ᵤ╘ Ḣ Ṉ╘ 

מ ╪ ͋ ╙ ‡͙Ѥּתᵑ Ѿ  ԅ ▀ Ѥ ᶜ╪ Ϯ₤ ԅּͥת ὣ ♠╖ᴛ ẋ̪ ѻ. 

ױ╪  Ḣ Ṉ╥ ˿↕, Ἓѫ Ữ╙ ─  и╘ ẍҵᴛ Ϯ ϮѤ מ  ⁄ ҍ  ᴷ╙ 

ᵙᾅ ╥ ỮѾ⁄ ─ ᾎ ‒ ѻ. ѻᵐ Ḣ Ṉө╘ ᴷἥ╙ ᵙ Ѥ ⱳ͔ җ ṓ◌  Ḣḹ╙ 

Ợ↔ Ѥҥ, ⁴͙⁄Ѥ ᶀ♇ "˞Ṩ" ͋ ╙ ╬  ѻ╛⁄ " ↔" ͋ ╙ ╬ Ѥ Ḣḹ Ӯ╪ ▓ѻ. 

̕ᵙ▫Ѥ Ḣ Ṉ╥ ᴷἥ ἒ♬ ̕ᴐ ᶷἌᵑ ⱳ ⁴ ᴷἥ╙ ♠ ̆, ẋ╬ʺ מ ╪Ϯ 

∟ מ ΏѤ תּ ╙ ↔ Ѥ ŗ ♩Ř╙ ᵣөּת Ώҵᴜ ἒ♬ ₡ᵆ⁄ ל╥ ‒ ѻ.  

ἵ  ѻ╛ ͋ ө╪ ♬╥Ӈ‡‒ ѻ. 

Â  ᵠ╘ Л √ ╥ ΩṨ ˿́⁄ Ἓ Ӈ‡‒ ᶒ, ˿↕⁄ ӻג Л √  

ϿṨ⁄ҵ Ἓ Ӊ ⅝ʺ ▓╙ ὡ ▓ѻ. 

Â  ᵠ╘ ʺѫ    ὡᾐ▫ ʺͥ╪⁄Ἄ ᵙӇ‡‒ ѻ. 

ᴷἥ ἒ♬⁄ ♬҆╘ ′ѻ. ᴷ╙ ♬╥ Ѥ Ḣḹ╘ ѻ‚ ͙ ᵡᴐ╪ѻ. ♬ מ  ╙ ⅝ᴛ 

Ѥ ᶛӧ ⱳֹו╪Ϯ ˌ╬╘ ᴷἥ ἒ♬⁄ ⁴ ‒ ѻ.  

ᴛ̓͢ ˿̆ ἒ♬ 

ѻ╛ Ѿ́Ѥ ᴛ̓͢ ˿̆ᵑ ἒ♬ Ѥ ˦╪ѻ. ᴛ͢╘ ᾒ ᵑ Ḣּת ̆ ṓ̯ Ѥ ̓♬⁄ ὡ♠╬ 

Ѿ́ᴛἌ, ṒΌ ἒ♬╪ Ⱡҍᴛ Ӈ‴Ѥּת ╬ Ѥ ˦ᵣ ╪Ϯ ַא⅝ ѻ. ͎ᵙ̆ ♠♥  ᴛ͢╘ 

╪  ṒΌ Ợ̆⁄ ҍ╞ Ѥҥ ⅝  ῷאַ ל⅝  ѾἌᵑ Ⱡ̑  ὡҵ ▓ѻ. Ḣ Ṉ ᴛ͎Ѥ 

ᴛ ⁄ ♇◑ ҵᴜ ἒ♬Ӈ‡‒ ѻ ͎ᵙ̆ ᵣ– ʺѫ ѻᶔ, ַאַ︡  א ӈ ᴛ͎ ̕ᵙ ᾎἒ⁄ 

ᴛ͎ᵑ ♣Ἶ ҵᴜ ѻ. 

Ḣ Ṉ⁄ ַא⅝  ╪ḿ ʺ ḛỸ ╙ ԅ, ̕ᵙ▫⁄˭ ῼᴎת ᾒᾎʼ ˿̆ ⁵ᾎ ἒ♬Ӈ‡‒ ѻ. 

ῼᵝ╘ ѻ╛ Ͽ↔╙  ὡ ▓ѻ: 

Â Ḣ Ṉ ᴷ⁄ ҍ  ᶛӧ ṉ˿ Ợ ╪Ϯ ẋ Ἓ  

Â ᾎᾅ  ◓ᾎ▬, Ӱᾅ  ̑ʼ Ṩⱴ ḓ ͙  ⇔₅ ╪ḿ  

Â ʺѫ  ˿↕, Ṓⱳ♠╬ ᾎᾅ  Ữ  ṉ  
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ᾎ  

ᾐ͋ Ḣ Ṉ╥ ♬Ữ ▬ҿ ⁴Ṩᵑ ╬ ᴎᶔ ᾒⱠ Ḥ  ╪♣⁄ ᾎ Ӈ̆ ʺӇ‡‒ ѻ. 

ᾎ ╘ ᾒⱠ Ợ↔ӇѤ Л √ ⁄Ἄ Ѿ♥ӈ ᾎ ↔ Л √ ⁄Ἄ ₰ᴮ ‒ ѻ. ╪ ᾎ  

Л √ Ѥ Ḣ Ṉ╙ ̓  ʺѫἛ╪ ▓Ѥ Л √  ᴛּת₮ Л √ מ  ╙ ⁴ 

ҍ  ᾒⱠ Ḥ  Л √ ₮ ẋᾌ ˭ ̯Ἓ ‒ ѻ. ʺ ⅝ἵѤ ѻ╛╙ ѻ: 

Â ⁴˷Ἐ. Ợ↔▫Ѥ Ḣ Ṉ╙ ⁴ ⁷˺╙ ὡᵞ תּ┬ ̆  ὡ ▓ѻ. ṒΌ ♬ ⁄Ἄ 

ᶘᾎ♠╖ᴛ ↔ מ  ╘ ↔Ӈ‡‒ ѻ.  

Â ѻ. ṒΌ ♬ ⁄ ╥  ↔Ӈּת Ώ╘ ѻᵐ ᶛӧ מ ╘ ѾӇ‡‒ ѻ. 

Â   ᵖ ╧ἧ Ἐ. ᾅ  ͙ḙ Ḣ Ṉ╪Ϯ ˌ╬ Ḣ Ṉ ἹᴴἪ╘ ѻᵐ ἵ ≢‡ 

  ᵙ ╪Ἢ̓ ҹ ˞Ϯ ʼἘ   .Ώῷ‒ ѻ תּ ᵙ ╪Ἢ Ợ↔⁄Ѥ   ᵙ ╪Ἢ 

̯Ἓ ⅝ἵ Ợ╪╥ Л √  ᾐҵ ӈѻ. 

Â ̒ᵖ. ̕ᵙ▫ʺ Ḣ Ṉ ἹᴴἪ╙ Ό♣ ̆ ̓♠╖ᴛ ἒ♬ ̆ ̕ᵙ  ὡ ▓‡‒ ѻ. 

Â ᴘ͟. ᴛ̓͢ ҥ╪  ̕ᵙѤ ⱳֹו╥ ♬ ▀ ⁄ר♣ ̓ ‒ ѻ. 

Â ἘѨ. ἹᴴἪ╘ ▀ḙ Ữ  ḓ ҍ Ṩ  Ữ ⁄Ἄ ᶛӎ Ṫ  Ἓѫ╙ Ⱡ̑ ‒ ѻ. 

ҍṨṪ╥ ˿↕⁄ ˸ṕ ἒ  Ữ ⁄Ἄ Ṩ  Ữ  Ἓѫ ᾅ ᵑ ᾎ Ѥ ʺ◑ ꜜ╘ 

Ḣḹ╘ מ  ỸἛ͙ᵑ ╪↔ ⁴ ₉ỮӇѤ מ ̓ Ἓ╪ ẋᾌ מ  ╙ ᾅ  

Л √ ⁄Ἄ ᾎḀᴆ╪Ἢ Ѥ ˦╪ѻ. ᾎ ╘ Ḣ Ṉ╙ ̓  ѻ‚    ᵙ ╪Ἢ╙ 

‒ ᶒ,  Л √  ᵙװ╪Ϯ ּ⁷ת ᾎʼ⁄ ₅ ╙ Ḛ╙ ʺѫἛ╪ и╘ 

  ᵙ ╪Ἢө╘ Υ Ӈ‡‒ ѻ. 

Â ■  ṏῶ. Ḣ Ṉ╪ ̑˶▫ө╪ Ὸ↔  ὡ ▓Ѥ –♩╙ ʺּ̆ת ▓╙ ὡ ▓ѻ. и╘ 

ὡר╥ ṒΌ╪ ⅝  ⱳֹו⁄ἌѤ Ḣ Ṉ ̯Ἓ⅝ἵ⁄ ҍ  –♩ ʺᵑ ὡ  ὡҵ 

▓˳ѻ. 

Â ̬Ἐ ⅔ἲ ừ  ↔↑Ἐ. Ḣ Ṉ╥ ̯Ἓ ⅝ἵө╘ ∟ ˭ Ζ ̯ҿӇ‡‒ ѻ. ╪Ѥ 

ѻ‚  ⱠⱳỢ╥ ѻ‚  ̯Ἓ ⅝ἵʺ Ζ Ợ↔Ӊ ԅ ʺ◑ ל╥ ‒  ṨṪ╪ѻ. 

Â ʷ ͖Ѩ. Ḣ Ṉ⁄Ἄ  ╪↔Ӊ ʺ ͙ѫ (VPN, Ό ḕ╪ױᾅ ͙ѫ Ӯ)╪ 

♬Ữ♠╖ᴛ ▬ҿӇѤּת ᾎ ‒ ѻ. 

Ḥ   

ᾎ ╪ ₰ᴮӇ̆ ᶛӧ ╪ώʺ ˺Ӈᶔ, Ḣ Ṉ ́ ̓ ̯ ╥ ѻ╛ Ѿ́Ѥ Ḥ ╪ѻ. Ḣ Ṉ 

Ḥ Ѥ ⱳֹו╥ ♬ ⁄ ӻבֿ ג Ӈ‡‒ ѻ. Ḣ Ṉ╙ Ḥ ͙ ♣⁄, ̕ᵙ▫Ѥ Ḣ Ṉ Ḥ  
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́ ⁄ ╥  ₅ ╙ Ḛ╙ ʺѫἛ╪ ▓Ѥ ᾎᾅ ╥ ἵ┬▫Ϯ Ợ↔▫⁄˭ Ḉᵙ ּ̑ת ̆, ᶷⱠᵑ 

ḛ˸  ˿↕ ы̯⁄˭ ῼᴎ‒ Ѥּתּל תᾎ ‒ ѻ. ͙ṕ ˭╪ ≢╪ ṉ˿ Ӯ ѻᵐ ◑ẋ⁄ 

ṉ˿╪ ⅝  ˿↕, ╪˦ ⁵ᾎ Ḣ Ṉ Ḥ  ́ ╥ ▀Ṩᴛ ‒ ѻ.  

ѻὡ╥ Ḣ Ṉ(ˌ╬ Ḣ Ṉ ╘ ⁴תּ ױỢ Ợᶴᾒ⁄ ἒ ӇѤ ˿↕ )╪ Ḥ ӇѤ ˿↕, 

ⱳֹבֿ♩ ╘ו♠╪˞Ϯ Ѿ́♠╬ ♪͐ Ḣᾏ╙ ̆ᴎ ‒ ѻ. ╪Ѥ ̕ᵙ▫⁄˭ Ḣ Ṉ ἹᴴἪ╥ 

₅ ╙ ʺ  ͙ ᵑ Ⱡ̑ ╘ ᶹᴝ, ♣Ợ♠╖ᴛ Ḣ Ṉ╙ Ḥ ͙ ╪♣⁄ ᶷⱠᵑ ˺  ὡ 

▓Ѥ ͙ ҵ Ⱡ̑ ѻ. 

̕ᵙ 

̕ᵙ Ѿ́Ѥ Ḣ Ṉ ́ ̓ ̯ ╥ ᵡּתᵢ Ѿ́ᴛ ʺ◑ ₡תּ מἶӇѤ Ѿ́╪ѻ. ͎ ╪┬Ѥ 

Ḣ Ṉ ἹᴴἪ ̕ᵙ⁄ Ḣ Ṉ ̯ⱳ, ♬ , ἵ ≢‡, ͎ Ω ѻᵐ ̯Ἓ ⅝ἵ╥ ┬ּתṒὡʺ 

Ӈ͙ ԅᶷ╪ѻ. 

▀ḙ♠╬ ┬ּתṒὡ ▬‰╥  ₉ᴛѤ ᵑ ᾎ ̆ Ḣ Ṉ ◑ẋ⁄ ♠↔ Ѥ ▬‰╪ ▓ѻ.18 

♬  ͋ ╘ Ựᴛ⇔   ᵙ ╪Ἢ╪Ϯ ᾅ ʺ Л √ ⁄ ʺӈ ˿↕ ᴀ ⅝̯ ⱳˠ╪ ṉ˿Ӊ 

ԅᵡѻ ˔ᾐӇ‡‒  ⅝ʺ ▓̆, ṉ˿ӈ ͋ ╪ ṒΌ ♬ ╙ ─Ḥ ╬ תΏѤּ תּ  ὡ 

▓ҵᴜ ͙ל♠╖ᴛ ◓ˤ  ‒ ѻ. ̯Ἓ ⅝ἵʺ ̓Ṩ ⁄ ᾎҀᵙ͙ ♣⁄ Ḉᵙ ○◓♠╬ ▫∟ 

╪ώᵑ ᾏṊ ̆ ҍ╞  ὡ ▓ҵᴜ Ḣ Ṉ ̯Ἓ ⅝ἵ╥ Ἓѫ╙ ᶛѱ ᵠ Ѥ ˦ҵ ַא⅝ ѻ. 

ᴛ͎₮ ˿̆ ⁵ᾎ ᾎᾅ ⁄ ʺ ─ בֿ (Ἓ̑/ᾒ  ᶛӎ )╙ ᾏṊ ᴎᶔ ּתἶ♠╖ᴛ ᶛѱ ᵠ 

‒ ѻ. Ḣ Ṉ ͋ ╪ ╥ҵӈ ҍᴛ ▬ҿ Ѥּ͙ל ת♠╖ᴛ ᾎ ⁴ ˤּש Ѥ ˦ ⁵ᾎ 

⅝אַ  ▀╪ѻ. 

Ḣ Ṉ ᴷἥ╪Ϯ Л √  ṒΌ⁄ ₅ ⁄ Ḉ Ѥ ♬ ╙ ṉ ᾎ ‒  ˿↕ ̑ᾏ♠╬ ♥ ⁄ 

ӻג ̕ᵙ ‒ ѻ. ᵤ╘ Ḣ Ṉ╘ ̕ᵙ▫ ╬ ╪ᾅ╥ ▀Ṩᴛ ṉ  ˁᾎ ͙ѫ╙ ʺּ̆ת 

▓╖Ϯ, ╪Ѥ ♬  ṉ ᵑ ᾒ ˭ ♠ ΏѤѻ. ἵ תּ  ᶛӧ ♬  ˺♬̓ ᴷἥ ṉ ⁄ ҍ  

ᴛ͎ʺ ͙ᴜӇ‡‒ ѻ. ͎ᵙ̆ ╪ ᴛ͎Ѥ ‡Ԑ Ḣḹ╖ᴛӧ Ḣ Ṉ̓ ⁷́Ӈ‡ ▓‡‒ ѻ. 

₉ᵑ ө‡, ᴛ͎Ѥ ᶹᵙ♠╖ᴛ ⁷˺ӈ ◑ ⁄ ♇◑Ӈ˞Ϯ, ⱳֹו╥ ▫ụ ̕ᵙ ᾎᾅ ⁄ Ḣ Ṉ 

ᶜ╖ᴛ Ṓ̕Ӊ ὡ ▓ѻ. 

                                         

18  ̕ᵙ⁄ ҍ  ʺ ♬ṒѤ NIST SP 800-40 Ḳ♣ 2, Creating a Patch and Vulnerability 

Management Program  (http://csrc.nist.gov/publications/nistpubs/ )ᵑ ⱳ  .ג

http://csrc.nist.gov/publications/nistpubs/


 

43 

 

Ḣ Ṉ ᴷἥ╘ ᾎʼ╪ ּתϳὡᴜ ͙ ͕ὡ♠╖ᴛ ṓ◌ ὡ ▓ѻ. ₉ᵑ ө‡, Ựᴛ Ḥ פֿ ӈ 

Ḣ Ṉ╥ ᴷἥ╘ ΩṨᴛ Ѥ Ợ↔▫ מ ̓ ┬░ӇѤ ╪ᶉ▀ מ  (TCP/IP⁄ ╥  ⅝̯ӈ 

ᵙ  ╬ḕ⇔ӥ ⁷˺╙ ↔ Ѥ ˦̓ ˉ╪) ♬ ╙  ˦╪ѻ. ּתᵣ Ḣ Ṉ╪ Ḥ ӈ ּת 

1 Ц╪ Ӈ‴╙ ᶴᴓ⁄Ѥ, ΅ җ ᵤ╘ ͋ ╙ ̆ ▓╙ ʺѫἛ╪ иѻ. ▀ḙ♠╖ᴛ Ựᴛ⇔ 

Ợ↔▫Ϯ Ựᴛ⇔ ẋּנѱᾅ ⅝̯Ợ ױ╪ ╪  ṉ ᵑ לҵ Ͽ╥ ѻᵐ ⅝ἵϮ ₅ וᵣ, ⱳֹתּ ╙ 

ḙ₅  ˺̓▀ ὡҵ ▓ѻ. Л √  ˿╥ ♣ḙ♠╬ ṒΌ Ἕᵑ ʺ Ѥ  ᾅ ╥ 

ᾎ ҵ Ỹʻ Ṓ͙ ḕהѻ. ╪ ᾎ ╘ Л √ מ  ╙ ỸἛ מ ҉ ,̆ ╪ Ḣ Ṉ⁄Ἄ 

‡֒˭ ᵙӇѤʺᵑ ₉ ӇѤ ḙ╞̓ ẋ̪ Ѥ Ḣḹ╖ᴛ Ḣ Ṉ ᴷἥ╪ ╥ҵҍᴛ ▬ҿ Ѥּת 

ˤỢ ѻ.  ᾅ Ѥ ḙӥᾎ Ữ♠ ˁỢ ᴛ͎̓ע Ζ ὡ Ӈ‡‒ ѻ.19 

▀ḙ  Ợ  

ѻ╛  Ợ ө╘ ̕ᵙ▫ө╪ Ḣ Ṉ Ḥ ₮ Ḣ Ṉ ♬  ἒ♬ ́ ╙ ὡᵞ Ѥ ҥ⁄ ҵ∑╪ 

Ӊ ˦╪ѻ. 

Â ─ ₮ Ḥ  

ŕ ⱳֹו Ͽ╥ Ҷᵞӈ Л √  ˿́ᵡѻ  ᵠ Ḣ Ṉ╙ Ḥ  .ג

ŕ Ϯ ╘ ͎ ╪Ữ╥ ─ Л √ ʺ ˿́ Ḣ Ṉ╪ ּת∟ ᶣ תּ Ѥ Ṋ  ṒΌ 

⅝̯ ⱳˠ╙ ʺּתѤ ˿↕, ҉ ϿṨ Яӥ⁄ Ḣ Ṉ╙ Ḥ ‒ ѻ. 

ŕ Л √ ╥ ӎ ּת♩ ʼ⁄ ͙Ḍ מ  ⇔↔╪ ⅝  ˿↕, VPN ͙ѫ╙ ◓  

Ḣ Ṉ╙ Ợ↔  .ג

ŕ ˿́⁄ ʺͬ˭ Ḥ ӈ Ḣ Ṉ╪ Ⱡ̑  ὡ ▓Ѥ ṒΌ ѫᴏ ╪Ữ╥ ṒΌ╙ ⅝̯ Ѥ 

Ợ↔▫ ᾎᾅ ╪ ▓Ѥ ˿↕, ҉ ᾎᾅ ⁄ ˌ╬ Ḣ Ṉ╙ Ḥ  .ג

Â Ḣ Ṉ ♬  

ŕ ᾐᴧ  ὡ ▓Ѥ ⱳֹו ϿṨ Л √  ḗ⁄Ἄ Ợ↔Ӊ ʺѫἛ╪ ▓Ѥ ᶛӧ ╪ҿᾏ 

⁄ ˌ╬↔ Ḣ Ṉ╙ Ḥ  .ג

ŕ Ḣ Ṉ ♬ ╪ Л √ ⁄ Ḥ Ӈ͙ ♣⁄, ʻʻ╥ Ḣ Ṉ ♬  ḛ♣ ḓ ἒ♬⁄ ҍ  

́ ╙ ᶀ♇ ὡᵞ  .ג

                                         

19  ᾅ ⁄ ҍ  ▫Ἕ  ♬ṒѤ NIST SP 800-115 (Draft), Technical Guide to Information 

Security Testing (http://csrc.nist.gov/publications/nistpubs/ ) ᶷἌᵑ ⱳ  .ג

http://csrc.nist.gov/publications/nistpubs/
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ŕ Л √ ╥ ᶛӧ Ḣ Ṉ ♬ ╙ ̆, ⱳֹו╥ ṒΌ ♬ ̓ Ḣ Ṉ ♬ ╪ 

▀ Ѥּת ╬  ὡ ▓ҵᴜ ᶛӧ Ḣ Ṉ ♬ ╙ ҍỮ╖ᴛ ♬͙♠╬ ◓ˤ ᵑ 

ὡ  .ג

ŕ Ḣ Ṉ╙ ̓ Ѥ ᶛӧ מ ♥♠ אַ   ḛּת, ᶜ♠ּת IP מ בֿʺ ἵᵑל ᵣ 

↔  .ג

ŕ ╬ּשӇּת Ώ╘ ᶛӧ TCP/UDP ᵑ Ѿ ⁴ Ṓ ӈ Л √  ΩṨ⁄Ἄ ♪͐  ὡ 

▓Ѥ   ᵙ ╪Ἢ╥ ꜙᵆᵑ Ⱡ  .ג

Â ICMP ░ 3 ᶉᾎּתʺ Ḣ Ṉ╙ ̓  ὡ ▓ҵᴜ ג. 
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ṥᴙ A -  ↑„ở♆ 

╪ ᶷἌ⁄Ἄ Ợ↔ӈ ↔‡Ѥ ѻ╛̓ ˉ╪ ♬╥ӈѻ. 

  ᵖ ╧ἧ- ᴙᾋ ˪╧ ≈╧ ḟ ṅ: Ữ─ ́  ͙ѫ̓ ─ ́  ♪͐ Ⱡ ͙ѫ╙  

ˌἐӈ ͙ѫ╥ Ḣ Ṉ╪ᶒ, Ἄᴛ ᾐ ͙ᵑ ∟ Ѥ ӎ ᾅ  ʼ⁄Ἄ ַ⁵ ˌא ╙ Ѥ ᴜᾎ 

⁄╪♣ ᵑ ѻ. 

˼˾ ׇ→ : ⱳֹו Л √ ₮ ᾐᴧ  ὡ ′Ѥ ΩṨ Л √  ʼ╥ ˿́⁄ ─ Ѥ ג↕ . ╪ 

ᶷἌ⁄Ἄ ˿́ ג↕ Ѥ   Ḣ Ṉ╖ᴛ ἒ♬ӈѻ. 

ᴘ Ὕכ ˪╧ ≈╧: Ữ  ͙ḙ ˁᾎ₮ ᵰ↕ ┬Ợ  Ḣḹ╖ᴛ ʻʻ╥ ⁷˺╪ ὡᵞӇ͙ ♣⁄ 

ˤּש╙ ὡ Ѥ ᴜᾎ ἌḲ╥ ꜙᵆ. 

♆↑ ᴙᾋ Ἁḯ: Ḣ Ṉ ͙ѫ╪ ◓Ӈּת Ώ╘ ᴜᾎ ἌḲ╥ ꜙᵆ. 

Ẉᶱ◌ּקҊ (DMZ) : Ḣ Ṉ╖ᴛ Ṓ Ӈ̆ ▓Ѥ ל Л √ ₮ Ṋˌᴛ Ṓ Ӈ̆ ▓Ѥ Л √ ᴛ 

┬ҵ Ѥ ג↕  Ḣ Ṉ╥ ╬ ╪ᾅ. DMZ ᵑ Ѥ מ ╘ ⁴♣  Ḣ Ṉ╙ ̓ ᶒ, 

Ḣ Ṉ╥ Ṓ  ♬ ╪ ♠↔Ӊ ὡ ▓ѻ. 

͖Ṓ╓ᴘ ˛ṥ: Ḣ Ṉ ♬ ⁄ ᶘᾎ♠╖ᴛ ↔ӈ מ ╙ ⱠΩ  ѻᵐ ᶛӧ מ ╙ Ѿ Ѥ 

♬  

ṧỢ  ḟ ṅ: Ḣ Ṉ ͙ѫ╙ Л √  ˿́⁄Ἄ ◑ẋ ꜙ♩╖ᴛ ╪ҿ Ѥ ˦╖ᴛ, Л √  Ͽ╥ 

ᶛӧ ꜙ♩ ḓ ͙  ♠♥  ─ ⁄ Ḣ Ṉ╙ Ḥ Ѥ ˦ Ӯ╙ ╥Ḉ  

┘  ᵝ Egress Filtering : ΩṨᴛ ϮʺѤ Л √ מ  ⁄ ҍ  ᵠ.  

ḟ ṅ: Ἄᴛ ѻᵐ ṒΌ Ἕᵑ ♠↔ Ѥ Л √ Ϯ ᾅ ʼ╥ Л √ מ   ᵒ╙ 

Ⱡ Ѥ ◑ẋϮ ᴛ͎ע 

ḟ ṅ ס : Ḣ Ṉ╪ ◓ӇѤ ᾎᾅ ╙ ╥Ḉ. ₉ᵑ ө‡, ˌ╬↔ ⁄Ἄ ̯ҿӇѤ Ữ↔ 

⇔₅ Ⱡ Ӯ╪ ▓╛. 

ᾂ  ͖Ḗ ḟ ṅ: ἌḲᴛ ┬░Ӈ˞Ϯ ἌḲ⁄Ἄ ΩṨᴛ ϮʺѤ Л √ מ  ╙ 

ᶛѱ ᵠ ̆ Ⱡ ͙ ─ ⁴ ἌḲ⁄ ἒ ӇѤ ἵ ≢‡ ͙ḙ╥ Ḣ Ṉ 

┘█ ᵝ Ingress Filtering : ┬░ӇѤ Л √ מ  ⁄ ҍ  ᵠ 



 

46 

 

╩ ׇО: ╬ С̓ ┬Ợ ˭ Ἄẋᾅ,   ᵙ ╪Ἢ, ᴛ  Ӯ╙ ⇔↔  ᵣ ΩṨ ♪ἶתּ

ʺѫἛ╪ ′Ѥ Л √ . ╬ ┬̑ Ͽ⁄Ἄ ♬Ṓᵑ וС ΩṨ⁄ ♬Ṓʺ ̑ˌӉ ↕ᴎ ′╪ ⱳֹג  

ὡ ▓˭ . 

ᵰ≈„: ᾎᾅ ╥ ᶴ˺Ἓ, ͙ḌἛ╙ ˞Ϯ ҥ╪ ,   ᵙ ╪Ἢ, ⇔₅ Ⱡ, ╘ ἌḲ⁄ ─ ᵑ 

ʺ ͙ ─  ᶜ♠╖ᴛ ᾎᾅ ⁄ ╘Ḍ ˭ Ѥ ᴛ͎ע. 

И − ἲ Ṇד   (NAT) : ΩṨ Л √ ⁄Ἄ לἵ ᾅ ᵡ addressing schema ᵑ ╪↔ ⁴ ϿṨ 

ᾎᾅ ἵᵑ Ὸל ╥ ᶣ תּ ҵᴜ ὦ͙Ѥ ҥ Ợ↔ӊ 

  ḟ ṅ: ᾅ ─ ╙ἵ₮ ⁷˺ ἝἪל   ♪͐ Ⱡ ͙ѫ╙  ג↕  ◑  

ˉ╩↑ ḟ ṅ: ┬░Ӈ˞Ϯ ϮʺѤ מ ╙ ᶛѱ ᵠ ̆ Ⱡ ͙ ─ ⁴ ҥᾅ ╪Ϯ ף  

⁄ ἒ ӇѤ ἵ ≢‡ ͙ḙ Ḣ Ṉ 

ˉ╩↑ ḟ ṅ ◌Ẉ: ʺ♬↔ Л √ ⁄ ӈ ▀̱╥ ᵑ ─  ◑ẋᴛ, ˌ╬↔ Ḣ Ṉ̓ 

┬Ợ ˭ ͙ѫ  

ᴙᾋ ›╧♆ : Ḣ Ṉ╪Ϯ ♣↔ ᴜᾎ ἌḲ⁄Ἄ ̯ҿӇѤ ἵ ≢‡   ᵙ ╪Ἢ╖ᴛ, 

ᴛ ╙ ᵠ ˞Ϯ ◑ ╥ ╬ ╪ᾅʼ⁄ ♣Ҁ Ѥ ͙ѫ╪ ▓╛ 

ᴴἢ: Ḣ Ṉ╥ ♪͐ Ⱡ ͙ѫ╙ Ⱡ‡ Ѥ ▀ᴐ╥ ּתᾎᶷ ᶛ╛. Ḣ Ṉ╘ ╪ ּתᾎᶷө╙ 

Ợ↔ ⁴ ө╪ Ḣ Ṉ╥ ╬ ╪ᾅʼ⁄ ‡֒˭ ♣ҀӇ‡‒ Ѥʺᵑ ˺♬  

ừ  ͖Ḗ ʾᾋ ḟ ṅ: ╙ ᵠ ̆, ⁷˺ Ữ ᵑ ♠ ̆, ₉ ӇѤ Ữ ⁄Ἄ ‡͖ϱ 

Ữ ╥ ө╙ Ѿ  ὡ ▓Ѥ ͙ѫ╪ ▓Ѥ Ḣ Ṉ 

ừ  ͖Ḗ ᴘ  ṧἊ ḟ ṅ: Ữ  ͙ḙ ˁᾎ Ḣ Ṉ╥ ▀ꜙ╖ᴛ, Л √ , ♣Ἶ, 

  ᵙ ╪Ἢ ́ Ữ╥ ᴛ ╙ ṪἍ  ὡ ▓Ѥ ˁᾎ ⁪ֿב╙ ѻ.  

ṥᴙ B -  Ӌᶴ■„₫ ‏„ 

╪ ᶷἌ⁄Ἄ Ợ↔ӈ ӎᶷ▫‡₮ –‡ᵑ ♬╥ ѻ. 

AH  Authentication Header  

ALG Application Layer Gateways 

CIDR Classless Interdomain Routing  

DMZ  Demilitarized Zone  
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DNS Domain Name System  

DoS Denial of Service 

ESP Encapsulating Security Payload 

FISMA Federal Information Security Management Act  

FTP File Transfer Protocol  

HTTP Hypertext Transfer Protocol  

IANA  Internet Assigned Numbers Authority  

ICMP Internet Control Message Protocol  

IDPS Intrusion Detection and Prevention System  

IDS Intrusion Detection System  

IGMP Internet Group Management Protocol  

IM  Instant Messaging  

IP Internet Protocol  

IPsec Internet Protocol Security  

IPv4 Internet Protocol version 4  

IPv6 Internet Protocol version 6  

ISP Internet Service Provider  

IT Information Technology  

ITL Information Technology Laboratory  

LAN Local Area Network  

MAC Media Access Control  

MTU Maximum Transmission Unit  

NAT Network Address Translation  

NIC Network Interface Card  

NIST National Institute of Standards and Technology  

NTP Network Time Protocol  

OMB Office of Management and Budget  

PBX Private Branch Exchange  

PC Personal Computer  

RADIUS Remote Authentication Dial In User Service  

RFC Request for Comment  

SMTP Simple Mail Transfer Protocol  

SNMP Simple Network Management Protocol  

SP Special Publication  

SSL Secure Sockets Layer  

TCP Transmission Control Protocol  
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TCP/IP Transmission Control Protocol/Internet Protocol  

TLS Transport Layer Security  

UDP User Datagram Protocol  

URL Uniform Resource Locator  

VPN Virtual Private Network  

VPNC Virtual Private Network Consortium  

WAN  Wide Area Network  

XML Extensible Markup Language  

ṥᴙ C -  ̃ ᶴ  
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